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Release: 7.0.0.76
Date: December 14, 2020

Enhancements

Enhanced support for MP10O-configured devices. These devices can now be guarded with an Efficient Storage
GuardPoint.

Fixed a scalability issue where voradmin esg commands did not list all available devices in environments with a
large number of devices.

Made general improvements to the CTE Agent and fixed some stability issues.

Resolved Issues

AGT-29939 [CS1008825]: Deduplication not working with CTE-Efficient Storage

CTE-Efficient Storage requires the XTS encryption mode. XTS encryption requires that the AES-NI AVX
instruction set be supported by the processor on the host system. CTE supports XTS encryption mode with
Sandy Bridge and above, as these processors support the AVX instruction set.

Previously, if the user applied a CTE-Efficient Storage GuardPoint on a system that did not have the AES-NI
AVX instruction set available, the CTE Agent would silently default to the CBC encryption mode. This ledto a
mismatch in encryption modes because the policy specified XTS and the system was using CBC. Due to this
mismatch, deduplication was not working on the CTE-Efficient Storage GuardPoint.

Starting in this release, the CTE Agent now prevents you from applying a CTE-Efficient Storage GuardPoint on a
system that does not have the AES-NI AVX instruction set available.

If you are using CTE-Efficient Storage GuardPoints, we highly recommend that you decrypt all data before you
upgrade to this release of the CTE Agent. After the data has been decrypted and the CTE Agent has been
upgraded, you can re-create the GuardPoints from scratch using the copy method or the dataxform utility.
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o AGT-30518 [CS1015245]: Dell PowerPath failed to mount after upgrading to CTE

When the system reboots, the CTE Agent tries to read the CTE header from the device to determine if the device
is protected using a CTE policy.

The CTE Agent was trying to read the device before MP10 was configured. Because MPIO was not ready, that
read from the device failed and the CTE Agent disallowed access to the devices.

In this release of the CTE Agent, the CTE Agent now waits for MPIO configuration to finish before it tries to read
the data from the device.

« AGT-30356 [CS1002187]: SQL backups failing intermittently "SQL Server cannot process this media
family.”
In some cases, the CTE Agent was performing the wrong data alignment when a direct write request came from
the application.

This issue has been fixed in this release of the CTE Agent.

o AGT-30599: System crashes every 5 minutes after running "voradmin® command
In some cases, the CTE Agent was accessing a NULL memory buffer when clear key was used.
This issue has been fixed in this release of the CTE Agent.

Sales and Support

If you encounter a problem while installing, registering, or operating this product, please refer to the documentation
before contacting support. If you cannot resolve the issue, contact your supplier or Thales Customer Support.

Thales Customer Support operates 24 hours a day, 7 days a week. Your level of access to this service is governed by
the support plan arrangements made between Thales and your organization. Please consult this support plan for
further information about your entitlements, including the hours when telephone support is available to you.

For support and troubleshooting issues:
« https://supportportal.thalesgroup.com
« (800)545-6608

For Thales Sales:

« https://cpl.thalesgroup.com/
o CPL_Sales AMS TG@thalesgroup.com
« (888)267-3732

Notices and License

All information herein is either public information or is the property of and owned solely by Thales DIS France S.A. and/or its
subsidiaries or affiliates who shall have and keep the sole right to file patent applications or any other kind of intellectual
property protection in connection with such information.

Nothing herein shall be construed as implying or granting to you any rights, by license, grant or otherwise, under any
intellectual and/or industrial property rights of or concerning any of Thales DIS France S.A. and any of its subsidiaries and
affiliates (collectively referred to herein after as “Thales”) information.

This document can be used for informational, non-commercial, internal and personal use only provided that:

o The copyright notice below, the confidentiality and proprietary legend and this full warning notice appear in all copies.

e This document shall not be posted on any network computer or broadcast in any media and no modification of any part
of this document shall be made.
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Use for any other purpose is expressly prohibited and may result in severe civil and criminal liabilities.

The information contained in this document is provided "AS IS" without any warranty of any kind. Unless otherwise expressly
agreed in writing, Thales makes no warranty as to the value or accuracy of information contained herein.

The document could include technical inaccuracies or typographical errors. Changes are periodically added to the
information herein. Furthermore, Thales reserves the right to make any change or improvement in the specifications data,
information, and the like described herein, at any time.

Thales hereby disclaims all warranties and conditions with regard to the information contained herein, including all
implied warranties of merchantability, fithess for a particular purpose, title and non-infringement. In no event shall
Thales be liable, whether in contract, tort or otherwise, for any indirect, special or consequential damages or any
damages whatsoever including but not limited to damages resulting from loss of use, data, profits, revenues, or
customers, arising out of or in connection with the use or performance of information contained in this document.

Thales does not and shall not warrant that this product will be resistant to all possible attacks and shall not incur, and
disclaims, any liability in this respect. Even if each product is compliant with current security standards in force on the
date of their design, security mechanisms' resistance necessarily evolves according to the state of the art in security
and notably under the emergence of new attacks. Under no circumstances, shall Thales be held liable for any third
party actions and in particular in case of any successful attack against systems or equipment incorporating Thales
products. Thales disclaims any liability with respect to security for direct, indirect, incidental or consequential
damages that result from any use of its products. It is further stressed that independent testing and verification by the
person using the product is particularly encouraged, especially in any application in which defective, incorrect or
insecure functioning could result in damage to persons or property, denial of service or loss of privacy.

Copyright © 2009-2020 Thales Group. All rights reserved. Thales and the Thales logo are trademarks and service marks of
Thales and/or its subsidiaries and affiliates and are registered in certain countries. All other trademarks and service marks,
whether registered or not in specific countries, are the properties of their respective owners.
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