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The copyright notice below, the confidentiality and proprietary legend and this full warning notice appear in all copies.• 
This document shall not be posted on any network computer or broadcast in any media and no modification of any part of
this document shall be made.

• 

Use for any other purpose is expressly prohibited and may result in severe civil and criminal liabilities.

The information contained in this document is provided "AS IS" without any warranty of any kind. Unless otherwise expressly
agreed in writing, Thales makes no warranty as to the value or accuracy of information contained herein.

The document could include technical inaccuracies or typographical errors. Changes are periodically added to the information
herein. Furthermore, Thales reserves the right to make any change or improvement in the specifications data, information, and the
like described herein, at any time.

Thales hereby disclaims all warranties and conditions with regard to the information contained herein, including all implied
warranties of merchantability, fitness for a particular purpose, title and non-infringement. In no event shall Thales be liable, whether
in contract, tort or otherwise, for any indirect, special or consequential damages or any damages whatsoever including but not
limited to damages resulting from loss of use, data, profits, revenues, or customers, arising out of or in connection with the use or
performance of information contained in this document.
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attack against systems or equipment incorporating Thales products. Thales disclaims any liability with respect to security for direct,
indirect, incidental or consequential damages that result from any use of its products. It is further stressed that independent testing
and verification by the person using the product is particularly encouraged, especially in any application in which defective,
incorrect or insecure functioning could result in damage to persons or property, denial of service or loss of privacy.
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Logger CGA: Errors

Message ID : CGA2614E

Severity

Error

Long Form

Syntax error: Domain name '*' is reserved

Short Form

No short form is provided for this message type

Description

None

Message ID : CGA2617E

Severity

Error

 Logger CGA: Errors 1



Long Form

[{0}] Set [{1}] used but not defined

Short Form

No short form is provided for this message type

Description

None

Message ID : CGA2618E

Severity

Error

Long Form

Failed to import password object

Short Form

No short form is provided for this message type

Message ID : CGA2617E 2



Description

None

Message ID : CGA2619E

Severity

Error

Long Form

Policy [{0}]: Invalid policy

Short Form

No short form is provided for this message type

Description

None

Message ID : CGA2620E

Severity

Error

Message ID : CGA2618E 3



Long Form

Policy [{0}]: Invalid policy length

Short Form

No short form is provided for this message type

Description

None

Message ID : CGA2621E

Severity

Error

Long Form

Policy [{0}]: Policy import failed

Short Form

No short form is provided for this message type

Message ID : CGA2620E 4



Description

None

Message ID : CGA2624E

Severity

Error

Long Form

Policy [{0}]: Failed to import Name Identifier

Short Form

Name import failed

Parameters

Label CEF Label Type Usage

pol cs1 Text Policy name

Description

None

Message ID : CGA2621E 5



Message ID : CGA2625E

Severity

Error

Long Form

Failed to import keys

Short Form

Keys import failed

Parameters

No parameters are provided for this message type

Description

None

Message ID : CGA2626E

Severity

Error

Message ID : CGA2625E 6



Long Form

Policy [{0}]: Invalid root path

Short Form

Invalid rootpath

Parameters

Label CEF Label Type Usage

pol cs1 Text Policy name

Description

None

Message ID : CGA2627E

Severity

Error

Long Form

Policy [{0}]: Failed to import root path

Message ID : CGA2626E 7



Short Form

Import rootpath fail

Parameters

Label CEF Label Type Usage

pol cs1 Text Policy name

Description

None

Message ID : CGA2628E

Severity

Error

Long Form

Policy [{0}]: [{1}] Set [{2}] not defined

Short Form

Undefined policy type/set

Message ID : CGA2627E 8



Parameters

Label CEF Label Type Usage

pol cs1 Text Policy name

oType vds_oType Text Object type in policy rule

oName vds_oName Text Object name in policy rule

Description

None

Message ID : CGA2629E

Severity

Error

Long Form

Policy [{0}]: Key rule not yet built

Short Form

Invalid key rule

Message ID : CGA2628E 9



Parameters

Label CEF Label Type Usage

pol cs1 Text Policy name

Description

None

Message ID : CGA2634E

Severity

Error

Long Form

Policy [{0}]: Invalid Rule

Short Form

Invalid rules object

Parameters

Label CEF Label Type Usage

pol cs1 Text Policy name

Message ID : CGA2629E 10



Description

None

Message ID : CGA2635E

Severity

Error

Long Form

Policy [{0}]: Invalid syntax for key effect [{1}]

Short Form

Invalid key effect

Parameters

Label CEF Label Type Usage

pol cs1 Text Policy name

act act Text Action being requested or performed

Message ID : CGA2634E 11



Description

None

Message ID : CGA2636E

Severity

Error

Long Form

Policy [{0}]: Invalid name and/or access

Short Form

Invalid name/access

Parameters

Label CEF Label Type Usage

pol cs1 Text Policy name

Description

None

Message ID : CGA2635E 12



Message ID : CGA2637E

Severity

Error

Long Form

Policy [{0}]: Invalid rule syntax: Effect not defined

Short Form

Undefined effect

Parameters

Label CEF Label Type Usage

pol cs1 Text Policy name

Description

None

Message ID : CGA2638E

Message ID : CGA2637E 13



Severity

Error

Long Form

Policy [{0}]: Invalid rule syntax: Action [{1}] not defined

Short Form

Undefined action

Parameters

Label CEF Label Type Usage

pol cs1 Text Policy name

act act Text Action being requested or performed

Description

None

Message ID : CGA2639E

Message ID : CGA2638E 14



Severity

Error

Long Form

Policy [{0}]: Invalid rule syntax: GoTo label [{1}] not defined

Short Form

Undefined label

Parameters

Label CEF Label Type Usage

pol cs1 Text Policy name

label vds_label Text Label in rule sequence

Description

None

Message ID : CGA2645E

Message ID : CGA2639E 15



Severity

Error

Long Form

Policy [{0}]: Recursive GoTo detected at rule number [{1}]

Short Form

Recursive goto

Parameters

Label CEF Label Type Usage

pol cs1 Text Policy name

ruleNo vds_ruleNo Numeric Index into policy rule set

Description

None

Message ID : CGA2648E

Message ID : CGA2645E 16



Severity

Error

Long Form

Policy [{0}]: Invalid GoTo - Missing destination label

Short Form

Invalid goto

Parameters

Label CEF Label Type Usage

pol cs1 Text Policy name

Description

None

Message ID : CGA2649E

Severity

Error

Message ID : CGA2648E 17



Long Form

Policy [{0}]: Invalid effect syntax [{1}]

Short Form

Invalid syntax

Parameters

Label CEF Label Type Usage

pol cs1 Text Policy name

act act Text Action being requested or performed

Description

None

Message ID : CGA2650E

Severity

Error

Message ID : CGA2649E 18



Long Form

Policy [{0}]: Invalid action syntax [{1}]

Short Form

Invalid action

Parameters

Label CEF Label Type Usage

pol cs1 Text Policy name

act act Text Action being requested or performed

Description

None

Message ID : CGA2651E

Severity

Error

Message ID : CGA2650E 19



Long Form

No policy defined for [{0}] set [{1}]

Short Form

Undefined policy set

Parameters

Label CEF Label Type Usage

oType vds_oType Text Object type in policy rule

oName vds_oName Text Object name in policy rule

Description

None

Message ID : CGA2652E

Severity

Error

Message ID : CGA2651E 20



Long Form

Policy [{0}]: old and new key rule numbers do not match [old {1}, new {2}]

Short Form

Mismatched rule numbers

Parameters

Label CEF Label Type Usage

pol cs1 Text Policy name

ruleNo vds_ruleNo Numeric Index into policy rule set

altRuleNo vds_altRuleNo Numeric Alternate rule number

Description

None

Message ID : CGA2653E

Severity

Error

Message ID : CGA2652E 21



Long Form

Policy [{0}]: old and new key names do not match [key rule {1}, old {2}, new {3}]

Short Form

Mismatched key names

Parameters

Label CEF Label Type Usage

pol cs1 Text Policy name

ruleNo vds_ruleNo Numeric Index into policy rule set

key cs3 Text Name of key or key pair

altKey vds_altKey Text Name of alternate key for multi-key operations

Description

None

Message ID : CGA2654E

Severity

Error

Message ID : CGA2653E 22



Long Form

Policy [{0}]: old and new key resources do not match [key rule {1}]

Short Form

Mismatched key resource

Parameters

Label CEF Label Type Usage

pol cs1 Text Policy name

ruleNo vds_ruleNo Numeric Index into policy rule set

Description

None

Message ID : CGA2655E

Severity

Error

Message ID : CGA2654E 23



Long Form

Failed to import key [{0}]

Short Form

Key import failed

Parameters

Label CEF Label Type Usage

key cs3 Text
Name of key or key
pair

Description

None

Message ID : CGA2656E

Severity

Error

Long Form

Failed to find encryption key [%lld]

Message ID : CGA2655E 24



Short Form

Encryption key not found

Parameters

No parameters are provided for this message type

Description

None

Message ID : CGA2657E

Severity

Error

Long Form

Failed to validate policy on [{0}], rekey in progress

Short Form

Policy failure, rekey in progress

Message ID : CGA2656E 25



Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGA2658E

Severity

Error

Long Form

Failed to validate policy on [{0}]

Short Form

Policy validation failure

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Message ID : CGA2657E 26



Description

None

Message ID : CGA2659E

Severity

Error

Long Form

Unsupported key type in policy on [{0}]

Short Form

Unsupported key type in policy

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGA2658E 27



Message ID : CGA2662E

Severity

Error

Long Form

Failed to validate key [{0}]

Short Form

Key validation failed

Parameters

Label CEF Label Type Usage

key cs3 Text
Name of key or key
pair

Description

None

Message ID : CGA3003E

Message ID : CGA2662E 28



Severity

Error

Long Form

EVENT: {0}

Short Form

Event

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : CGA3004E

Severity

Error

Message ID : CGA3003E 29



Long Form

An invalid host password was entered

Short Form

Invalid host password

Parameters

No parameters are provided for this message type

Description

None

Message ID : CGA3007E

Severity

Error

Long Form

NOTUSED

Message ID : CGA3004E 30



Short Form

No short form is provided for this message type

Description

None

Message ID : CGA3008E

Severity

Error

Long Form

Pid [{0}] has not been initialized properly in [{1}]

Short Form

Bad caller

Parameters

Label CEF Label Type Usage

pid dvcpid Numeric
Numeric
process ID

Message ID : CGA3007E 31



Label CEF Label Type Usage

func vds_func Text
A function
name

Description

Internal error; try start/stop of agent or reinstallation of agent.

Message ID : CGA3009E

Severity

Error

Long Form

NOTUSED

Short Form

No short form is provided for this message type

Description

An internal error occurred. Please contact Thales Support.

Message ID : CGA3008E 32



Message ID : CGA3010E

Severity

Error

Long Form

Failed to write to file [{0}] in [{1}]

Short Form

Write fail

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

func vds_func Text A function name

Description

None

Message ID : CGA3010E 33



Message ID : CGA3011E

Severity

Error

Long Form

Failed to read file [{0}] in [{1}]

Short Form

Read fail

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

func vds_func Text A function name

Description

None

Message ID : CGA3011E 34



Message ID : CGA3012E

Severity

Error

Long Form

NOTUSED

Short Form

No short form is provided for this message type

Description

None

Message ID : CGA3013E

Severity

Error

Long Form

NOTUSED

Message ID : CGA3012E 35



Short Form

No short form is provided for this message type

Description

None

Message ID : CGA3014E

Severity

Error

Long Form

NOTUSED

Short Form

No short form is provided for this message type

Description

None

Message ID : CGA3013E 36



Message ID : CGA3015E

Severity

Error

Long Form

Bad version [{0}] in configuration

Short Form

Bad config version

Parameters

Label CEF Label Type Usage

verno vds_verno Numeric A version number

Description

None

Message ID : CGA3016E

Message ID : CGA3015E 37



Severity

Error

Long Form

NOTUSED

Short Form

No short form is provided for this message type

Description

None

Message ID : CGA3017E

Severity

Error

Long Form

Failed to apply new security configuration

Message ID : CGA3016E 38



Short Form

Security config update failed

Parameters

No parameters are provided for this message type

Description

None

Message ID : CGA3018E

Severity

Error

Long Form

Challenge/Response: An invalid challenge/response was entered

Short Form

Invalid challenge/response

Message ID : CGA3017E 39



Parameters

No parameters are provided for this message type

Description

None

Message ID : CGA3021E

Severity

Error

Long Form

Challenge/Response: Error processing challenge/response

Short Form

Challenge/Response encryption error

Parameters

No parameters are provided for this message type

Message ID : CGA3018E 40



Description

None

Message ID : CGA3022E

Severity

Error

Long Form

Key Protection: Key integrity check failed in [{0}]

Short Form

Key integrity check failed

Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Description

None

Message ID : CGA3021E 41



Message ID : CGA3023E

Severity

Error

Long Form

NOTUSED

Short Form

No short form is provided for this message type

Description

None

Message ID : CGA3024E

Severity

Error

Long Form

Key Protection: Extract rkey: Hardware signature has changed

Message ID : CGA3023E 42



Short Form

Hardware signature changed

Parameters

No parameters are provided for this message type

Description

None

Message ID : CGA3059E

Severity

Error

Long Form

[AUDIT] Process[{0}] Pid[{1}] Uid[{2}] Operation[{3}] File[{4}] Failure[{5}] Effect[PERMIT]

Short Form

Sysfile modified error

Message ID : CGA3024E 43



Parameters

Label CEF Label Type Usage

command command Text Task struct comm field

pid dvcpid Numeric Numeric process ID

uid suid Numeric User id

op_name op_name Text Operation name

filePath filePath Text Full path to file

ecode cn1 Numeric An error code

Description

None

Message ID : CGA3060E

Severity

Error

Long Form

[ALARM] Process[{0}] Pid[{1}] Uid[{2}] Operation[{3}] File[{4}] Effect[DENIED]

Message ID : CGA3059E 44



Short Form

Sysfile protected

Parameters

Label CEF Label Type Usage

command command Text Task struct comm field

pid dvcpid Numeric Numeric process ID

uid suid Numeric User id

op_name op_name Text Operation name

filePath filePath Text Full path to file

Description

None

Message ID : CGA3061E

Severity

Error

Message ID : CGA3060E 45



Long Form

Key Protection: Encryption/Decryption: Bad arguments in function [{0}]

Short Form

En/Decrypt BadArgs

Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Description

None

Message ID : CGA3062E

Severity

Error

Long Form

Key Protection: Private key write: Null key in function [{0}]

Message ID : CGA3061E 46



Short Form

PrivKeyWrite NullKey

Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Description

None

Message ID : CGA3063E

Severity

Error

Long Form

Key Protection: Private key write: Invalid key length in function [{0}]

Short Form

PrivKeyWrite InvalKeylen

Message ID : CGA3062E 47



Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Description

None

Message ID : CGA3064E

Severity

Error

Long Form

Key Protection: Verify sanity: Bad configuration directory and/or session key arguments in function [{0}]

Short Form

VrfySan BadArgs

Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Message ID : CGA3063E 48



Description

None

Message ID : CGA3065E

Severity

Error

Long Form

Key Protection: Verify password: Bad configuration directory and/or password arguments in function [{0}]

Short Form

VrfyPwd BadArgs

Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Description

None

Message ID : CGA3064E 49



Message ID : CGA3066E

Severity

Error

Long Form

Key Protection: Get salt: Bad configuration directory argument in function [{0}]

Short Form

GetSalt BadArg

Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Description

None

Message ID : CGA3067E

Message ID : CGA3066E 50



Severity

Error

Long Form

Key Protection: Shared secret: Bad configuration directory argument in function [{0}]

Short Form

ShrdSecret BadArg

Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Description

None

Message ID : CGA3068E

Severity

Error

Message ID : CGA3067E 51



Long Form

Key Protection: Key integrity check: Bad arguments in function [{0}]

Short Form

KeyIntegChk BadArgs

Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Description

None

Message ID : CGA3069E

Severity

Error

Long Form

Key Protection: Key integrity check: Invalid key length in function [{0}]

Message ID : CGA3068E 52



Short Form

KeyIntegChk BadLen

Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Description

None

Message ID : CGA3070E

Severity

Error

Long Form

Key Protection: Extract rkey: Bad arguments in function [{0}]

Short Form

ExtrRkey BadArgs

Message ID : CGA3069E 53



Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Description

None

Message ID : CGA3071E

Severity

Error

Long Form

Key Protection: Extract rkey: Invalid extraction method in function [{0}]

Short Form

ExtrRkey BadMeth

Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Message ID : CGA3070E 54



Description

None

Message ID : CGA3072E

Severity

Error

Long Form

Key Protection: Policy key update: Bad configuration directory argument in function [{0}]

Short Form

PolKeyUpd BadArg

Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Description

None

Message ID : CGA3071E 55



Message ID : CGA3073E

Severity

Error

Long Form

Key Protection: Signature update: Bad signature update argument in function [{0}]

Short Form

SigUpd BadArg

Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Description

None

Message ID : CGA3074E

Message ID : CGA3073E 56



Severity

Error

Long Form

Key Protection: Session key decryption: Bad arguments in function [{0}]

Short Form

SessKeyDcrpt BadArgs

Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Description

None

Message ID : CGA3075E

Severity

Error

Message ID : CGA3074E 57



Long Form

Key Protection: Host password: Invalid argument in function [{0}]

Short Form

HostPwd BadArg

Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Description

None

Message ID : CGA3076E

Severity

Error

Long Form

Key Protection: Challenge 256: Invalid argument in function [{0}]

Message ID : CGA3075E 58



Short Form

Chlnge256 BadArg

Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Description

None

Message ID : CGA3077E

Severity

Error

Long Form

Key Protection: Challenge: Invalid argument in function [{0}]

Short Form

ChlngeBadArg

Message ID : CGA3076E 59



Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Description

None

Message ID : CGA3078E

Severity

Error

Long Form

Key Protection: Failed to write private key in function [{0}]

Short Form

PrivKeyWr Fail

Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Message ID : CGA3077E 60



Description

None

Message ID : CGA3079E

Severity

Error

Long Form

Key Protection: Failed to read private key in function [{0}]

Short Form

PrivkeyRd Fail

Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Description

None

Message ID : CGA3078E 61



Message ID : CGA3080E

Severity

Error

Long Form

Key Protection: Extract password: Private key unavailable in function [{0}]

Short Form

ExtrPwd PrivKeyUnavail

Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Description

None

Message ID : CGA3081E

Message ID : CGA3080E 62



Severity

Error

Long Form

Key Protection: Verify configuration sanity: Private key unavailable in function [{0}]

Short Form

VrfyConfig: PrivKeyUnavail

Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Description

None

Message ID : CGA3082E

Severity

Error

Message ID : CGA3081E 63



Long Form

Key Protection: Extract rkey: Private key unavailable in function [{0}]

Short Form

ExtrRkey PrivKeyUnavail

Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Description

None

Message ID : CGA3083E

Severity

Error

Long Form

Key Protection: Extract password: Failed to decrypt using private key in function [{0}]

Message ID : CGA3082E 64



Short Form

ExtrPwd PrivKeyDcrpt Fail

Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Description

None

Message ID : CGA3084E

Severity

Error

Long Form

Key Protection: Verify configuration sanity: Failed to decrypt using private key in function [{0}]

Short Form

VrfyCfg PrivKeyDcrpt Fail

Message ID : CGA3083E 65



Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Description

None

Message ID : CGA3085E

Severity

Error

Long Form

Key Protection: Extract rkey CR256: Failed to decrypt using private key in function [{0}]

Short Form

ExtrRkey256 PrivKeyDcrpt Fail

Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Message ID : CGA3084E 66



Description

None

Message ID : CGA3086E

Severity

Error

Long Form

Key Protection: Extract rkey: Failed to decrypt using private key in function [{0}]

Short Form

ExtrRkey PrivKeyDecrypt Fail

Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Description

None

Message ID : CGA3085E 67



Message ID : CGA3087E

Severity

Error

Long Form

Key Protection: Verify configuration sanity: Bad session key in file [{0}], function [{1}] line [{2}]

Short Form

VrfyCfg BadSessKey

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

func vds_func Text A function name

Description

None

Message ID : CGA3087E 68



Message ID : CGA3088E

Severity

Error

Long Form

Key Protection: Verify configuration sanity: Failed HMAX verification in file [{0}], function [{1}] line [{2}]

Short Form

VrfyCfg FailHMAXVrfy Fail

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

func vds_func Text A function name

Description

None

Message ID : CGA3088E 69



Message ID : CGA3089E

Severity

Error

Long Form

Key Protection: Verify configuration sanity: Bad rkey in file [{0}], function [{1}] line [{2}]

Short Form

VrfyCfg BadRkey

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

func vds_func Text A function name

Description

None

Message ID : CGA3089E 70



Message ID : CGA3090E

Severity

Error

Long Form

Key Protection: File session key decrypt: Failed description in file [{0}] in function [{1}]

Short Form

FileSessKeyDcrpt Fail

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

func vds_func Text A function name

Description

None

Message ID : CGA3090E 71



Message ID : CGA3091E

Severity

Error

Long Form

Key Protection: Extract rkey: Bad password in function [{0}]

Short Form

ExtrRkey BadPwd

Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Description

None

Message ID : CGA3092E

Message ID : CGA3091E 72



Severity

Error

Long Form

Key Protection: Policy key update: Bad password in function [{0}]

Short Form

PolKeyUpd BadPwd

Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Description

None

Message ID : CGA3093E

Severity

Error

Message ID : CGA3092E 73



Long Form

Key Protection: Policy key update: Extract rkey failure in function [{0}]

Short Form

PolKeyUpd ExtrRkey Fail

Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Description

None

Message ID : CGA3094E

Severity

Error

Long Form

Compare dir key: Failed to get dir

Message ID : CGA3093E 74



Short Form

CmpDirKey FailGetDir

Parameters

No parameters are provided for this message type

Description

None

Message ID : CGA3095E

Severity

Error

Long Form

Compare dir key: Failed to add keyset

Short Form

CmpDirKey FailAddKeyset

Message ID : CGA3094E 75



Parameters

No parameters are provided for this message type

Description

None

Message ID : CGA3096E

Severity

Error

Long Form

Get keyid: Invalid key object in [{0}] at [{1}]

Short Form

GetKeyid InvalKeyObj

Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Message ID : CGA3095E 76



Description

None

Message ID : CGA3097E

Severity

Error

Long Form

Get keyid: Local key get failed in [{0}] at [{1}]

Short Form

GetKeyid LclKeyGet Fail

Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Description

None

Message ID : CGA3096E 77



Message ID : CGA3098E

Severity

Error

Long Form

Policy validation failed

Short Form

PolVald Fail

Parameters

No parameters are provided for this message type

Description

None

Message ID : CGA3099E

Severity

Error

Message ID : CGA3098E 78



Long Form

LDT: Failed to start

Short Form

LDT: Fail to start

Parameters

No parameters are provided for this message type

Description

None

Message ID : CGA3100E

Severity

Error

Long Form

LDT: Failed to stop

Message ID : CGA3099E 79



Short Form

LDT: Fail to stop

Parameters

No parameters are provided for this message type

Description

None

Message ID : CGA3101E

Severity

Error

Long Form

LDT: Failed to exit

Short Form

LDT: Fail to exit

Message ID : CGA3100E 80



Parameters

No parameters are provided for this message type

Description

None

Message ID : CGA3102E

Severity

Error

Long Form

LDT: Cross guard point key compare failed

Short Form

LDT: Cross guard point key compare failed

Parameters

No parameters are provided for this message type

Message ID : CGA3101E 81



Description

None

Message ID : CGA3103E

Severity

Error

Long Form

LDT: Not enough disk space for file [{0}], aborting transformation

Short Form

LDT: Out of disk space

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGA3102E 82



Message ID : CGA3109E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Simulation mode)

Short Form

IgnrCntnrGrd SimMode

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3109E 83



Message ID : CGA3110E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Simulation mode)

Short Form

IgnrGrd SimMode

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3111E

Message ID : CGA3110E 84



Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Contains symlinks or is malformed)

Short Form

IgnrCntnrGrd HasSymlnks

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3112E

Message ID : CGA3111E 85



Severity

Error

Long Form

Not guarding path [{0}] (Reason: Contains symlinks or is malformed)

Short Form

IgnrGrd HasSymlnks

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3113E

Severity

Error

Message ID : CGA3112E 86



Long Form

Not guarding path [{0}] from container [{1}] (Reason: Can't guard root)

Short Form

IgnrCntnrGrd NoRoot

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3114E

Severity

Error

Message ID : CGA3113E 87



Long Form

Not guarding path [{0}] (Reason: Can't guard root)

Short Form

IgnrGrd NoRoot

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3115E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Path too long)

Message ID : CGA3114E 88



Short Form

IgnrCntnrGrd PathLong

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3116E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Path too long)

Message ID : CGA3115E 89



Short Form

IgnrGrd PathLong

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3117E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: AUTOFS, but type is not automount)

Short Form

IgnrCntnrGrd AUTOFS

Message ID : CGA3116E 90



Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3118E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: AUTOFS, but type is not automount)

Short Form

IgnrGrd AUTOFS

Message ID : CGA3117E 91



Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3119E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Not allowed)

Short Form

IgnrCntnrGrd IsInval

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Message ID : CGA3118E 92



Label CEF Label Type Usage

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3120E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Not allowed)

Short Form

IgnrGrd IsInval

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Message ID : CGA3119E 93



Description

None

Message ID : CGA3121E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Raw device not supported)

Short Form

IgnrCntnrGrd RawDev

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Message ID : CGA3120E 94



Description

None

Message ID : CGA3122E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Raw device not supported)

Short Form

IgnrGrd RawDev

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3121E 95



Message ID : CGA3123E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Unknown)

Short Form

IgnrCntnrGrd BadFlag

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3123E 96



Message ID : CGA3124E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Unknown)

Short Form

IgnrCntnrGrd BadFlag

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3125E

Message ID : CGA3124E 97



Severity

Error

Long Form

Not unguarding path [{0}] from container [{1}] (Reason: Unknown)

Short Form

IgnrCntnrUngrd BadFlag

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3126E

Message ID : CGA3125E 98



Severity

Error

Long Form

Not unguarding path [{0}] (Reason: Unknown)

Short Form

IgnrUngrd BadFlag

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3127E

Severity

Error

Message ID : CGA3126E 99



Long Form

Not guarding path [{0}] from container [{1}] (Reason: Nested paths not allowed)

Short Form

BadCntnrGrdPath IsNested

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3128E

Severity

Error

Message ID : CGA3127E 100



Long Form

Not guarding path [{0}] (Reason: Nested paths not allowed)

Short Form

BadGrdPath IsNested

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3129E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Busy, will continue to retry)

Message ID : CGA3128E 101



Short Form

BadCntnrGrdPath IsBusy

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3130E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Busy, will continue to retry)

Message ID : CGA3129E 102



Short Form

BadGrdPath IsBusy

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3131E

Severity

Error

Long Form

Not unguarding path [{0}] from container [{1}] (Reason: Busy, will continue to retry)

Short Form

BadCntnrUngrdPath IsBusy

Message ID : CGA3130E 103



Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3132E

Severity

Error

Long Form

Not unguarding path [{0}] (Reason: Busy, will continue to retry)

Short Form

BadUngrdPath IsBusy

Message ID : CGA3131E 104



Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3133E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Does not exist)

Short Form

BadCntnrGrdPath NotExist

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Message ID : CGA3132E 105



Label CEF Label Type Usage

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3134E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Does not exist)

Short Form

BadGrdPath NotExist

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Message ID : CGA3133E 106



Description

None

Message ID : CGA3135E

Severity

Error

Long Form

Not unguarding path [{0}] from container [{1}] (Reason: Does not exist)

Short Form

BadCntnrUngrdPath NotExist

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Message ID : CGA3134E 107



Description

None

Message ID : CGA3136E

Severity

Error

Long Form

Not unguarding path [{0}] (Reason: Does not exist)

Short Form

BadUngrdPath NotExist

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3135E 108



Message ID : CGA3137E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Already mounted)

Short Form

BadCntnrGrdPath AlreadyMounted

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3137E 109



Message ID : CGA3138E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Already mounted)

Short Form

BadGrdPath AlreadyMounted

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3139E

Message ID : CGA3138E 110



Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Max guard point limit reached)

Short Form

BadCntnrGrd MaxGrds

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3140E

Message ID : CGA3139E 111



Severity

Error

Long Form

Not guarding path [{0}] (Reason: Max guard point limit reached)

Short Form

BadGrd MaxGrds

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3141E

Severity

Error

Message ID : CGA3140E 112



Long Form

Not guarding path [{0}] from container [{1}] (Reason: Resource not available)

Short Form

BadCntnrGrd ResrcUnavail

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3142E

Severity

Error

Message ID : CGA3141E 113



Long Form

Not guarding path [{0}] (Reason: Resource not available)

Short Form

BadGrd ResrcUnavail

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3143E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Operation timed out, retrying)

Message ID : CGA3142E 114



Short Form

BadCntnrGrd TimedOut

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3144E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Operation timed out, retrying)

Message ID : CGA3143E 115



Short Form

BadGrd TimedOut

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3145E

Severity

Error

Long Form

Not unguarding path [{0}] from container [{1}] (Reason: Operation timed out, retrying)

Short Form

BadCntnrUngrd TimedOut

Message ID : CGA3144E 116



Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3146E

Severity

Error

Long Form

Not unguarding path [{0}] (Reason: Operation timed out, retrying)

Short Form

BadUngrd TimedOut

Message ID : CGA3145E 117



Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3147E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Invalid guard point)

Short Form

BadCntnrGrdPath InvalGrdPath

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Message ID : CGA3146E 118



Label CEF Label Type Usage

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3148E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Invalid guard point)

Short Form

BadGrdPath InvalGrdPath

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Message ID : CGA3147E 119



Description

None

Message ID : CGA3149E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Invalid, AUTOFS but type is not automount)

Short Form

BadCntnrGrdPath AUTOFSNoAuto

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Message ID : CGA3148E 120



Description

None

Message ID : CGA3150E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Invalid, AUTOFS but type is not automount)

Short Form

BadGrdPath AUTOFSNoAuto

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3149E 121



Message ID : CGA3151E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Partially guarded)

Short Form

BadCntnrGrd PartialGrd

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3151E 122



Message ID : CGA3152E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Partially guarded)

Short Form

BadGrd PartialGrd

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3153E

Message ID : CGA3152E 123



Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Logical drive or path compressed)

Short Form

BadCntnrGrd IsCompressed

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3154E

Message ID : CGA3153E 124



Severity

Error

Long Form

Not guarding path [{0}] (Reason: Logical drive or path compressed)

Short Form

BadGrd IsCompressed

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3155E

Severity

Error

Message ID : CGA3154E 125



Long Form

Not guarding path [{0}] from container [{1}] (Reason: Logical drive or path encrypted)

Short Form

BadCntnrGrd IsEncrypt

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3156E

Severity

Error

Message ID : CGA3155E 126



Long Form

Not guarding path [{0}] (Reason: Logical drive or path encrypted)

Short Form

BadGrd IsEncrypt

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3157E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: System Error/Module not present)

Message ID : CGA3156E 127



Short Form

BadCntnrGrd SysError

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3158E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: System Error/Module not present)

Message ID : CGA3157E 128



Short Form

BadGrd SysError

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3159E

Severity

Error

Long Form

Not unguarding path [{0}] from container [{1}] (Reason: System Error/Module not present)

Short Form

BadCntnrUngrd SysError

Message ID : CGA3158E 129



Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3160E

Severity

Error

Long Form

Not unguarding path [{0}] (Reason: System Error/Module not present)

Short Form

BadUngrd SysError

Message ID : CGA3159E 130



Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3161E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Protected file system is stale)

Short Form

BadCntnrGrdPath StaleFS

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Message ID : CGA3160E 131



Label CEF Label Type Usage

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3162E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Protected file system is stale)

Short Form

BadGrdPath StaleFS

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Message ID : CGA3161E 132



Description

None

Message ID : CGA3163E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Unsupported filesystem type)

Short Form

BadCntnrGrdPath FSNotSupp

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Message ID : CGA3162E 133



Description

None

Message ID : CGA3164E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Unsupported filesystem type)

Short Form

BadGrdPath FSNotSupp

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3163E 134



Message ID : CGA3165E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Guard point has metadata, only Live Data Transform policy allowed)

Short Form

BadCntnrGrd BadPol

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3165E 135



Message ID : CGA3166E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Guard point has metadata, only Live Data Transform policy allowed)

Short Form

BadGrd BadPol

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3167E

Message ID : CGA3166E 136



Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Filesystem type is not supported with Live Data Transform policy)

Short Form

BadCntnrGrd BadFS

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3168E

Message ID : CGA3167E 137



Severity

Error

Long Form

Not guarding path [{0}] (Reason: Filesystem type is not supported with Live Data Transform policy)

Short Form

BadGrd BadFS

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3169E

Severity

Error

Message ID : CGA3168E 138



Long Form

Not guarding path [{0}] from container [{1}] (Reason: File system not mounted with Extended attribute support)

Short Form

BadCntnrGrd XattrDisabled

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3170E

Severity

Error

Message ID : CGA3169E 139



Long Form

Not guarding path [{0}] (Reason: File system not mounted with Extended attribute support)

Short Form

BadGrd XattrDisabled

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3171E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Nested mount path not allowed for LDT)

Message ID : CGA3170E 140



Short Form

BadCntnrGrd NestMount

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3172E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Nested mount path not allowed for LDT)

Message ID : CGA3171E 141



Short Form

BadGrd NestMount

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3173E

Severity

Error

Long Form

Not unguarding path [{0}] from container [{1}] (Reason: LDT metadata removal in progress)

Short Form

BadCntnrGrd LDTMetadata

Message ID : CGA3172E 142



Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3174E

Severity

Error

Long Form

Not unguarding path [{0}] (Reason: LDT metadata removal in progress)

Short Form

BadGrd LDTMetadata

Message ID : CGA3173E 143



Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3175E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Inactive)

Short Form

BadCntnrGrd Inactive

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Message ID : CGA3174E 144



Label CEF Label Type Usage

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3176E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Inactive)

Short Form

BadGrd Inactive

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Message ID : CGA3175E 145



Description

None

Message ID : CGA3177E

Severity

Error

Long Form

Not unguarding path [{0}] from container [{1}] (Reason: Inactive)

Short Form

BadCntnrUngrd Inactive

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Message ID : CGA3176E 146



Description

None

Message ID : CGA3178E

Severity

Error

Long Form

Not unguarding path [{0}] (Reason: Inactive)

Short Form

BadUngrd Inactive

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3177E 147



Message ID : CGA3179E

Severity

Error

Long Form

Not guarding path [{0}] from container [{1}] (Reason: Unknown)

Short Form

BadCntnrGrd BadFlag

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3179E 148



Message ID : CGA3180E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Unknown)

Short Form

BadGrd BadFlag

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3181E

Message ID : CGA3180E 149



Severity

Error

Long Form

Not unguarding path [{0}] from container [{1}] (Reason: Unknown)

Short Form

BadCntnrUngrd BadFlag

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3182E

Message ID : CGA3181E 150



Severity

Error

Long Form

Not unguarding path [{0}] (Reason: Unknown)

Short Form

BadUngrd BadFlag

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3184E

Severity

Error

Message ID : CGA3182E 151



Long Form

Failed to guard path [{0}] (Reason: [{1}] file system not supported)

Short Form

FS NotSupp

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3185E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Can't guard root)

Message ID : CGA3184E 152



Short Form

GrdPath IsRoot

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3187E

Severity

Error

Long Form

An encryption policy was applied to a folder containing NTFS compressed files, [{0}]. NTFS compressed files are not encrypted

Short Form

Folder IsCompressed

Message ID : CGA3185E 153



Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3188E

Severity

Error

Long Form

An encryption policy was applied to a folder containing NTFS encrypted files, [{0}]. NTFS encrypted files are not encrypted

Short Form

Folder IsCrypt

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Message ID : CGA3187E 154



Description

None

Message ID : CGA3189E

Severity

Error

Long Form

Guard path [{0}]: Guard point has metadata, only Live Data Transform policy allowed

Short Form

Bad GrdPath Pol

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3188E 155



Message ID : CGA3190E

Severity

Error

Long Form

Guard path [{0}]: Wrong fs type for this guard point

Short Form

Bad GrdPath FS

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3191E

Message ID : CGA3190E 156



Severity

Error

Long Form

Guard path [{0}]: Extended attribute not enabled for guard point

Short Form

GrdPath XattrDisabled

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3192E

Severity

Error

Message ID : CGA3191E 157



Long Form

Guard path [{0}]: Nested mount not allowed for Live Data Transform

Short Form

GrdPath NestMount

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3206E

Severity

Error

Long Form

LDT: failed to encrypt data

Message ID : CGA3192E 158



Short Form

LDT Crypt Fail

Parameters

No parameters are provided for this message type

Description

None

Message ID : CGA3212E

Severity

Error

Long Form

LDT-ALERT: Error in scanning guardpoint [{0}].

Short Form

LDT-ALERT: Error in scanning guardpoint

Message ID : CGA3206E 159



Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3218E

Severity

Error

Long Form

LDT: Skipping transformation of file [{0}], due to pre-check error.

Short Form

LDT: Skipping transformation of file, due to pre-check error

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Message ID : CGA3212E 160



Description

None

Message ID : CGA3220E

Severity

Error

Long Form

LDT: Error recovering ranges from previous transformation for file [{0}].

Short Form

LDT: Error recovering ranges from previous transformation for file

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGA3218E 161



Message ID : CGA3222E

Severity

Error

Long Form

[AUDIT] Process[{0}] Pid[{1}] Uid[{2}] Operation[{3}] File[{4}] ContainerID[{5}] Failure[{6}] Effect[PERMIT]

Short Form

Sysfile modified error

Parameters

Label CEF Label Type Usage

command command Text Task struct comm field

pid dvcpid Numeric Numeric process ID

uid suid Numeric User id

op_name op_name Text Operation name

filePath filePath Text Full path to file

cid cid Text Container ID

ecode cn1 Numeric An error code

Message ID : CGA3222E 162



Description

None

Message ID : CGA3223E

Severity

Error

Long Form

[ALARM] Process[{0}] Pid[{1}] Uid[{2}] Operation[{3}] File[{4}] ContainerID[{5}] Effect[DENIED]

Short Form

Sysfile protected

Parameters

Label CEF Label Type Usage

command command Text Task struct comm field

pid dvcpid Numeric Numeric process ID

uid suid Numeric User id

op_name op_name Text Operation name

Message ID : CGA3222E 163



Label CEF Label Type Usage

filePath filePath Text Full path to file

cid cid Text Container ID

Description

None

Message ID : CGA3227E

Severity

Error

Long Form

LDT: Error while rekeying guardpoint [{0}]

Short Form

LDT: Error while rekeying guardpoint

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Message ID : CGA3223E 164



Description

None

Message ID : CGA3228E

Severity

Error

Long Form

Ptrace denied on authenticator [{0}] pid [{1}]

Short Form

Ptrace authenticator denied

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

pid dvcpid Numeric Numeric process ID

Message ID : CGA3227E 165



Description

None

Message ID : CGA3229E

Severity

Error

Long Form

Ptrace denied on protected process [{0}] pid [{1}]

Short Form

Ptrace protected denied

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

pid dvcpid Numeric Numeric process ID

Message ID : CGA3228E 166



Description

None

Message ID : CGA3230E

Severity

Error

Long Form

LDT: Terminating rekey ON [{0}] due to data corruption

Short Form

LDT: terminated, corruption

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3229E 167



Message ID : CGA3232E

Severity

Error

Long Form

LDT: Data transformation is aborted on file [{0}]. Error : {1}

Short Form

LDT: Data transformation is aborted on file

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

ecode cn1 Numeric An error code

Description

None

Message ID : CGA3232E 168



Message ID : CGA3233E

Severity

Error

Long Form

LDT: Data transformation is aborted on file [{0}]. Error : {1}. Reason : {2}

Short Form

LDT: Data transformation is aborted on file

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

ecode cn1 Numeric An error code

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : CGA3233E 169



Message ID : CGA3235E

Severity

Error

Long Form

Key Protection: Failed to generate derived key in function [{0}]

Short Form

Generate derived key failed

Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Description

None

Message ID : CGA3236E

Message ID : CGA3235E 170



Severity

Error

Long Form

Key Protection: Encryption errorin function [{0}]

Short Form

Encryption error

Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Description

None

Message ID : CGA3237E

Severity

Error

Message ID : CGA3236E 171



Long Form

Key Protection: Invalid access file in [{0}] at [{1}]

Short Form

Invalid access file

Parameters

Label CEF Label Type Usage

func vds_func Text A function name

Description

None

Message ID : CGA3238E

Severity

Error

Long Form

Not re-guarding path [{0}] from container [{1}] (Reason: Guard point initialization already in progress)

Message ID : CGA3237E 172



Short Form

BadCntnrGrd InProgress

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3239E

Severity

Error

Long Form

Not re-guarding path [{0}] (Reason: Guard point initialization already in progress)

Message ID : CGA3238E 173



Short Form

BadGrd InProgress

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3252E

Severity

Error

Long Form

LDT-ALERT: Cannot enable guard point [{0}], LDT initialization failed with error [{1}]

Short Form

LDT: enable failure

Message ID : CGA3239E 174



Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

ecode cn1 Numeric An error code

Description

None

Message ID : CGA3256E

Severity

Error

Long Form

LDT-ALERT: Error initializing resources, LDT will not be operational.

Short Form

LDT init fail

Message ID : CGA3252E 175



Parameters

No parameters are provided for this message type

Description

None

Message ID : CGA3272E

Severity

Error

Long Form

{0} does not have UUID

Short Form

UUID does not exist

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Message ID : CGA3256E 176



Description

None

Message ID : CGA3274E

Severity

Error

Long Form

Failed to write classification {0} to {1}

Short Form

Failed to write

Parameters

Label CEF Label Type Usage

tag tag Text Tag

filePath filePath Text Full path to file

Message ID : CGA3272E 177



Description

None

Message ID : CGA3275E

Severity

Error

Long Form

Data classification transaction {0} failed for operation {1} with {2} : {3}

Short Form

Classification transaction failed

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

filePath filePath Text Full path to file

Message ID : CGA3274E 178



Description

None

Message ID : CGA3278E

Severity

Error

Long Form

Key Conflict for File [{0}]: key information in LDT metadata does not match with the key specified under policy

Short Form

Mismatch policy

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGA3275E 179



Message ID : CGA3279E

Severity

Error

Long Form

ESG/IDT-ALERT: IO error on header for ESG/IDT-Capable device [{0}]

Short Form

header IO error

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3280E

Message ID : CGA3279E 180



Severity

Error

Long Form

ESG/IDT-ALERT: Data transformation failure on ESG/IDT-Capable device [{0}]

Short Form

IDT fail

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3282E

Severity

Error

Message ID : CGA3280E 181



Long Form

ESG/IDT-ALERT: Failed to update new device size on ESG/IDT-Capable device [{0}]

Short Form

resize fail

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3284E

Severity

Error

Long Form

LDT: Failed to flag GuardPoint [{0}] for deferred key rotation, error [{1}]

Message ID : CGA3282E 182



Short Form

Defer rotate fail

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

ecode cn1 Numeric An error code

Description

None

Message ID : CGA3289E

Severity

Error

Long Form

Failed to have permission to remediate {0}

Message ID : CGA3284E 183



Short Form

Failed to have permission to remediate

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGA3292E

Severity

Error

Long Form

Failed to prepare remediation for {0}

Short Form

Failed to prepare remediation

Message ID : CGA3289E 184



Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGA3295E

Severity

Error

Long Form

Failed to remediate {0} offline

Short Form

Failed to remediate offline

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Message ID : CGA3292E 185



Description

None

Message ID : CGA3298E

Severity

Error

Long Form

Failed to commit remediation for {0}

Short Form

Failed to commit remediation

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGA3295E 186



Message ID : CGA3301E

Severity

Error

Long Form

Failed to remediate {0} online

Short Form

Failed to remediate online

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGA3304E

Message ID : CGA3301E 187



Severity

Error

Long Form

ESG-ALERT: Process [{0}] disallowed on ESG device [{1}]

Short Form

Disallow ESG

Parameters

Label CEF Label Type Usage

sproc sproc Text Source process

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3306E

Message ID : CGA3304E 188



Severity

Error

Long Form

LDT: Skipping transformation of file [{0}], Unable to retrieve the File Information MD.

Short Form

LDT: Skipped invalid INF

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGA3307E

Severity

Error

Message ID : CGA3306E 189



Long Form

LDT: Skipping transformation of file [{0}], As failed to validate LDT file MetaData. Please contact support for more information.

Short Form

LDT: Skipped invalid metadata

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGA3308E

Severity

Error

Long Form

LDT: Skipping transformation of file [{0}], Key in the policy doesn't match with the key in the MD. Please contact support for more
information.

Message ID : CGA3307E 190



Short Form

LDT: Skipped key missmatch

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGA3309E

Severity

Error

Long Form

LDT: Skipping transformation of file [{0}],file is being restored or exclusively accessed by the application. Please retrigger the
rekey again after application finishes the processing on the file.

Short Form

LDT: Skipped restore

Message ID : CGA3308E 191



Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGA3310E

Severity

Error

Long Form

LDT: Skipping transformation of file [{0}],As failed to remove the read-only attribute of the file. Please retrigger the rekey again
after checking the file permissions.

Short Form

LDT: Skipped read only

Parameters

Label CEF Label Type Usage

Message ID : CGA3309E 192



Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGA3356E

Severity

Error

Long Form

Not guarding path [{0}] (Reason: Can't guard directory inside a system folder)

Short Form

IgnrGrd InsideRoot

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Message ID : CGA3310E 193



Description

None

Message ID : CGA3361E

Severity

Error

Long Form

[ALARM] User[{0},uid={1},gid={2}] Process[{3}] Action[{4}] Res[{5}{6}] Effect[MFA {7}]

Short Form

MFA denied

Parameters

Label CEF Label Type Usage

user suser Text User name

uid suid Numeric User id

gid vds_gid Numeric Group id

command command Text Task struct comm field

Message ID : CGA3356E 194



Label CEF Label Type Usage

op_name op_name Text Operation name

gp fileId Text GuardPoint base directory

filePath filePath Text Full path to file

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : CGA3361E 195



Logger CGA: Information

Message ID : CGA2622I

Severity

Information

Long Form

Access Check Tracing: Invalid policy, use default policy object

Short Form

No short form is provided for this message type

Description

None

Message ID : CGA2630I

Severity

Information

 Logger CGA: Information 196



Long Form

Policy [{0}]: Key match file is [{1}]

Short Form

No short form is provided for this message type

Description

None

Message ID : CGA2631I

Severity

Information

Long Form

Policy [{0}]: Key match resource domain is [{1}]

Short Form

No short form is provided for this message type

Message ID : CGA2630I 197



Description

None

Message ID : CGA2632I

Severity

Information

Long Form

Policy [{0}]: Using Key [{1}] of rule number [{2}]

Short Form

No short form is provided for this message type

Description

None

Message ID : CGA2633I

Severity

Information

Message ID : CGA2631I 198



Long Form

Policy [{0}]: No key rule matched: Using clear key

Short Form

No short form is provided for this message type

Description

None

Message ID : CGA2640I

Severity

Information

Long Form

Access check tracing: Policy [{0}]: Proc[{1}] Gen[{2}] User[{3} {4} {5}] Res[{6}]

Short Form

No short form is provided for this message type

Message ID : CGA2633I 199



Description

None

Message ID : CGA2641I

Severity

Information

Long Form

Access check tracing: Policy [{0}]: Empty rules table

Short Form

No short form is provided for this message type

Description

None

Message ID : CGA2642I

Severity

Information

Message ID : CGA2640I 200



Long Form

Access check tracing: Policy [{0}]: [{1}] Domain [{2}] matched

Short Form

No short form is provided for this message type

Description

None

Message ID : CGA2643I

Severity

Information

Long Form

Access check tracing: Policy [{0}]: Rule number [{1}] matched

Short Form

No short form is provided for this message type

Message ID : CGA2642I 201



Description

None

Message ID : CGA2644I

Severity

Information

Long Form

Access check tracing: Policy [{0}]: GoTo rule number [{1}]

Short Form

No short form is provided for this message type

Description

None

Message ID : CGA2646I

Severity

Information

Message ID : CGA2643I 202



Long Form

Access checK tracing: Policy [{0}]: No rule matched - default action is [Deny]

Short Form

No short form is provided for this message type

Description

None

Message ID : CGA2647I

Severity

Information

Long Form

Access checK tracing: Policy [{0}]: Using effect of rule number [{1}]: [{2} {3} {4}]

Short Form

No short form is provided for this message type

Message ID : CGA2646I 203



Description

None

Message ID : CGA2660I

Severity

Information

Long Form

Policy [{0}]: Set [{1}] empty with no [{2}]

Short Form

Empty policy set

Parameters

Label CEF Label Type Usage

pol cs1 Text Policy name

oType vds_oType Text Object type in policy rule

oName vds_oName Text Object name in policy rule

Message ID : CGA2647I 204



Description

None

Message ID : CGA2661I

Severity

Information

Long Form

Policy: Set [{0}] empty with no [{1}]

Short Form

Empty policy set

Parameters

Label CEF Label Type Usage

oType vds_oType Text Object type in policy rule

oName vds_oName Text Object name in policy rule

Message ID : CGA2660I 205



Description

None

Message ID : CGA3001I

Severity

Information

Long Form

EVENT: {0}

Short Form

Event

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : CGA2661I 206



Message ID : CGA3005I

Severity

Information

Long Form

Host password successfully supplied

Short Form

Host password accepted.

Parameters

No parameters are provided for this message type

Description

None

Message ID : CGA3006I

Severity

Information

Message ID : CGA3005I 207



Long Form

A host password was entered, but was not required

Short Form

Host password not required

Parameters

No parameters are provided for this message type

Description

None

Message ID : CGA3019I

Severity

Information

Long Form

Challenge/Response: Successfully unlocked keys

Message ID : CGA3006I 208



Short Form

Challenge/Response successful

Parameters

No parameters are provided for this message type

Description

None

Message ID : CGA3020I

Severity

Information

Long Form

Challenge/Response: Challenge/response was entered, but was not required

Short Form

Challenge/Response not required

Message ID : CGA3019I 209



Parameters

No parameters are provided for this message type

Description

None

Message ID : CGA3058I

Severity

Information

Long Form

[AUDIT] Process[{0}] Pid[{1}] Uid[{2}] Operation[{3}] File[{4}] Effect[PERMIT]

Short Form

Sysfile modified

Parameters

Label CEF Label Type Usage

command command Text Task struct comm field

pid dvcpid Numeric Numeric process ID

Message ID : CGA3020I 210



Label CEF Label Type Usage

uid suid Numeric User id

op_name op_name Text Operation name

filePath filePath Text Full path to file

Description

None

Message ID : CGA3105I

Severity

Information

Long Form

LDT: Error deleting stale metadata for [{0}]. Delete existing metadata before guarding with a production or data transform policy.

Short Form

LDT: Error deleting stale metadata

Parameters

Label CEF Label Type Usage

Message ID : CGA3058I 211



Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGA3183I

Severity

Information

Long Form

Successfully unguarded path [{0}]

Short Form

Ungrd Success

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Message ID : CGA3105I 212



Description

None

Message ID : CGA3186I

Severity

Information

Long Form

Successfully configured automount for path [{0}]

Short Form

Automnt Success

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3183I 213



Message ID : CGA3193I

Severity

Information

Long Form

Successfully guarded [{0}]

Short Form

Grd Success

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3194I

Message ID : CGA3193I 214



Severity

Information

Long Form

Successfully guarded [{0}] in simulation mode

Short Form

SimMode Grd Success

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3195I

Severity

Information

Message ID : CGA3194I 215



Long Form

Successfully guarded [{0}] from container [{1}]

Short Form

Cntnr Grd Success

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3196I

Severity

Information

Message ID : CGA3195I 216



Long Form

Successfully guarded [{0}] from container [{1}] in simulation mode

Short Form

SimMode Cntnr Grd Success

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3197I

Severity

Information

Message ID : CGA3196I 217



Long Form

[{0}] System lock enabled

Short Form

System lock enabled

Parameters

Label CEF Label Type Usage

stime start Text A start time stamp

Description

None

Message ID : CGA3198I

Severity

Information

Long Form

[{0}] System lock disabled

Message ID : CGA3197I 218



Short Form

SysLock Disabled

Parameters

Label CEF Label Type Usage

stime start Text A start time stamp

Description

None

Message ID : CGA3199I

Severity

Information

Long Form

[{0}] FS agent lock enabled

Short Form

FSAgentLock Enabled

Message ID : CGA3198I 219



Parameters

Label CEF Label Type Usage

stime start Text A start time stamp

Description

None

Message ID : CGA3200I

Severity

Information

Long Form

[{0}] FS agent lock disabled

Short Form

FSAgentLock Disabled

Parameters

Label CEF Label Type Usage

stime start Text A start time stamp

Message ID : CGA3199I 220



Description

None

Message ID : CGA3201I

Severity

Information

Long Form

[{0}] Concise logging enabled

Short Form

ConsLog Enabled

Parameters

Label CEF Label Type Usage

stime start Text A start time stamp

Description

None

Message ID : CGA3200I 221



Message ID : CGA3202I

Severity

Information

Long Form

[{0}] Concise logging disabled

Short Form

ConsLog Disabled

Parameters

Label CEF Label Type Usage

stime start Text A start time stamp

Description

None

Message ID : CGA3203I

Message ID : CGA3202I 222



Severity

Information

Long Form

Policy [{0}] took effect or was modified

Short Form

Pol Modified

Parameters

Label CEF Label Type Usage

pol cs1 Text Policy name

Description

None

Message ID : CGA3204I

Severity

Information

Message ID : CGA3203I 223



Long Form

Successfully unguarded [{0}] from container [{1}]

Short Form

Cntnr Ungrd Success

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

dockerid dockerid Text Docker image or container id

Description

None

Message ID : CGA3205I

Severity

Information

Message ID : CGA3204I 224



Long Form

Successfully unguarded [{0}]

Short Form

Ungrd Success

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3207I

Severity

Information

Long Form

FS Agent lock successful

Message ID : CGA3205I 225



Short Form

FSAgent Lock Success

Parameters

No parameters are provided for this message type

Description

None

Message ID : CGA3208I

Severity

Information

Long Form

FS Agent unlock successful

Short Form

FSAgent Unlock Success

Message ID : CGA3207I 226



Parameters

No parameters are provided for this message type

Description

None

Message ID : CGA3209I

Severity

Information

Long Form

System is now locked

Short Form

System Lock Success

Parameters

No parameters are provided for this message type

Message ID : CGA3208I 227



Description

None

Message ID : CGA3210I

Severity

Information

Long Form

System is now unlocked

Short Form

System Unlock Success

Parameters

No parameters are provided for this message type

Description

None

Message ID : CGA3209I 228



Message ID : CGA3211I

Severity

Information

Long Form

McAfee Host Intrusion Prevention is disabled while the system is unlocked

Short Form

HIPS Disabled

Parameters

No parameters are provided for this message type

Description

None

Message ID : CGA3213I

Severity

Information

Message ID : CGA3211I 229



Long Form

LDT: Completed scanning guardpoint [{0}].

Short Form

LDT: Completed scanning guardpoint

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3214I

Severity

Information

Long Form

LDT: Starting transformation for guardpoint [{0}].

Message ID : CGA3213I 230



Short Form

LDT: Starting transformation for guardpoint

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3215I

Severity

Information

Long Form

LDT: Completed transformation for guardpoint [{0}].

Short Form

LDT: Completed transformation for guardpoint

Message ID : CGA3214I 231



Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3216I

Severity

Information

Long Form

LDT: Skipping transformation of passthrough file [{0}].

Short Form

LDT: Skipping transformation of passthrough file

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Message ID : CGA3215I 232



Description

None

Message ID : CGA3217I

Severity

Information

Long Form

LDT: Skipping transformation of read-only file [{0}].

Short Form

LDT: Skipping transformation of read-only file

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGA3216I 233



Message ID : CGA3219I

Severity

Information

Long Form

LDT: Starting transformation of file [{0}].

Short Form

LDT: Starting trasformation of file

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGA3221I

Message ID : CGA3219I 234



Severity

Information

Long Form

[AUDIT] Process[{0}] Pid[{1}] Uid[{2}] Operation[{3}] File[{4}] ContainerID[{5}] Effect[PERMIT]

Short Form

Sysfile modified

Parameters

Label CEF Label Type Usage

command command Text Task struct comm field

pid dvcpid Numeric Numeric process ID

uid suid Numeric User id

op_name op_name Text Operation name

filePath filePath Text Full path to file

cid cid Text Container ID

Description

None

Message ID : CGA3221I 235



Message ID : CGA3224I

Severity

Information

Long Form

LDT: Completed transformation of guardpoint [{0}] {1}

Short Form

LDT: Completed transformation of guardpoint

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

ldt_stats ldt_stats Text LDT statistics

Description

None

Message ID : CGA3224I 236



Message ID : CGA3225I

Severity

Information

Long Form

LDT: Skipping transformation of reparse point or link [{0}].

Short Form

LDT: Skipping transformation of reparse point

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGA3226I

Message ID : CGA3225I 237



Severity

Information

Long Form

LDT: Scan completed for guardpoint [{0}]. Data statistics for guard point: {1}.

Short Form

LDT: GP stats:

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

ldt_stats ldt_stats Text LDT statistics

Description

None

Message ID : CGA3240I

Message ID : CGA3226I 238



Severity

Information

Long Form

LDT: Skipping transformation of passthrough file [{0}]. The file resides in the boot directory. CTE cannot encrypt boot directory
files.

Short Form

LDT: Skipping passthrough bootdir

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGA3241I

Severity

Information

Message ID : CGA3240I 239



Long Form

LDT: Skipping transformation of passthrough file [{0}]. CTE cannot encrypt these files. They are already encrypted using NTFS
encryption or compressed.

Short Form

LDT: Skipping passthrough encrypted

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGA3242I

Severity

Information

Long Form

LDT: Skipping transformation of passthrough file [{0}]. File is not in a GuardPoint directory.

Message ID : CGA3241I 240



Short Form

LDT: Skipping passthrough notfiltered

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGA3244I

Severity

Information

Long Form

Volume [{0}] is being mounted. Guard points on this volume will be protected by Thales CTE

Short Form

Volume is being mounted

Message ID : CGA3242I 241



Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGA3245I

Severity

Information

Long Form

CTE upgrade enabled

Short Form

VTE upgrade enabled

Parameters

No parameters are provided for this message type

Message ID : CGA3244I 242



Description

None

Message ID : CGA3246I

Severity

Information

Long Form

CTE upgrade disabled

Short Form

VTE upgrade disabled

Parameters

No parameters are provided for this message type

Description

None

Message ID : CGA3245I 243



Message ID : CGA3247I

Severity

Information

Long Form

CTE upgrade canceled

Short Form

VTE upgrade canceled

Parameters

No parameters are provided for this message type

Description

None

Message ID : CGA3248I

Severity

Information

Message ID : CGA3247I 244



Long Form

CTE upgraded on reboot

Short Form

VTE upgraded on reboot

Parameters

No parameters are provided for this message type

Description

None

Message ID : CGA3257I

Severity

Information

Long Form

LDT: Exclusive access for rekey delayed on inode [%lld].

Message ID : CGA3248I 245



Short Form

LDT exclusive delayed

Parameters

Label CEF Label Type Usage

node vds_node Numeric A node identifier

Description

None

Message ID : CGA3258I

Severity

Information

Long Form

LDT: Exclusive access for rekey granted after delay on inode [%lld].

Short Form

LDT exclusive granted

Message ID : CGA3257I 246



Parameters

Label CEF Label Type Usage

node vds_node Numeric A node identifier

Description

None

Message ID : CGA3269I

Severity

Information

Long Form

Key change detected on {0} with Operation [{1}] and classification {2}

Short Form

Classification key change

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Message ID : CGA3258I 247



Label CEF Label Type Usage

tag_op tag_op Text Tag operation

tag tag Text Tag

Description

None

Message ID : CGA3270I

Severity

Information

Long Form

Operation {0} failed because data classification is not enabled on {1}

Short Form

Classification not enabled

Parameters

Label CEF Label Type Usage

tag_op tag_op Text Tag operation

Message ID : CGA3269I 248



Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGA3271I

Severity

Information

Long Form

Data classification initialization has not been finished for guard point {0}

Short Form

classification not initialized

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Message ID : CGA3270I 249



Description

None

Message ID : CGA3273I

Severity

Information

Long Form

Succeded to write classification {0} to {1}

Short Form

Succeded to write

Parameters

Label CEF Label Type Usage

tag tag Text Tag

filePath filePath Text Full path to file

Message ID : CGA3271I 250



Description

None

Message ID : CGA3281I

Severity

Information

Long Form

ESG/IDT-INFO: Data transformation complete on ESG/IDT-Capable device [{0}]

Short Form

IDT ok

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3273I 251



Message ID : CGA3283I

Severity

Information

Long Form

LDT: Deferred key rotation on GuardPoint [{0}] until after completion of current transformation

Short Form

Defer rotate ok

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3287I

Message ID : CGA3283I 252



Severity

Information

Long Form

Acquiring permission to remediate {0}

Short Form

Acquiring permission to remediate

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGA3288I

Severity

Information

Message ID : CGA3287I 253



Long Form

Got permission to remediate {0}

Short Form

Got permission to remediate

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGA3290I

Severity

Information

Long Form

Preparing to remediate {0}

Message ID : CGA3288I 254



Short Form

Preparing to remediate

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGA3291I

Severity

Information

Long Form

Ready to remediate {0}

Short Form

Ready to remediate

Message ID : CGA3290I 255



Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGA3293I

Severity

Information

Long Form

Remediating {0} from {1} to {2} offline

Short Form

Remediating offline

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Message ID : CGA3291I 256



Label CEF Label Type Usage

key cs3 Text Name of key or key pair

key cs3 Text Name of key or key pair

Description

None

Message ID : CGA3294I

Severity

Information

Long Form

Remediated {0} from {1} to {2} offline

Short Form

Remediated offline

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Message ID : CGA3293I 257



Label CEF Label Type Usage

key cs3 Text Name of key or key pair

key cs3 Text Name of key or key pair

Description

None

Message ID : CGA3296I

Severity

Information

Long Form

Committing remediation for {0}

Short Form

Committing remediation

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Message ID : CGA3294I 258



Description

None

Message ID : CGA3297I

Severity

Information

Long Form

Committed remediation for {0}

Short Form

Committed remediation

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGA3296I 259



Message ID : CGA3299I

Severity

Information

Long Form

Remediating {0} from {1} to {2} online

Short Form

Remediating online

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

key cs3 Text Name of key or key pair

key cs3 Text Name of key or key pair

Description

None

Message ID : CGA3299I 260



Message ID : CGA3300I

Severity

Information

Long Form

Remediated {0} from {1} to {2} online

Short Form

Remediated online

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

key cs3 Text Name of key or key pair

key cs3 Text Name of key or key pair

Description

None

Message ID : CGA3300I 261



Message ID : CGA3305I

Severity

Information

Long Form

ESG-INFO: Process [{0}] allowed on ESG device [{1}]

Short Form

Allow ESG

Parameters

Label CEF Label Type Usage

sproc sproc Text Source process

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3305I 262



Message ID : CGA3343I

Severity

Information

Long Form

Remediation is being done on other cte client for {0}

Short Form

Remediation on nfs

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGA3343I 263



Logger CGA: Warnings

Message ID : CGA2615W

Severity

Warning

Long Form

[{0} {1}]: Sub-domain [{2}] not found

Short Form

No short form is provided for this message type

Description

None

Message ID : CGA2616W

Severity

Warning
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Long Form

[{0} {1}]: Undefined sub-domain [{2}]

Short Form

No short form is provided for this message type

Description

None

Message ID : CGA2623W

Severity

Warning

Long Form

Policy [{0}]: Rename problem: source [{1}] is encrypted by key [{2}] but destination [{3}] by key [{4}]

Short Form

Policy rename failed

Message ID : CGA2616W 265



Parameters

Label CEF Label Type Usage

pol cs1 Text Policy name

oldFilePath oldFilePath Text Previous path to file (for rename and link)

key cs3 Text Name of key or key pair

filePath filePath Text Full path to file

altKey vds_altKey Text Name of alternate key for multi-key operations

Description

None

Message ID : CGA2901W

Severity

Warning

Long Form

Challenge/Response: Challenge/response requested to decrypt keys

Message ID : CGA2623W 266



Short Form

Challenge/Response requested to decrypt keys

Parameters

No parameters are provided for this message type

Description

None

Message ID : CGA3002W

Severity

Warning

Long Form

EVENT: {0}

Short Form

Event

Message ID : CGA2901W 267



Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : CGA3104W

Severity

Warning

Long Form

LDT: Volume dismounted. Aborting transformation at file [{0}]

Short Form

LDT: Stopping on dismount

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Message ID : CGA3002W 268



Description

None

Message ID : CGA3106W

Severity

Warning

Long Form

LDT: The guard point [{0}] does not have a valid transformation policy, there is no new key rule

Short Form

LDT: no new key rule

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3104W 269



Message ID : CGA3107W

Severity

Warning

Long Form

LDT: The guard point [{0}] does not have a valid transformation policy, there is no key_op rule

Short Form

LDT: no key_op rule

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3108W

Message ID : CGA3107W 270



Severity

Warning

Long Form

LDT: The guard point [{0}] does not support Live Data Transform, only file operations from the Offline Data Transform process
will be allowed

Short Form

LDT: online rekey not supported

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3231W

Severity

Warning

Message ID : CGA3108W 271



Long Form

Failed to get a HDFS file name for {0}. Check the secfsd.log and the vor-hdfs-stderr.log for more details, and make sure the
NameNode is running

Short Form

Failed to get HDFS file name

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGA3243W

Severity

Warning

Long Form

Volume [{0}] is getting dismounted. Guard Points on this volume will not be protected by Thales CTE

Message ID : CGA3231W 272



Short Form

Volume is getting dismounted

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGA3265W

Severity

Warning

Long Form

FSADM-ALERT: ESG/IDT required Signature Set for system utilities may have to be resigned {0}

Short Form

FSADM-ALERT: Resigning of file system binaries is required

Message ID : CGA3243W 273



Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGA3276W

Severity

Warning

Long Form

Denied access to {0}{1} during classification initialization

Short Form

File access denied during initialization

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Message ID : CGA3265W 274



Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGA3285W

Severity

Warning

Long Form

Denied access to data classification internal file {0}{1}

Short Form

Internal file access denied

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

filePath filePath Text Full path to file

Message ID : CGA3276W 275



Description

None

Message ID : CGA3286W

Severity

Warning

Long Form

Denied access to {0}{1} during data remediation

Short Form

File access denied during remediation

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

filePath filePath Text Full path to file

Message ID : CGA3285W 276



Description

None

Message ID : CGA3346W

Severity

Warning

Long Form

Ptrace allowed on process [{0}] pid [{1}]

Short Form

Ptrace Attach Allowed

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

pid dvcpid Numeric Numeric process ID

Message ID : CGA3286W 277



Description

None

Message ID : CGA3352W

Severity

Warning

Long Form

LDT-NFS-ACCESSONLY-ALERT: Policy/key version validation failed for GuardPoint [{0}].Policy/Key version information
doesn't match with primary node.

Short Form

LDT-NFS-ACCESSONLY-ALERT: Policy/key version mismatched

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3346W 278



Message ID : CGA3353W

Severity

Warning

Long Form

LDT-NFS-ACCESSONLY-ALERT: Unable to perform the Policy/key validation for GuardPoint [{0}] , Disable->Enable the
GuardPoints.

Short Form

LDT-NFS-ACCESSONLY-ALERT: Policy/key validation failed

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGA3353W 279



Logger CGP: Errors

Message ID : CGP2602E

Severity

Error

Long Form

{0} Policy[{1}] User[{2}] Process[{3}] Action[{4}] Res[{5}{6}] Key[{7}] Effect[{8} {9}]

Short Form

Reject access

Parameters

Label CEF Label Type Usage

cat cat Text Event Category (e.g. AUDIT, TRACE)

pol cs1 Text Policy name

user suser Text User name

sproc sproc Text Source process

act act Text Action being requested or performed
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Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

filePath filePath Text Full path to file

key cs3 Text Name of key or key pair

denyStr msg Text Code specifying reason for denying access, if any

showStr reason Text Code specifying reason for allowing access, if any

Description

A GuardPoint policy has blocked access to encrypted data.The reason for blocking the attempt is provided in the message fields.

Message ID : CGP2604E

Severity

Error

Long Form

{0} Policy[{1}] User[{2}] Process[{3}] Action[{4}] Res[{5}{6}] {7} Effect[{8} {9}]

Short Form

Reject access

Message ID : CGP2602E 281



Parameters

Label CEF Label Type Usage

cat cat Text Event Category (e.g. AUDIT, TRACE)

pol cs1 Text Policy name

user suser Text User name

sproc sproc Text Source process

act act Text Action being requested or performed

gp fileId Text GuardPoint base directory

filePath filePath Text Full path to file

denyStr msg Text Code specifying reason for denying access, if any

showStr reason Text Code specifying reason for allowing access, if any

Description

A GuardPoint policy has blocked access to encrypted data.The reason for blocking the attempt is provided in the message fields.

Message ID : CGP2606E

Severity

Error

Message ID : CGP2604E 282



Long Form

{0} Policy[{1}] User[{2}] Process[{3}] Action[{4}] Res[{5}{6}] Effect[{7} {8}]

Short Form

Reject node

Parameters

Label CEF Label Type Usage

cat cat Text Event Category (e.g. AUDIT, TRACE)

pol cs1 Text Policy name

user suser Text User name

sproc sproc Text Source process

act act Text Action being requested or performed

gp fileId Text GuardPoint base directory

filePath filePath Text Full path to file

denyStr msg Text Code specifying reason for denying access, if any

showStr reason Text Code specifying reason for allowing access, if any

Message ID : CGP2606E 283



Description

A GuardPoint policy has blocked access to encrypted data.The reason for blocking the attempt is provided in the message fields.

Message ID : CGP2608E

Severity

Error

Long Form

{0} Policy[{1}] User[{2}] Process[{3}] Action[{4}] Res[{5}{6}] [{7}{8}] Effect[{9} {10}]

Short Form

Reject link

Parameters

Label CEF Label Type Usage

cat cat Text Event Category (e.g. AUDIT, TRACE)

pol cs1 Text Policy name

user suser Text User name

sproc sproc Text Source process

Message ID : CGP2606E 284



Label CEF Label Type Usage

act act Text Action being requested or performed

gp fileId Text GuardPoint base directory

oldFilePath oldFilePath Text Previous path to file (for rename and link)

filePath filePath Text Full path to file

denyStr msg Text Code specifying reason for denying access, if any

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : CGP2610E

Severity

Error

Long Form

{0} Policy[{1}] User[{2}] Process[{3}] Action[{4}] Res[{5}{6}] [{7}{8}] Effect[{9} {10}]

Message ID : CGP2608E 285



Short Form

Reject rename

Parameters

Label CEF Label Type Usage

cat cat Text Event Category (e.g. AUDIT, TRACE)

pol cs1 Text Policy name

user suser Text User name

sproc sproc Text Source process

act act Text Action being requested or performed

gp fileId Text GuardPoint base directory

oldFilePath oldFilePath Text Previous path to file (for rename and link)

filePath filePath Text Full path to file

denyStr msg Text Code specifying reason for denying access, if any

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : CGP2610E 286



Logger CGP: Information

Message ID : CGP2601I

Severity

Information

Long Form

{0} Policy[{1}] User[{2}] Process[{3}] Action[{4}] Res[{5}{6}] Key[{7}] Effect[{8} {9}]

Short Form

Audit access

Parameters

Label CEF Label Type Usage

cat cat Text Event Category (e.g. AUDIT, TRACE)

pol cs1 Text Policy name

user suser Text User name

sproc sproc Text Source process

act act Text Action being requested or performed
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Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

filePath filePath Text Full path to file

key cs3 Text Name of key or key pair

denyStr msg Text Code specifying reason for denying access, if any

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : CGP2603I

Severity

Information

Long Form

{0} Policy[{1}] User[{2}] Process[{3}] Action[{4}] Res[{5}{6}] {7} Effect[{8} {9}]

Short Form

Audit access

Message ID : CGP2601I 288



Parameters

Label CEF Label Type Usage

cat cat Text Event Category (e.g. AUDIT, TRACE)

pol cs1 Text Policy name

user suser Text User name

sproc sproc Text Source process

act act Text Action being requested or performed

gp fileId Text GuardPoint base directory

filePath filePath Text Full path to file

denyStr msg Text Code specifying reason for denying access, if any

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : CGP2605I

Severity

Information

Message ID : CGP2603I 289



Long Form

{0} Policy[{1}] User[{2}] Process[{3}] Action[{4}] Res[{5}{6}] Effect[{7} {8}]

Short Form

Audit node

Parameters

Label CEF Label Type Usage

cat cat Text Event Category (e.g. AUDIT, TRACE)

pol cs1 Text Policy name

user suser Text User name

sproc sproc Text Source process

act act Text Action being requested or performed

gp fileId Text GuardPoint base directory

filePath filePath Text Full path to file

denyStr msg Text Code specifying reason for denying access, if any

showStr reason Text Code specifying reason for allowing access, if any

Message ID : CGP2605I 290



Description

None

Message ID : CGP2607I

Severity

Information

Long Form

{0} Policy[{1}] User[{2}] Process[{3}] Action[{4}] Res[{5}{6}] [{7}{8}] Effect[{9} {10}]

Short Form

Audit link

Parameters

Label CEF Label Type Usage

cat cat Text Event Category (e.g. AUDIT, TRACE)

pol cs1 Text Policy name

user suser Text User name

sproc sproc Text Source process

Message ID : CGP2605I 291



Label CEF Label Type Usage

act act Text Action being requested or performed

gp fileId Text GuardPoint base directory

oldFilePath oldFilePath Text Previous path to file (for rename and link)

filePath filePath Text Full path to file

denyStr msg Text Code specifying reason for denying access, if any

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : CGP2609I

Severity

Information

Long Form

{0} Policy[{1}] User[{2}] Process[{3}] Action[{4}] Res[{5}{6}] [{7}{8}] Effect[{9} {10}]

Message ID : CGP2607I 292



Short Form

Audit rename

Parameters

Label CEF Label Type Usage

cat cat Text Event Category (e.g. AUDIT, TRACE)

pol cs1 Text Policy name

user suser Text User name

sproc sproc Text Source process

act act Text Action being requested or performed

gp fileId Text GuardPoint base directory

oldFilePath oldFilePath Text Previous path to file (for rename and link)

filePath filePath Text Full path to file

denyStr msg Text Code specifying reason for denying access, if any

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : CGP2609I 293



Logger CGS: Errors

Message ID : CGS2613E

Severity

Error

Long Form

Memory allocation failed in [{0}] at line [{1}]

Short Form

Out of memory

Parameters

No parameters are provided for this message type

Description

None

Message ID : CGS3025E

 Logger CGS: Errors 294



Severity

Error

Long Form

LDT: Unable to remove LDT extended attribute on [{0}]. Error: [{1}]

Short Form

Extended attr delete

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : CGS3026E

Message ID : CGS3025E 295



Severity

Error

Long Form

LDT-ALERT: QoS failed to start

Short Form

QoS failed to start

Parameters

No parameters are provided for this message type

Description

None

Message ID : CGS3027E

Severity

Error

Message ID : CGS3026E 296



Long Form

LDT-ALERT: Failed to launch transformation on [{0}]

Short Form

LDT: launch failure

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3028E

Severity

Error

Long Form

LDT: Encryption key for file [{0}] unavailable for LDT, possibly due to loss of communication to DSM

Message ID : CGS3027E 297



Short Form

LDT: Key unavailable

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGS3031E

Severity

Error

Long Form

LDT: Rekey failed for file [{0}] on guard point [{1}]. Error {2}

Short Form

LDT: failed

Message ID : CGS3028E 298



Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

gp fileId Text GuardPoint base directory

ecode cn1 Numeric An error code

Description

None

Message ID : CGS3032E

Severity

Error

Long Form

LDT-ALERT: Key rotation failed on guard point [{0}]

Short Form

LDT: Key rotation failed

Message ID : CGS3031E 299



Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3033E

Severity

Error

Long Form

LDT-ALERT: Failed to update LDT attribute on guard point [{0}]. Error: [{1}]

Short Form

LDT: Key rotation failure, EA

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Message ID : CGS3032E 300



Label CEF Label Type Usage

ecode cn1 Numeric An error code

Description

None

Message ID : CGS3034E

Severity

Error

Long Form

LDT-ALERT: Failed to suspend rekey on guard point [{0}]

Short Form

LDT: suspend failure

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Message ID : CGS3033E 301



Description

None

Message ID : CGS3035E

Severity

Error

Long Form

LDT: Failed to suspend rekey on all guard points

Short Form

LDT: suspend failure: all

Parameters

No parameters are provided for this message type

Description

None

Message ID : CGS3034E 302



Message ID : CGS3038E

Severity

Error

Long Form

LDT-ALERT: Failed to resume rekey on guard point [{0}]

Short Form

LDT: resume failure

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3039E

Message ID : CGS3038E 303



Severity

Error

Long Form

LDT-ALERT: Failed to resume rekey on all guard points

Short Form

LDT: resume failure: all

Parameters

No parameters are provided for this message type

Description

None

Message ID : CGS3042E

Severity

Error

Message ID : CGS3039E 304



Long Form

LDT: Skipped LDT recovery on read-only file system [{0}]

Short Form

Skipped LDT recovery: ROFS

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3043E

Severity

Error

Long Form

LDT-ALERT: MDS file [{0}] exceeded diskspace quota on gp [{1}]

Message ID : CGS3042E 305



Short Form

MDS ENOSPC

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3044E

Severity

Error

Long Form

LDT: Insufficient memory condition encountered during LDT on guard point [{0}]

Message ID : CGS3043E 306



Short Form

MDS ENOMEM

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3045E

Severity

Error

Long Form

LDT-ALERT: Failed to update LDT attribute

Short Form

LDT: xattr failure

Message ID : CGS3044E 307



Parameters

No parameters are provided for this message type

Description

None

Message ID : CGS3047E

Severity

Error

Long Form

LDT-ALERT: Aborting rekey of file [{0}] due to insufficient disk space

Short Form

LDT:SFS ENOSPC

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Message ID : CGS3045E 308



Description

None

Message ID : CGS3048E

Severity

Error

Long Form

LDT: Aborting rekey of file [{0}] due to lack of free memory. Try closing other applications to resolve the issue

Short Form

LDT:SFS ENOMEM

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGS3047E 309



Message ID : CGS3049E

Severity

Error

Long Form

LDT-ALERT: Skipped key rotation on guard point [{0}]. It is on a read-only file system

Short Form

LDT: Skipped ROFS

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3050E

Message ID : CGS3049E 310



Severity

Error

Long Form

LDT-ALERT: Skipped key rotation on guard point [{0}] due to insufficient disk space

Short Form

LDT: Skipped ENOSPC

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3051E

Severity

Error

Message ID : CGS3050E 311



Long Form

LDT-ALERT: Failed to rotate key on guard point [{0}]. Another rekey operation is already in progress

Short Form

LDT: Skipped EBUSY

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3052E

Severity

Error

Long Form

LDT-ALERT: Skipped key rotation on guard point [{0}]. Error: [{1}]

Message ID : CGS3051E 312



Short Form

LDT: Skipped, error

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

ecode cn1 Numeric An error code

Description

None

Message ID : CGS3053E

Severity

Error

Long Form

LDT-ALERT: Failed to rotate key on guard point [{0}] during pre-commit

Message ID : CGS3052E 313



Short Form

LDT: pre-commit failed

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3054E

Severity

Error

Long Form

LDT-ALERT: Failed to rotate key on guard point [{0}] during commit

Short Form

LDT: commit failed

Message ID : CGS3053E 314



Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3055E

Severity

Error

Long Form

LDT: Failed to abort key rotation on guard point [{0}]

Short Form

LDT: abort failed

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Message ID : CGS3054E 315



Description

None

Message ID : CGS3057E

Severity

Error

Long Form

LDT: Extended attribute of inode [%lld] is corrupted under guard point [{0}]

Short Form

LDT: xattr corrupted

Parameters

Label CEF Label Type Usage

node vds_node Numeric A node identifier

gp fileId Text GuardPoint base directory

Message ID : CGS3055E 316



Description

None

Message ID : CGS3234E

Severity

Error

Long Form

LDT: Rekey failed for file [{0}] on guard point [{1}]. Error {2}. Reason :{3}

Short Form

LDT: failed

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

gp fileId Text GuardPoint base directory

ecode cn1 Numeric An error code

showStr reason Text Code specifying reason for allowing access, if any

Message ID : CGS3057E 317



Description

None

Message ID : CGS3253E

Severity

Error

Long Form

LDT: Extended attribute of inode [%lld] is missing under guard point [{0}]

Short Form

LDT: xattr missing

Parameters

Label CEF Label Type Usage

node vds_node Numeric A node identifier

gp fileId Text GuardPoint base directory

Message ID : CGS3234E 318



Description

None

Message ID : CGS3259E

Severity

Error

Long Form

IV of file [{0}] is corrupted

Short Form

file IV corrupted

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGS3253E 319



Message ID : CGS3260E

Severity

Error

Long Form

IV of file [{0}] is mismatched(file may be restored to wrong fs)

Short Form

file IV mismatched

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGS3261E

Message ID : CGS3260E 320



Severity

Error

Long Form

LDT-ALERT: failed to rekey segment [{0}] of [{1}]. Error: [{2}]

Short Form

LDT: failure to rekey segment

Parameters

Label CEF Label Type Usage

segID vds_segID Numeric Segment ID

filePath filePath Text Full path to file

ecode cn1 Numeric An error code

Description

None

Message ID : CGS3262E

Message ID : CGS3261E 321



Severity

Error

Long Form

LDT-ALERT: Skipped rekeying [{0}] on guard point [{1}]. Error: [{2}]

Short Form

LDT: skipped rekey on file

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

gp fileId Text GuardPoint base directory

ecode cn1 Numeric An error code

Description

None

Message ID : CGS3263E

Message ID : CGS3262E 322



Severity

Error

Long Form

LDT-ALERT: LDT recovery failure on guard point [{0}]. Error: [{1}]

Short Form

LDT-ALERT: LDT recovery failure

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

ecode cn1 Numeric An error code

Description

None

Message ID : CGS3264E

Message ID : CGS3263E 323



Severity

Error

Long Form

LDT-ALERT: Restore of LDT protected file [{0}] not allowed by policy.

Short Form

LDT-ALERT: LDT restore denied

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGS3266E

Severity

Error

Message ID : CGS3264E 324



Long Form

LDT-ALERT: Cannot enable guard point [{0}] due to inconsistencies in underlying file system encountered during LDT recovery.
Status [{1}]

Short Form

LDT-ALERT: LDT recovery failure

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

count vds_count Numeric A generic count value

Description

None

Message ID : CGS3304E

Severity

Error

Message ID : CGS3266E 325



Long Form

IDT-TD-ALERT: Node {0} did not respond to pcl command

Short Form

IDT-TD-ALERT: Remote node did not respond to pcl

Parameters

Label CEF Label Type Usage

shost shost Text Source host name

Description

None

Message ID : CGS3305E

Severity

Error

Long Form

IDT-TD-ALERT: Node {0} failed to perform voradmin task

Message ID : CGS3304E 326



Short Form

IDT-TD-ALERT: voradmin failed on remote node

Parameters

Label CEF Label Type Usage

shost shost Text Source host name

Description

None

Message ID : CGS3306E

Severity

Error

Long Form

IDT-TD-ALERT: Failed to find clique for disk {0}

Short Form

IDT-TD-ALERT: Failed to find clique

Message ID : CGS3305E 327



Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3307E

Severity

Error

Long Form

IDT-TD-ALERT: Failed to distribute IDT-Capable metadata file to remote nodes

Short Form

IDT-TD-ALERT: Failed to distribute IDT-Capable metadata

Parameters

No parameters are provided for this message type

Message ID : CGS3306E 328



Description

None

Message ID : CGS3308E

Severity

Error

Long Form

IDT-TD-ALERT: Failed to move or rename IDT-Capable metadata file on remote nodes

Short Form

IDT-TD-ALERT: Failed to move or rename IDT-Capable metadata

Parameters

No parameters are provided for this message type

Description

None

Message ID : CGS3307E 329



Message ID : CGS3309E

Severity

Error

Long Form

IDT-TD-ALERT: Failed to get GuardPoint status on remote nodes

Short Form

IDT-TD-ALERT: Failed to get GuardPoint status

Parameters

No parameters are provided for this message type

Description

None

Message ID : CGS3311E

Severity

Error

Message ID : CGS3309E 330



Long Form

IDT-TD-ALERT: Failed to complete rekey on remote nodes

Short Form

IDT-TD-ALERT: Failed to complete rekey

Parameters

No parameters are provided for this message type

Description

None

Message ID : CGS3312E

Severity

Error

Long Form

LDT-NFS-ALERT: Host waiting to take over NFS GuardPoint {0} for LDT

Message ID : CGS3311E 331



Short Form

Waiting to take over

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3313E

Severity

Error

Long Form

LDT-ALERT: Cannot enable GuardPoint due to wrong policy applied to [{0}]

Short Form

Incorrect policy

Message ID : CGS3312E 332



Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3314E

Severity

Error

Long Form

LDT: Cannot enable [{0}] due to stale policy

Short Form

LDT: stale policy

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Message ID : CGS3313E 333



Description

None

Message ID : CGS3315E

Severity

Error

Long Form

LDT-NFS-ALERT: Cannot enable GuardPoint [{0}] on a read-only file system

Short Form

LDT-NFS: Guarding ROFS

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3314E 334



Message ID : CGS3316E

Severity

Error

Long Form

LDT-ALERT: Failed to process directory rename for {0}, error {1}

Short Form

LDT: dir rename failed

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

ecode cn1 Numeric An error code

Description

None

Message ID : CGS3316E 335



Message ID : CGS3317E

Severity

Error

Long Form

LDT-ALERT: Failed to rekey {0} file(s) in directory {1}

Short Form

LDT: dir rekey errors

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3317E 336



Message ID : CGS3319E

Severity

Error

Long Form

LDT-NFS-ALERT: Failed to start or stop rekey on GuardPoint [{0}] over NAS, error [{1}]

Short Form

LDT-NFS-ALERT: start or stop failed

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

ecode cn1 Numeric An error code

Description

None

Message ID : CGS3319E 337



Message ID : CGS3327E

Severity

Error

Long Form

LDT-ALERT: Election of this host for LDT Group Primary role has failed for GuardPoint [{0}]

Short Form

LDT-NFS-ALERT: primary election failed

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3328E

Message ID : CGS3327E 338



Severity

Error

Long Form

LDT-NFS-ALERT: File operation recovery failed on new primary host after primary election, GuardPoint [{0}] objID [%llu] error
[{1}] source [{2}]

Short Form

LDT-NFS-ALERT: fop recovery failed

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

node vds_node Numeric A node identifier

ecode cn1 Numeric An error code

count vds_count Numeric A generic count value

Description

None

Message ID : CGS3328E 339



Message ID : CGS3329E

Severity

Error

Long Form

LDT-NFS-ALERT: LDT recovery failed on new primary host after primary election, GuardPoint [{0}] objID [%llu] error [{1}]

Short Form

LDT-NFS-ALERT: LDT recovery failed

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

node vds_node Numeric A node identifier

ecode cn1 Numeric An error code

Description

None

Message ID : CGS3329E 340



Message ID : CGS3331E

Severity

Error

Long Form

LDT-NFS-ALERT: File operation failed on secondary host, GuardPoint [{0}] objID [%llu] error [{1}] source [{2}]

Short Form

LDT-NFS-ALERT: fop failed on secondary

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

node vds_node Numeric A node identifier

ecode cn1 Numeric An error code

count vds_count Numeric A generic count value

Description

None

Message ID : CGS3331E 341



Message ID : CGS3335E

Severity

Error

Long Form

LDT-ALERT: Failed to check rekey status on file {0}, error {1}

Short Form

LDT: monitor failed

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

ecode cn1 Numeric An error code

Description

None

Message ID : CGS3335E 342



Message ID : CGS3336E

Severity

Error

Long Form

LDT-ALERT: Failed to enable/apply GuardPoint [{0}]

Short Form

Guard failed

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3337E

Message ID : CGS3336E 343



Severity

Error

Long Form

LDT-ALERT: Failed to disable/delete GuardPoint [{0}]

Short Form

Unguard failed

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3338E

Severity

Error

Message ID : CGS3337E 344



Long Form

LDT-ALERT: Failed to join GuardPoint group [{0}]

Short Form

LGS join failed

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3339E

Severity

Error

Long Form

LDT-ALERT: Failed to leave GuardPoint group [{0}]

Message ID : CGS3338E 345



Short Form

LGS leave failed

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3340E

Severity

Error

Long Form

LDT-ALERT: Failed to enumerate GuardPoint [{0}], please verify the provided CIFS credentials. CIFS credentials may be expired
or may not have permission to access.

Short Form

Invalid creds

Message ID : CGS3339E 346



Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3341E

Severity

Error

Long Form

LDT-ALERT: Failed to authenticate a user.

Short Form

CIFS Login error

Parameters

No parameters are provided for this message type

Message ID : CGS3340E 347



Description

None

Message ID : CGS3342E

Severity

Error

Long Form

LDT-NFS-ALERT: Error processing LDTC message for GuardPoint [{0}], error [{1}], source [{2}]

Short Form

LDT-NFS-ALERT: bad msg

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

ecode cn1 Numeric An error code

count vds_count Numeric A generic count value

Message ID : CGS3341E 348



Description

None

Message ID : CGS3344E

Severity

Error

Long Form

LDT-NFS-ALERT: Not guarding path [{0}] (Reason: LDT version installed on host is incompatible with version on primary host)

Short Form

LDT-NFS-ALERT: msg ver mismatch

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3342E 349



Message ID : CGS3349E

Severity

Error

Long Form

LDT-NFS-ALERT: Demotion of Primary host of GuardPoint [{0}] failed, error [{1}]

Short Form

LDT-NFS-ALERT: Primary host demotion failed

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

ecode cn1 Numeric An error code

Description

None

Message ID : CGS3349E 350



Message ID : CGS3354E

Severity

Error

Long Form

LDT-NFS-ALERT: Manual recovery of DEMOTED GuardPoint failed, GuardPoint [{0}] objID [%llu] error [{1}]

Short Form

LDT-NFS-ALERT: Primary DEMOTION recovery failed

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

node vds_node Numeric A node identifier

ecode cn1 Numeric An error code

Description

None

Message ID : CGS3354E 351



Message ID : CGS3358E

Severity

Error

Long Form

LDT-NFS-ALERT: DEMOTED GuardPoint [{0}] being recovered while the old demoted primary host is still alive, objID [%llu]

Short Form

LDT-NFS-ALERT: Primary DEMOTION admin recovery, old primary still alive

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

node vds_node Numeric A node identifier

Description

None

Message ID : CGS3358E 352



Message ID : CGS3360E

Severity

Error

Long Form

LDT-RAW: Write operation to relocation zone on [/dev/secvm{0}] blocked

Short Form

LDT-RAW: write blocked

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3362E

Message ID : CGS3360E 353



Severity

Error

Long Form

RWP-RW-ALERT: Potential Ransomware activity[{0}] detected in process ID [{1}], Process name: [{2}]. Num original files
written to disk: [{3}]. Sensitivity: [{4}] Mode: [{5}] Reboot or remount on separate VM to access clear files on disk. Prev Code
Path: [0x{6}] Latest Code Path: [0x{7}]. Last file checked is [{8}], AlgoSuspect:1 proc flags: [{9}]

Short Form

RWP: Ransomware detected

Parameters

Label CEF Label Type Usage

rwtype rwtype Text string type of RW proocess flags

pid dvcpid Numeric Numeric process ID

pname pname Text Process name

nfiles vds_nfiles Numeric The total number of files in an operation

rwsenstvy rwsenstvy Numeric Numeric value of RWP sensitivity

rwmode rwmode Text string mode of RW : alert/block

rwcodepath rwcodepath Numeric hex code for tracing RW detection

rwcodepath rwcodepath Numeric hex code for tracing RW detection

Message ID : CGS3362E 354



Label CEF Label Type Usage

filePath filePath Text Full path to file

rwflags rwflags Numeric bitmap for RW

Description

None

Message ID : CGS3364E

Severity

Error

Long Form

LDT-ALERT: Couldn't elect the primary during failover for [{0}], check DPS config.

Short Form

LDT-ALERT: Couldn't elect primary during failover, please check DPS config

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Message ID : CGS3362E 355



Description

None

Message ID : CGS3365E

Severity

Error

Long Form

LDT-ALERT: No primary exists to join GuardPoint group [{0}]

Short Form

LGS join failed no primary

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3364E 356



Message ID : CGS3370E

Severity

Error

Long Form

LDT-NFS-ALERT: Rekey started on LDT GuardPoint Group [{0}] containing different CTE versions

Short Form

LDT-NFS-ALERT: mixed mode rekey

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3371E

Message ID : CGS3370E 357



Severity

Error

Long Form

LDT-NFS-ALERT: GuardPoint Group Service recovery failed for [{0}] error [{1}]

Short Form

LDT-NFS-ALERT: Group Service recovery failed

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

ecode cn1 Numeric An error code

Description

None

Message ID : CGS3371E 358



Logger CGS: Information

Message ID : CGS3029I

Severity

Information

Long Form

LDT: Cannot enable guard point [{0}] during LDT clean-up process

Short Form

LDT: EA removing

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

 Logger CGS: Information 359



Message ID : CGS3030I

Severity

Information

Long Form

LDT: Successfully rekeyed file [{0}]

Short Form

Successfully rekeyed

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGS3036I

Message ID : CGS3030I 360



Severity

Information

Long Form

LDT: Successfully suspended rekey on guard point [{0}]

Short Form

LDT: suspend success

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3037I

Severity

Information

Message ID : CGS3036I 361



Long Form

LDT: Rekey will be suspended on all applicable guard points

Short Form

LDT: suspend success: all

Parameters

No parameters are provided for this message type

Description

None

Message ID : CGS3040I

Severity

Information

Long Form

LDT: Successfully resumed rekey on guard point [{0}]

Message ID : CGS3037I 362



Short Form

LDT: resume success

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3041I

Severity

Information

Long Form

LDT: Rekey will be resumed on all applicable guard points

Short Form

LDT: resume success: all

Message ID : CGS3040I 363



Parameters

No parameters are provided for this message type

Description

None

Message ID : CGS3046I

Severity

Information

Long Form

LDT-ALERT: Suspending rekey of binary file [{0}] during its execution

Short Form

LDT:SFS EXTBUSY

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Message ID : CGS3041I 364



Description

None

Message ID : CGS3056I

Severity

Information

Long Form

LDT: Rekey operation completed on guard point [{0}]

Short Form

LDT: completed

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3046I 365



Message ID : CGS3249I

Severity

Information

Long Form

LDT-ALERT: Skipped key rotation on guard point [{0}] on a read-only file system

Short Form

LDT: Skipped ROFS

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3250I

Message ID : CGS3249I 366



Severity

Information

Long Form

LDT-ALERT: Skipped key rotation on guard point [{0}] due to insufficient disk space

Short Form

LDT: Skipped ENOSPC

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3251I

Severity

Information

Message ID : CGS3250I 367



Long Form

LDT-ALERT: Skipped key rotation on guard point [{0}] while another rekey operation is in progress

Short Form

LDT: Skipped EBUSY

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3254I

Severity

Information

Long Form

LDT: Metadata will start getting removed from all files in guard point [{0}]

Message ID : CGS3251I 368



Short Form

Extended attr will be deleted from gp

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3255I

Severity

Information

Long Form

LDT: Metadata has been removed from all files in guard point [{0}]

Short Form

Extended attr deleted from gp

Message ID : CGS3254I 369



Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3277I

Severity

Information

Long Form

LDT-ALERT: Low space on guard point [{0}], increase free space or LDT will be suspended.

Short Form

low disk

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Message ID : CGS3255I 370



Description

None

Message ID : CGS3318I

Severity

Information

Long Form

LDT-NFS-ALERT: Failed to preserve time stamps: GuardPoint [{0}] objID [{1}] error [{2}]

Short Form

LDT-NFS-ALERT: PTS Access

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

node vds_node Numeric A node identifier

ecode cn1 Numeric An error code

Message ID : CGS3277I 371



Description

None

Message ID : CGS3320I

Severity

Information

Long Form

LDT: Skipping transformation of NOVIEW file [{0}]. File was opened with NOVIEW access.

Short Form

LDT: Skipping NOVIEW

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : CGS3318I 372



Message ID : CGS3322I

Severity

Information

Long Form

LDT-NFS-ALERT: LDT Communication Master is up

Short Form

LDT-NFS-ALERT: comm group master up

Parameters

No parameters are provided for this message type

Description

None

Message ID : CGS3324I

Severity

Information

Message ID : CGS3322I 373



Long Form

LDT-NFS-ALERT: LDT Group Primary host has been elected for GuardPoint [{0}]

Short Form

LDT-NFS-ALERT: group primary elected

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3325I

Severity

Information

Long Form

LDT-NFS-ALERT: This host has been promoted to LDT Group Primary role for GuardPoint [{0}]

Message ID : CGS3324I 374



Short Form

LDT-NFS-ALERT: group primary promoted

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3347I

Severity

Information

Long Form

LDT-NFS-ALERT: Primary host of GuardPoint [{0}] demoting

Short Form

LDT-NFS-ALERT: Primary host demoting

Message ID : CGS3325I 375



Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3348I

Severity

Information

Long Form

LDT-NFS-ALERT: Primary host of GuardPoint [{0}] demoted

Short Form

LDT-NFS-ALERT: Primary host demoted

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Message ID : CGS3347I 376



Description

None

Message ID : CGS3350I

Severity

Information

Long Form

LDT-NFS-ALERT: LDT Communication Master is going down gracefully

Short Form

LDT-NFS-ALERT: Comm group master down gracefully

Parameters

No parameters are provided for this message type

Description

None

Message ID : CGS3348I 377



Message ID : CGS3355I

Severity

Information

Long Form

LDT-NFS-ALERT: File marked as INCOMPLETE after DEMOTION. Admin intervention is required for recovery, GuardPoint
[{0}] objID [%llu] error [{1}]

Short Form

LDT-NFS-ALERT: Primary DEMOTION partial recovery

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

node vds_node Numeric A node identifier

ecode cn1 Numeric An error code

Description

None

Message ID : CGS3355I 378



Message ID : CGS3357I

Severity

Information

Long Form

LDT-NFS-ALERT: Manual recovery invoked on the DEMOTED GuardPoint [{0}]

Short Form

LDT-NFS-ALERT: Primary DEMOTION full ADMIN recovery

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3359I

Message ID : CGS3357I 379



Severity

Information

Long Form

LDT-NFS-ALERT: Secondary host DEMOTED due to loss of NAS connection, GuardPoint [{0}]

Short Form

LDT-NFS-ALERT: Secondary host demoted

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3359I 380



Logger CGS: Warnings

Message ID : CGS3267W

Severity

Warning

Long Form

LDT-ALERT: LDT manual recovery on guard point [{0}] completed with [{1}] errors.

Short Form

LDT-ALERT: LDT manual recovery forced

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

count vds_count Numeric A generic count value

Description

None

 Logger CGS: Warnings 381



Message ID : CGS3268W

Severity

Warning

Long Form

LDT-ALERT: encrypted data detected in filename [{0}] inode [%lld] in guard point [{1}] under clear exclusion key rule

Short Form

LDT-ALERT: encrypted data in clear file

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

node vds_node Numeric A node identifier

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3268W 382



Message ID : CGS3302W

Severity

Warning

Long Form

LDT-ALERT: Rekey is restarting due to previous transient error on guard point [{0}]. Error: [{1}]

Short Form

Res acc issue

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

ecode cn1 Numeric An error code

Description

None

Message ID : CGS3302W 383



Message ID : CGS3303W

Severity

Warning

Long Form

LDT-ALERT: Rekey is restarting due to previous transient error on guard point [{0}]. Error: [{1}] Reason: [{2}]

Short Form

Res acc issue desc

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

ecode cn1 Numeric An error code

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : CGS3303W 384



Message ID : CGS3310W

Severity

Warning

Long Form

IDT-TD-WARNING: Failed to delete IDT-Capable metadata file on remote nodes

Short Form

IDT-TD-WARNING: Failed to delete IDT-Capable metadata

Parameters

No parameters are provided for this message type

Description

None

Message ID : CGS3321W

Severity

Warning

Message ID : CGS3310W 385



Long Form

LDT-NFS-ALERT: LDT Communication Master is down

Short Form

LDT-NFS-ALERT: Comm group master down

Parameters

No parameters are provided for this message type

Description

None

Message ID : CGS3323W

Severity

Warning

Long Form

LDT-NFS-ALERT: LDT Group Primary host left the group for GuardPoint [{0}]

Message ID : CGS3321W 386



Short Form

LDT-NFS-ALERT: group primary left

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3326W

Severity

Warning

Long Form

LDT-NFS-ALERT: This host cannot be promoted to LDT Group Primary role for GuardPoint [{0}]

Short Form

LDT-NFS-ALERT: refused primary role

Message ID : CGS3323W 387



Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3330W

Severity

Warning

Long Form

LDT-NFS-ALERT: Promotion process taking too long causing delay in file operation, GuardPoint [{0}] objID [%llu]

Short Form

LDT-NFS-ALERT: Promotion taking too long

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Message ID : CGS3326W 388



Label CEF Label Type Usage

node vds_node Numeric A node identifier

Description

None

Message ID : CGS3332W

Severity

Warning

Long Form

LDT-NFS-ALERT: Some members of LDT GuardPoint Group for [{0}] have not received latest key version

Short Form

LDT-NFS-ALERT: group doesn't have the same key

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Message ID : CGS3330W 389



Description

None

Message ID : CGS3333W

Severity

Warning

Long Form

LDT-NFS-ALERT: Lazy rekey operation failed to rekey file [{0}], error [{1}]

Short Form

LDT-NFS-ALERT: lazy rekey failed

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

ecode cn1 Numeric An error code

Message ID : CGS3332W 390



Description

None

Message ID : CGS3334W

Severity

Warning

Long Form

LDT-NFS-ALERT: LDT remote operation failed across LDT GuardPoint Group for GuardPoint [{0}], ino [%lld], filename [{1}],
error [{2}], remote op [{3}]

Short Form

LDT-NFS-ALERT: remote op failed

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

node vds_node Numeric A node identifier

filePath filePath Text Full path to file

ecode cn1 Numeric An error code

Message ID : CGS3333W 391



Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : CGS3345W

Severity

Warning

Long Form

LDT-ALERT: LDT rekey status on files in GuardPoint [{0}] have been manually edited.

Short Form

LDT: rkea_status edited

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Message ID : CGS3334W 392



Description

None

Message ID : CGS3351W

Severity

Warning

Long Form

LDT-NFS-ALERT: LDT Communication Cluster is down

Short Form

LDT-NFS-ALERT: Comm group cluster is down

Parameters

No parameters are provided for this message type

Description

None

Message ID : CGS3345W 393



Message ID : CGS3363W

Severity

Warning

Long Form

LDT-NFS-ALERT: Dynamically added resource-set is not supported on NFS Guardpoint [{0}].

Short Form

LDT-NFS-ALERT: Dyn resourceset not supp

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3369W

Message ID : CGS3363W 394



Severity

Warning

Long Form

LDT-NFS-ALERT: GuardPoint Group for [{0}] is in mixed mode; cannot start rekey

Short Form

LDT-NFS-ALERT: key rotation mixed mode

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : CGS3369W 395



Logger COM: Errors

Message ID : COM4547E

Severity

Error

Long Form

Internal error: Invalid configuration type given to communications subsystem. Contact support.

Short Form

No short form is provided for this message type

Description

None

Message ID : COM4631E

Severity

Error
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Long Form

OPENSSL ERROR: {0}

Short Form

OpenSSL error

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : COM4638E

Severity

Error

Long Form

We have detected a change in the system hardware. Communication to the Key Manager has been disabled. This condition can be
fixed by re-registering this agent with the Key Manager.

Message ID : COM4631E 397



Short Form

Hardware Change

Parameters

No parameters are provided for this message type

Description

None

Message ID : COM4644E

Severity

Error

Long Form

An invalid REST object has been received - {0}

Short Form

Bad REST object

Message ID : COM4638E 398



Parameters

Label CEF Label Type Usage

detail vds_detail Text Fault detail

Description

None

Message ID : COM4644E 399



Logger COM: Fatal errors

Message ID : COM4503F

Severity

Fatal error

Long Form

Communications module initialization failure. Contact support.

Short Form

Comms init fail

Parameters

No parameters are provided for this message type

Description

None

Message ID : COM4506F
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Severity

Fatal error

Long Form

Failed to set up logger "{0}". Contact support.

Short Form

Logger setup error

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : COM4511F

Severity

Fatal error

Message ID : COM4506F 401



Long Form

The communication request to the Key Manager was garbled or otherwise incorrect: error {0}. Contact support.

Short Form

Bad policy request

Parameters

Label CEF Label Type Usage

ecode cn1 Numeric An error code

Description

None

Message ID : COM4512F

Severity

Fatal error

Long Form

Policy response garbled: unable to find attribute "{0}".

Message ID : COM4511F 402



Short Form

Resp attr missing

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : COM4513F

Severity

Fatal error

Long Form

Unable to configure secure communication channel. Contact support.

Short Form

No short form is provided for this message type

Message ID : COM4512F 403



Description

None

Message ID : COM4514F

Severity

Fatal error

Long Form

The communication request to the Key Manager was garbled or otherwise incorrect: error {0}. Contact support.

Short Form

Server init req error

Parameters

Label CEF Label Type Usage

ecode cn1 Numeric An error code

Description

None

Message ID : COM4513F 404



Message ID : COM4515F

Severity

Fatal error

Long Form

There was a communication failure with the Key Manager. The server returned a fault: {0}{1}; "{2}"; Subcode: "{3}"; Reason:
"{4}"; Detail: "{5}".

Short Form

No short form is provided for this message type

Description

None

Message ID : COM4521F

Severity

Fatal error

Message ID : COM4515F 405



Long Form

Internal version not supported, version required: {0}.

Short Form

Bad SDK version

Parameters

Label CEF Label Type Usage

version vds_version Text Software version string

Description

None

Message ID : COM4523F

Severity

Fatal error

Long Form

Unable to establish a connection to a Key Manager for the purpose of policy evaluation. Verify that the configuration file has the
correct URL(s) to the server.

Message ID : COM4521F 406



Short Form

Policy info missing

Parameters

No parameters are provided for this message type

Description

None

Message ID : COM4527F

Severity

Fatal error

Long Form

The Agent could not obtain configuration information. The Agent failed to initialize. Verify connectivity to the Key Manager and
retry the operation.

Short Form

Agent config missing

Message ID : COM4523F 407



Parameters

No parameters are provided for this message type

Description

None

Message ID : COM4529F

Severity

Fatal error

Long Form

Unable to establish an initial connection to any Key Manager. Verify that the configuration file has the correct URL(s) to the server.

Short Form

No config from server

Parameters

No parameters are provided for this message type

Message ID : COM4527F 408



Description

None

Message ID : COM4531F

Severity

Fatal error

Long Form

Unable to configure secure communication channel. Contact support.

Short Form

SSL setup fail

Parameters

No parameters are provided for this message type

Description

None

Message ID : COM4529F 409



Message ID : COM4533F

Severity

Fatal error

Long Form

{0} from file does not match that from backup. File: "{1}". Backup: "{2}".

Short Form

Backup opaque data mismatch

Parameters

No parameters are provided for this message type

Description

None

Message ID : COM4534F

Severity

Fatal error

Message ID : COM4533F 410



Long Form

File type mismatch: {0} must be a directory.

Short Form

Not a dir

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : COM4538F

Severity

Fatal error

Long Form

The Key Manager URL ({0}) must start with "https:".

Message ID : COM4534F 411



Short Form

Invalid URL

Parameters

Label CEF Label Type Usage

url request Text A uniform resource location

Description

None

Message ID : COM4542F

Severity

Fatal error

Long Form

The agent could not allocate enough memory. Contact support.

Short Form

Out of memory

Message ID : COM4538F 412



Parameters

No parameters are provided for this message type

Description

None

Message ID : COM4548F

Severity

Fatal error

Long Form

Policy request garbled: unable to find attribute "{0}".

Short Form

Req attr missing

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Message ID : COM4542F 413



Description

None

Message ID : COM4551F

Severity

Fatal error

Long Form

The Agent failed to initialize, reporting "{0}". Verify the logging configuration on the Key Manager and retry the operation. If the
problem persists, contact support.

Short Form

Agent init error

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : COM4548F 414



Message ID : COM4552F

Severity

Fatal error

Long Form

Communication with the Key Manager was established, but an invalid response (error {0}) was received. The requested operation
cannot continue. Contact support.

Short Form

Bad policy response

Parameters

Label CEF Label Type Usage

ecode cn1 Numeric An error code

Description

None

Message ID : COM4554F

Message ID : COM4552F 415



Severity

Fatal error

Long Form

Communication with the Key Manager was established, but an invalid response (error {0}) was received. The requested operation
cannot continue. Contact support.

Short Form

Comms response error

Parameters

Label CEF Label Type Usage

ecode cn1 Numeric An error code

Description

None

Message ID : COM4558F

Severity

Fatal error

Message ID : COM4554F 416



Long Form

Key Manager communications failure. URL: {0}. Check the URL in the agent.conf file. Verify that the server url is correct and retry
the operation.

Short Form

Bad config from server

Parameters

Label CEF Label Type Usage

url request Text A uniform resource location

Description

None

Message ID : COM4562F

Severity

Fatal error

Long Form

The communication request to the Key Manager was garbled or otherwise incorrect: error {0}. Contact support.

Message ID : COM4558F 417



Short Form

Comms init error

Parameters

Label CEF Label Type Usage

ecode cn1 Numeric An error code

Description

None

Message ID : COM4563F

Severity

Fatal error

Long Form

Key Manager connection failure. Check the URL in the agent.conf file. Verify that the server url is correct and retry the operation.

Short Form

No short form is provided for this message type

Message ID : COM4562F 418



Description

None

Message ID : COM4567F

Severity

Fatal error

Long Form

Communication with the Key Manager was established, but an invalid response (error {0}) was received. The requested operation
cannot continue. Contact support.

Short Form

SDK response error

Parameters

Label CEF Label Type Usage

ecode cn1 Numeric An error code

Description

None

Message ID : COM4563F 419



Message ID : COM4569F

Severity

Fatal error

Long Form

The Key Manager URL is too long. It is {0} characters, while the maximum size is {1} characters. The URL is {2}.

Short Form

URL too long

Parameters

Label CEF Label Type Usage

slen in Numeric Input byte count or length

dlen out Numeric Output byte count or length

url request Text A uniform resource location

Description

None

Message ID : COM4569F 420



Message ID : COM4571F

Severity

Fatal error

Long Form

File access failure: Unable to open {0}: {1}.

Short Form

Open error

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : COM4571F 421



Message ID : COM4577F

Severity

Fatal error

Long Form

Error adding host {0} information to server.

Short Form

No short form is provided for this message type

Description

None

Message ID : COM4578F

Severity

Fatal error

Long Form

Request from {0} to add host is invalid.

Message ID : COM4577F 422



Short Form

No short form is provided for this message type

Description

None

Message ID : COM4579F

Severity

Fatal error

Long Form

Response to add host request from {0} is invalid: {1}.

Short Form

No short form is provided for this message type

Description

None

Message ID : COM4578F 423



Message ID : COM4583F

Severity

Fatal error

Long Form

Error initializing agent.

Short Form

Agent init fail

Parameters

No parameters are provided for this message type

Description

The agent is unable to reach the key manager. You may see any of the following error messages: COM4583F,
COM4633W, VMD3770F, VMD3885I or VMD3886I. You may experience any of the following:

Connection to the key manager is down.1. 
The VMD Host has been deleted from the key manager.2. 
The host does not have "Communication Enabled" in the key manager UI.3. 
The VMD's host may be deleted from the key manager. Run the register_host utility to re-register the VMD with
the key manager.

4. 

Message ID : COM4583F 424



Message ID : COM4584F

Severity

Fatal error

Long Form

Initialize Agent request invalid, {0} ({1}).

Short Form

Invalid config

Parameters

Label CEF Label Type Usage

ecode cn1 Numeric An error code

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : COM4584F 425



Message ID : COM4586F

Severity

Fatal error

Long Form

Error evaluating policy.

Short Form

Policy eval fail

Parameters

No parameters are provided for this message type

Description

None

Message ID : COM4587F

Severity

Fatal error

Message ID : COM4586F 426



Long Form

Error evaluating policy request, {0}.

Short Form

Policy eval error

Parameters

Label CEF Label Type Usage

ecode cn1 Numeric An error code

Description

None

Message ID : COM4588F

Severity

Fatal error

Long Form

Error evaluating policy response, {0}.

Message ID : COM4587F 427



Short Form

Policy response error

Parameters

Label CEF Label Type Usage

ecode cn1 Numeric An error code

Description

None

Message ID : COM4592F

Severity

Fatal error

Long Form

Error running VMSDK server, {0} (port: {1}).

Short Form

VMSDK server error

Message ID : COM4588F 428



Parameters

Label CEF Label Type Usage

ecode cn1 Numeric An error code

port spt Numeric A socket port number

Description

None

Message ID : COM4599F

Severity

Fatal error

Long Form

An error was encountered when trying to listen to requests from the server. The listening interface is "{0}" and the port is {1}.
Error: {2}.

Short Form

No short form is provided for this message type

Message ID : COM4592F 429



Description

None

Message ID : COM4600F

Severity

Fatal error

Long Form

There was a communication failure with the Key Manager ({0}). The server returned a fault: {1}{2}; "{3}"; Subcode: "{4}";
Reason: "{5}"; Detail: "{6}".

Short Form

SOAP client error

Parameters

Label CEF Label Type Usage

url request Text A uniform resource location

showStr reason Text Code specifying reason for allowing access, if any

ecode cn1 Numeric An error code

context vds_context Text Fault context

Message ID : COM4599F 430



Label CEF Label Type Usage

subcode vds_subcodeText Fault subcode

showStr reason Text Code specifying reason for allowing access, if any

detail vds_detail Text Fault detail

Description

None

Message ID : COM4603F

Severity

Fatal error

Long Form

Unable to parse the URL {0}. This attribute is located in the config file at {1}. Please fix the URL or re-install this product.

Short Form

Bad URL

Parameters

Label CEF Label Type Usage

Message ID : COM4600F 431



Label CEF Label Type Usage

url request Text A uniform resource location

filePath filePath Text Full path to file

Description

None

Message ID : COM4604F

Severity

Fatal error

Long Form

Internal error: unable to set attribute {0}.

Short Form

Cannot set attr

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Message ID : COM4603F 432



Description

None

Message ID : COM4628F

Severity

Fatal error

Long Form

Unable to connect to a Key Manager. URL: {0}. Please verify that the agent host is registered with a Key Manager.

Short Form

Server connect fail

Parameters

Label CEF Label Type Usage

url request Text A uniform resource location

Description

None

Message ID : COM4604F 433



Message ID : COM4629F

Severity

Fatal error

Long Form

The server at {0} attempted to contact this machine, but it was denied access due to an invalid certificate.

Short Form

Bad cert from server

Parameters

Label CEF Label Type Usage

url request Text A uniform resource location

Description

None

Message ID : COM4630F

Message ID : COM4629F 434



Severity

Fatal error

Long Form

A machine identifying itself as {0} tried to contact the VMD, but there was an error: {1}{2}; "{3}"; Subcode: "{4}"; Reason: "{5}";
Detail: "{6}".

Short Form

SOAP server error

Parameters

Label CEF Label Type Usage

url request Text A uniform resource location

showStr reason Text Code specifying reason for allowing access, if any

ecode cn1 Numeric An error code

context vds_context Text Fault context

subcode vds_subcodeText Fault subcode

showStr reason Text Code specifying reason for allowing access, if any

detail vds_detail Text Fault detail

Message ID : COM4630F 435



Description

None

Message ID : COM4637F

Severity

Fatal error

Long Form

Failed to bind to port {0}. Please ensure that this port is not in use by another program.

Short Form

SDK bind error

Parameters

Label CEF Label Type Usage

port spt Numeric A socket port number

Description

None

Message ID : COM4630F 436



Logger COM: Information

Message ID : COM4601I

Severity

Information

Long Form

Successful Agent init with Key Manager ({0}).

Short Form

Comms init OK

Parameters

Label CEF Label Type Usage

url request Text A uniform resource location

Description

None
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Message ID : COM4602I

Severity

Information

Long Form

Failed Agent init with Key Manager ({0}).

Short Form

Comms init fail

Parameters

Label CEF Label Type Usage

url request Text A uniform resource location

Description

None

Message ID : COM4626I

Message ID : COM4602I 438



Severity

Information

Long Form

The agent failed to initialize with the Key Manager. This may indicate that the connection to the server is down, the agent's host has
been deleted from the Key Manager, or "Communication Enabled" for the host has not been enabled in the Key Manager UI.

Short Form

No short form is provided for this message type

Description

None

Message ID : COM4627I

Severity

Information

Long Form

The agent's host may no longer be registered with a Key Manager. The agent's host may have been deleted from the Key Manager.
You may want to run the register_host utility to re-register the agent with a Key Manager.

Message ID : COM4626I 439



Short Form

Agent not registered

Parameters

No parameters are provided for this message type

Description

None

Message ID : COM4627I 440



Logger COM: Warnings

Message ID : COM4596W

Severity

Warning

Long Form

{0} Logging discarded due to backlog of {1} MB

Short Form

Backlog high

Parameters

Label CEF Label Type Usage

logger cs4 Text Name of originating logger

count vds_count Numeric A generic count value

Description

None

 Logger COM: Warnings 441



Message ID : COM4597W

Severity

Warning

Long Form

{0} Logging resumed due to reduced backlog

Short Form

Backlog OK

Parameters

Label CEF Label Type Usage

logger cs4 Text Name of originating logger

Description

None

Message ID : COM4605W

Message ID : COM4597W 442



Severity

Warning

Long Form

Logging destination changed from {0} to {1}

Short Form

Upload dest change

Parameters

Label CEF Label Type Usage

shost shost Text Source host name

url request Text A uniform resource location

Description

None

Message ID : COM4632W

Message ID : COM4605W 443



Severity

Warning

Long Form

There was a communication failure with the Key Manager. The server returned a fault: {0}{1}; "{2}"; Subcode: "{3}"; Reason:
"{4}"; Detail: "{5}".

Short Form

No short form is provided for this message type

Description

None

Message ID : COM4633W

Severity

Warning

Long Form

There was a communication failure with the Key Manager ({0}). The server returned a fault: {1}{2}; "{3}"; Subcode: "{4}";
Reason: "{5}"; Detail: "{6}".

Message ID : COM4632W 444



Short Form

SOAP client error

Parameters

Label CEF Label Type Usage

url request Text A uniform resource location

showStr reason Text Code specifying reason for allowing access, if any

ecode cn1 Numeric An error code

context vds_context Text Fault context

subcode vds_subcodeText Fault subcode

showStr reason Text Code specifying reason for allowing access, if any

detail vds_detail Text Fault detail

Description

The agent is unable to reach the key manager. You may see any of the following error messages: COM4583F,
COM4633W, VMD3770F, VMD3885I or VMD3886I. You may experience any of the following:

Connection to the key manager is down.1. 
The VMD Host has been deleted from the key manager.2. 
The host does not have "Communication Enabled" in the key manager UI.3. 
The VMD's host may be deleted from the key manager. Run the register_host utility to re-register the VMD with
the key manager.

4. 

Message ID : COM4633W 445



Message ID : COM4634W

Severity

Warning

Long Form

The server at {0} attempted to contact this machine, but it was denied access due to an invalid certificate.

Short Form

Bad cert from server

Parameters

Label CEF Label Type Usage

url request Text A uniform resource location

Description

An attempt to contact the agent was rejected. This may be due to attempting to register an agent with a new key manager after that
agent was registered with a different key manager. A COM4635W log message may give more details.

Message ID : COM4634W 446



Message ID : COM4635W

Severity

Warning

Long Form

A machine identifying itself as {0} tried to contact the VMD, but there was an error: {1}{2}; "{3}"; Subcode: "{4}"; Reason: "{5}";
Detail: "{6}".

Short Form

SOAP server error

Parameters

Label CEF Label Type Usage

url request Text A uniform resource location

showStr reason Text Code specifying reason for allowing access, if any

ecode cn1 Numeric An error code

context vds_context Text Fault context

subcode vds_subcodeText Fault subcode

showStr reason Text Code specifying reason for allowing access, if any

detail vds_detail Text Fault detail

Message ID : COM4635W 447



Description

The key manager tried to contact the agent but did not succeed. The "reason" field tells you why the certificate was rejected, and the
"detail" field tells you what action was attempted at the time.

Message ID : COM4635W 448



Logger DGV: Errors

Message ID : DGV6001E

Severity

Error

Long Form

Memory allocation failed in [{0}] at line [{1}]

Short Form

Out of memory

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV6002E
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Severity

Error

Long Form

Data governance exception with error [{0}] in [{1}] at line [{2}]

Short Form

Exception

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV6003E

Severity

Error

Message ID : DGV6002E 450



Long Form

Invalid data governance connector type {0}

Short Form

Invalid connector

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV6004E

Severity

Error

Long Form

Invalid data governance data source type {0}

Message ID : DGV6003E 451



Short Form

Invalid data source type

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV6005E

Severity

Error

Long Form

HTTP request {0} failed with the status code {1} and message {2}

Short Form

HTTP request failed

Message ID : DGV6004E 452



Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV6006E

Severity

Error

Long Form

UUID creation failed with error {0}

Short Form

UUID creation failed

Parameters

No parameters are provided for this message type

Message ID : DGV6005E 453



Description

None

Message ID : DGV6007E

Severity

Error

Long Form

Type {0} is not found

Short Form

Type not found

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV6006E 454



Message ID : DGV6008E

Severity

Error

Long Form

Attribute {0} value is not found

Short Form

Attribute value not found

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV6009E

Severity

Error

Message ID : DGV6008E 455



Long Form

Failed to get attributes for {0} with error {1}

Short Form

Failed to get file attributes

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV6010E

Severity

Error

Long Form

Failed to create the tag directory {0} with error {1}

Message ID : DGV6009E 456



Short Form

Failed to create tag directory

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV6011E

Severity

Error

Long Form

User {0} in domain {1} failed to connect to network path {2}. Error code {3}

Short Form

Net connect error

Message ID : DGV6010E 457



Parameters

Label CEF Label Type Usage

user suser Text User name

domain dntdom Text A domain name (policy, network, users, etc)

url request Text A uniform resource location

ecode cn1 Numeric An error code

Description

None

Message ID : DGV6012E

Severity

Error

Long Form

AWS request exception {0}. Error message {1}

Short Form

AWS request error

Message ID : DGV6011E 458



Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV6013E

Severity

Error

Long Form

Failed to add tag {0} to {1}. Error message {2}

Short Form

Failed to add tag

Parameters

No parameters are provided for this message type

Message ID : DGV6012E 459



Description

None

Message ID : DGV6014E

Severity

Error

Long Form

Failed to delete tag {0} from {1}. Error message {2}

Short Form

Failed to delete tag

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV6013E 460



Message ID : DGV6015E

Severity

Error

Long Form

Failed to initialize tag for {0}

Short Form

Failed to initialize tag

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV6016E

Severity

Error

Message ID : DGV6015E 461



Long Form

Failed to process tagging event. Error message {0}

Short Form

Failed to process tagging event

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV6017E

Severity

Error

Long Form

Atlas REST failed with SSL. Error message {0}

Message ID : DGV6016E 462



Short Form

Atlas REST failed with SSL

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV6018E

Severity

Error

Long Form

Failed to get uuid for {0}

Short Form

Failed to get uuid

Message ID : DGV6017E 463



Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7007E

Severity

Error

Long Form

DDC machine learning exception with error [{0}] in [{1}] at line [{2}]

Short Form

Machine learning exception

Parameters

No parameters are provided for this message type

Message ID : DGV6018E 464



Description

None

Message ID : DGV7009E

Severity

Error

Long Form

Failed to open {0} with errno {1} for the machine learning request {2}

Short Form

Machine learning open error

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

ecode cn1 Numeric An error code

Message ID : DGV7007E 465



Description

None

Message ID : DGV7011E

Severity

Error

Long Form

Failed to write {0} with errno {1} for the machine learning request {2}

Short Form

Machine learning write error

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

ecode cn1 Numeric An error code

Message ID : DGV7009E 466



Description

None

Message ID : DGV7012E

Severity

Error

Long Form

Failed to read {0} with errno {1} for the machine learning request {2}

Short Form

Machine learning read error

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

ecode cn1 Numeric An error code

Message ID : DGV7011E 467



Description

None

Message ID : DGV7014E

Severity

Error

Long Form

DDC machine learning REST failed with SSL. Error message {0}

Short Form

Machine learning REST failed with SSL

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7012E 468



Message ID : DGV7019E

Severity

Error

Long Form

Failed to download the machine learning model {0} for the request {1}

Short Form

Failed to download machine learning model

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7023E

Severity

Error

Message ID : DGV7019E 469



Long Form

Invalid scan filter {0}

Short Form

Machine learning invalid scan filter

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7030E

Severity

Error

Long Form

Failed to create the machine learning model {0} for the request {1}

Message ID : DGV7023E 470



Short Form

Failed to create machine learning model

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7033E

Severity

Error

Long Form

Failed to extract text from {0} for the machine learning request {1}

Short Form

Machine learning failed to extract text

Message ID : DGV7030E 471



Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7038E

Severity

Error

Long Form

Failed the method {0} of the machine learning model {1} for the request {2}: batch size {3}, data size {4} bytes, source {5}

Short Form

Failed the machine learning model method

Parameters

No parameters are provided for this message type

Message ID : DGV7033E 472



Description

None

Message ID : DGV7041E

Severity

Error

Long Form

Skipped the folder {0}({1}) for the data store {2}({3}) for the machine learning request {4}

Short Form

Machine learning skipped the folder

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7038E 473



Message ID : DGV7046E

Severity

Error

Long Form

The checksum does not match for {0} of {1} for the machine learning request {2}

Short Form

Machine learning checksum verification failed

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7054E

Severity

Error

Message ID : DGV7046E 474



Long Form

Failed to send the event: {0}

Short Form

Failed to send the event

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7054E 475



Logger DGV: Information

Message ID : DGV6019I

Severity

Information

Long Form

Starting scan of {0}

Short Form

Starting scan

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV6020I
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Severity

Information

Long Form

Finished scan of {0} in {1} seconds

Short Form

Finished scan

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV6022I

Severity

Information

Message ID : DGV6020I 477



Long Form

LDT rekey requested for path [{0}]

Short Form

LDT rekey request

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7001I

Severity

Information

Long Form

Starting the machine learning request {0}

Message ID : DGV6022I 478



Short Form

Starting machine learning

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7002I

Severity

Information

Long Form

Canceled the machine learning request {0}

Short Form

Canceled machine learning

Message ID : DGV7001I 479



Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7004I

Severity

Information

Long Form

Finished the machine learning request {0}

Short Form

Finished machine learning

Parameters

No parameters are provided for this message type

Message ID : DGV7002I 480



Description

None

Message ID : DGV7005I

Severity

Information

Long Form

Initializing the machine learning model for the request {0}

Short Form

Initializing machine learning model

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7004I 481



Message ID : DGV7006I

Severity

Information

Long Form

Initialized the machine learning model for the request {0}

Short Form

Initialized machine learning model

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7008I

Severity

Information

Message ID : DGV7006I 482



Long Form

Processed {0} files for the machine learning request {1}

Short Form

Machine learning processed

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7010I

Severity

Information

Long Form

Paused the machine learning request {0}

Message ID : DGV7008I 483



Short Form

Paused machine learning

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7013I

Severity

Information

Long Form

Write {0} files to scan list for the machine learning request {1}

Short Form

Machine learning scanned

Message ID : DGV7010I 484



Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7016I

Severity

Information

Long Form

Stopped the machine learning request {0}

Short Form

Stopped machine learning

Parameters

No parameters are provided for this message type

Message ID : DGV7013I 485



Description

None

Message ID : DGV7017I

Severity

Information

Long Form

Downloading the machine learning model {0} for the request {1}

Short Form

Downloading machine learning model

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7016I 486



Message ID : DGV7018I

Severity

Information

Long Form

Downloaded the machine learning model {0} for the request {1}

Short Form

Downloaded machine learning model

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7020I

Severity

Information

Message ID : DGV7018I 487



Long Form

The machine learning library is started on host {0}

Short Form

Machine learning library started

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7021I

Severity

Information

Long Form

The machine learning library is stopped on host {0}

Message ID : DGV7020I 488



Short Form

Machine learning library stopped

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7022I

Severity

Information

Long Form

The machine learning library is idle on host {0}

Short Form

Machine learning library idle

Message ID : DGV7021I 489



Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7024I

Severity

Information

Long Form

The language {0} of {1} does not match the model {2} for the machine learning request {3}

Short Form

Machine learning model language mismatch

Parameters

No parameters are provided for this message type

Message ID : DGV7022I 490



Description

None

Message ID : DGV7025I

Severity

Information

Long Form

The file type {0} of {1} does not match the model {2} for the machine learning request {3}

Short Form

Machine learning model file type mismatch

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7024I 491



Message ID : DGV7026I

Severity

Information

Long Form

Downloading {0} of {1} for the machine learning request {2}

Short Form

Downloading machine learning file

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7027I

Severity

Information

Message ID : DGV7026I 492



Long Form

Downloaded {0} of {1} for the machine learning request {2}

Short Form

Downloaded machine learning file

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7028I

Severity

Information

Long Form

Creating the machine learning model {0} for the request {1}

Message ID : DGV7027I 493



Short Form

Creating machine learning model

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7029I

Severity

Information

Long Form

Created the machine learning model {0} for the request {1}

Short Form

Created machine learning model

Message ID : DGV7028I 494



Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7031I

Severity

Information

Long Form

Extracting text from {0} for the machine learning request {1}

Short Form

Machine learning extracting text

Parameters

No parameters are provided for this message type

Message ID : DGV7029I 495



Description

None

Message ID : DGV7032I

Severity

Information

Long Form

Extracted text from {0} for the machine learning request {1} in {2} milliseconds

Short Form

Machine learning extracted text

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7031I 496



Message ID : DGV7034I

Severity

Information

Long Form

Generating file list under the folder {0} for the machine learning request {1}

Short Form

Machine learning generating file list

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7035I

Severity

Information

Message ID : DGV7034I 497



Long Form

Generated file list under the folder {0} for the machine learning request {1}

Short Form

Machine learning generated file list

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7036I

Severity

Information

Long Form

Calling the method {0} of the machine learning model {1} for the request {2}: batch size {3}, data size {4} bytes, source {5}

Message ID : DGV7035I 498



Short Form

Calling the machine learning model method

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7037I

Severity

Information

Long Form

Finished the method {0} of the machine learning model {1} for the request {2} in {3} milliseconds: batch size {4}, data size {5}
bytes, source {6}

Short Form

Called the machine learning model method

Message ID : DGV7036I 499



Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7039I

Severity

Information

Long Form

Extracted {0} from {1} for the machine learning request {2}

Short Form

Machine learning extracted archive

Parameters

No parameters are provided for this message type

Message ID : DGV7037I 500



Description

None

Message ID : DGV7040I

Severity

Information

Long Form

The machine learning agent has processed {0} predictions. Suggest to restart the agent.

Short Form

Machine learning processed predictions

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7039I 501



Message ID : DGV7042I

Severity

Information

Long Form

Resumed the machine learning request {0}

Short Form

Resumed machine learning

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7043I

Severity

Information

Message ID : DGV7042I 502



Long Form

Automatically paused the machine learning request {0}

Short Form

Automatically paused machine learning

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7044I

Severity

Information

Long Form

Automatically resumed the machine learning request {0}

Message ID : DGV7043I 503



Short Form

Automatically resumed machine learning

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7045I

Severity

Information

Long Form

The text of {0} is empty for the machine learning request {1}

Short Form

Empty machine learning text

Message ID : DGV7044I 504



Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7049I

Severity

Information

Long Form

The machine learning agent certificate has been changed.

Short Form

Machine learning agent certificate changed

Parameters

No parameters are provided for this message type

Message ID : DGV7045I 505



Description

None

Message ID : DGV7050I

Severity

Information

Long Form

The agent is slowing down because the machine has {0} percent memory available.

Short Form

Available memory

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7049I 506



Message ID : DGV7051I

Severity

Information

Long Form

Skipped {0} for the machine learning request {1} because of the file type {2}.

Short Form

Skipped scan due to the file type

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7052I

Severity

Information

Message ID : DGV7051I 507



Long Form

Generating the embeddings with the machine learning model {0} for the request {1}: entity number {2}, remaining entity number
{3}, source {4}

Short Form

Generating entity embeddings

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7053I

Severity

Information

Long Form

Generated the embeddings with the machine learning model {0} for the request {1} in {2} milliseconds: entity number {3},
remaining entity number {4}, source {5}

Message ID : DGV7052I 508



Short Form

Generated entity embeddings

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7053I 509



Logger DGV: Warnings

Message ID : DGV6021W

Severity

Warning

Long Form

Skipping tags [{0}] for file [{1}]

Short Form

Skipping tags

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7003W
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Severity

Warning

Long Form

Finished the machine learning request {0} with error

Short Form

Finished machine learning with error

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7015W

Severity

Warning

Message ID : DGV7003W 511



Long Form

DDC machine learning does not have value for the configuration {0}

Short Form

Machine learning configuration missing

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7047W

Severity

Warning

Long Form

{0} is an embedding model specified in the prediction request {1} without similarity search enabled.

Message ID : DGV7015W 512



Short Form

Embedding model without similarity search

Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7048W

Severity

Warning

Long Form

Skipped {0} for the machine learning request {1} because the file has the character set {2}.

Short Form

Skipped scan due to the character set

Message ID : DGV7047W 513



Parameters

No parameters are provided for this message type

Description

None

Message ID : DGV7048W 514



Logger DXF: Debug messages

Message ID : DXF4308D

Severity

Debug

Long Form

No files found in directory {0}

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4310D

Severity

Debug
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Long Form

Starting data transform of {0}

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4311D

Severity

Debug

Long Form

Finished data transform of {0}

Short Form

No short form is provided for this message type

Message ID : DXF4310D 516



Description

None

Message ID : DXF4473D

Severity

Debug

Long Form

Process {0}: error {1} opening lock file at {2}. This may be due to an already running data transform instance

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4475D

Severity

Debug

Message ID : DXF4311D 517



Long Form

Starting scan of {0}

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4475D 518



Logger DXF: Errors

Message ID : DXF3205E

Severity

Error

Long Form

The secfs component doesn't support online data transform on "{0}". Please run the data transform utility without --oxf option to
transform the data offline.

Short Form

No online Xform support.

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None
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Message ID : DXF3206E

Severity

Error

Long Form

Deep Scan operation is not supported with online data transformation. Please run deep scan without --oxf option.

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF3207E

Severity

Error

Long Form

Cannot open or create current status file {0} : {1}

Message ID : DXF3206E 520



Short Form

No current status file

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : DXF3208E

Severity

Error

Long Form

Cannot write current status file {0} : {1}

Message ID : DXF3207E 521



Short Form

current status file write error

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : DXF3209E

Severity

Error

Long Form

Invalid data in current status file {0}

Message ID : DXF3208E 522



Short Form

Bad current status file content

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF3215E

Severity

Error

Long Form

File "{0}" Invalid xf mode.

Short Form

Invalid xf mode.

Message ID : DXF3209E 523



Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF3216E

Severity

Error

Long Form

File "{0}" vmfs get file system failed.

Short Form

vmfs get file system failed.

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Message ID : DXF3215E 524



Description

None

Message ID : DXF3217E

Severity

Error

Long Form

File "{0}" start self access failed.

Short Form

start self access failed.

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF3216E 525



Message ID : DXF3218E

Severity

Error

Long Form

File "{0}" File handle is invalid.

Short Form

File handle is invalid.

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF3219E

Message ID : DXF3218E 526



Severity

Error

Long Form

File "{0}" failed to get the inode.

Short Form

inode failure

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF3220E

Severity

Error

Message ID : DXF3219E 527



Long Form

File "{0}" failed to get the GuardPoint MD.

Short Form

failed to get the GuardPoint MD.

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF3221E

Severity

Error

Long Form

File "{0}" failed to get the inode INF information.

Message ID : DXF3220E 528



Short Form

inode INF failure

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF3222E

Severity

Error

Long Form

File "{0}" Inode is null.

Short Form

Inode is null.

Message ID : DXF3221E 529



Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF3223E

Severity

Error

Long Form

File "{0}" failed to get the file name.

Short Form

inode name failure.

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Message ID : DXF3222E 530



Description

None

Message ID : DXF3224E

Severity

Error

Long Form

File "{0}" validation of MD failed.

Short Form

validation of MD failed.

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF3223E 531



Message ID : DXF3225E

Severity

Error

Long Form

File "{0}" file MD is null.

Short Form

file MD is null.

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF3226E

Message ID : DXF3225E 532



Severity

Error

Long Form

File "{0}" File MD is in the error state.

Short Form

File MD is in the error state.

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF3227E

Severity

Error

Message ID : DXF3226E 533



Long Form

File "{0}" Access check failed. Please check your policy.

Short Form

Access check failed. Please check your policy.

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF3228E

Severity

Error

Long Form

File "{0}" failed while quering the MD from the stream file.

Message ID : DXF3227E 534



Short Form

failed while quering the MD from the stream file.

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF3229E

Severity

Error

Long Form

File "{0}" Invalid GP meta data.

Short Form

Invalid GP meta data.

Message ID : DXF3228E 535



Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF3230E

Severity

Error

Long Form

File "{0}" failed to get the GuardPoint file system.

Short Form

failed to get the GuardPoint file system.

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Message ID : DXF3229E 536



Description

None

Message ID : DXF3231E

Severity

Error

Long Form

File "{0}" GuardPoint MD is null.

Short Form

GuardPoint MD is null.

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF3230E 537



Message ID : DXF3232E

Severity

Error

Long Form

File "{0}" Rekey failed.

Short Form

Rekey failed.

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF3233E

Message ID : DXF3232E 538



Severity

Error

Long Form

File "{0}" Opening the file handle failed.

Short Form

Opening the file handle failed.

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF3238E

Severity

Error

Message ID : DXF3233E 539



Long Form

LDT-ALERT: Scan error on [{0}] removing MDS guard for relaunching dataxform.

Short Form

LDT scan error

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : DXF3239E

Severity

Error

Long Form

LDT-ALERT: Online Dataxfrom failed during post scan stage on [{0}]

Message ID : DXF3238E 540



Short Form

LDT postscan failure

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : DXF3240E

Severity

Error

Long Form

Failed to initialize the context for container {0}.

Short Form

failed to initialize container

Message ID : DXF3239E 541



Parameters

Label Type Usage

dockerid Text Docker image or container id

Description

None

Message ID : DXF3241E

Severity

Error

Long Form

The container {0} is not running.

Short Form

container not running

Parameters

Label Type Usage

dockerid Text Docker image or container id

Message ID : DXF3240E 542



Description

None

Message ID : DXF3242E

Severity

Error

Long Form

Verify this is a guard point with valid data transformation policy, and check the system log files for any other problems. It may be
due to one or more of following reasons; 1.policy has no valid key rule(s), and/or 2. policy has no key_op rule, and/or 3. policy has
valid permit rule(s), and/or 4. policy rule that contains key_op in the action field also specifies other actions, and/or 5. verify that
user has not enabled Header Style guardpoint as Offline transformation does not support header based guardpoints 6. Verify if
guarding CIFS share with standard policy (new CBC-CS1 Key) for vmfiltr.

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF3241E 543



Message ID : DXF3243E

Severity

Error

Long Form

The file {0} has an invalid header; skipping

Short Form

Skipping invalid header

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF3244E

Message ID : DXF3243E 544



Severity

Error

Long Form

The file {0} was skipped. It has an invalid header

Short Form

Skipped - invalid header

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF3245E

Severity

Error

Message ID : DXF3244E 545



Long Form

The file {0} was previously skipped. It has an invalid header

Short Form

Prev skipped - invalid header

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF3246E

Severity

Error

Long Form

Number of files skipped due to an invalid header: {0}

Message ID : DXF3245E 546



Short Form

Files with invalid header

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF3247E

Severity

Error

Long Form

Number of files previously skipped due to an invalid header: {0}

Short Form

Prev files with invalid header

Message ID : DXF3246E 547



Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF3248E

Severity

Error

Long Form

The file {0} is encrypted with a wrong key; skipping

Short Form

Skipping wrong key

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Message ID : DXF3247E 548



Description

None

Message ID : DXF3249E

Severity

Error

Long Form

The file {0} was skipped. It is encrypted with a wrong key

Short Form

Skipped - wrong key

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF3248E 549



Message ID : DXF3250E

Severity

Error

Long Form

The file {0} was previously skipped. It is encrypted with a wrong key

Short Form

Prev skipped - wrong key

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF3251E

Message ID : DXF3250E 550



Severity

Error

Long Form

Number of files skipped due to a wrong key: {0}

Short Form

Files with wrong key

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF3252E

Severity

Error

Message ID : DXF3251E 551



Long Form

Number of files previously skipped due to a wrong key: {0}

Short Form

Prev files with wrong key

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4100E

Severity

Error

Long Form

. --deep_scan Perform scan as above with additional file

Message ID : DXF3252E 552



Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4101E

Severity

Error

Long Form

. access checks, and estimate time required to

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4100E 553



Message ID : DXF4102E

Severity

Error

Long Form

. complete data transformation of guard point

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4105E

Severity

Error

Long Form

Number of files previously in error for an unknown reason: {0}

Message ID : DXF4102E 554



Short Form

Prev unknown file errors

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4106E

Severity

Error

Long Form

Number of files in error for an unknown reason: {0}

Short Form

Unknown file errors

Message ID : DXF4105E 555



Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4107E

Severity

Error

Long Form

The file {0} was previously in error for an unknown reason

Short Form

Prev error - unknown

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Message ID : DXF4106E 556



Description

None

Message ID : DXF4108E

Severity

Error

Long Form

The file {0} was in error for an unknown reason

Short Form

Prev xform file in error

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4107E 557



Message ID : DXF4109E

Severity

Error

Long Form

Error "{0}" opening lock file in {1}

Short Form

Lock file error

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

filePath filePath Text Full path to file

Description

None

Message ID : DXF4109E 558



Message ID : DXF4111E

Severity

Error

Long Form

Process {0}: error "{1}" opening lock file at {2}. This may be due to an already running data transform instance

Short Form

Lock file open error

Parameters

Label CEF Label Type Usage

ecode cn1 Numeric An error code

showStr reason Text Code specifying reason for allowing access, if any

filePath filePath Text Full path to file

Description

None

Message ID : DXF4111E 559



Message ID : DXF4112E

Severity

Error

Long Form

Error "{0}" creating lock file in {1}

Short Form

Lock file create fail

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

filePath filePath Text Full path to file

Description

None

Message ID : DXF4112E 560



Message ID : DXF4113E

Severity

Error

Long Form

Cannot create the data transform recovery/status file {0}, {1}

Short Form

Status file create error

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : DXF4113E 561



Message ID : DXF4114E

Severity

Error

Long Form

Error "{0}" getting file info for {1}

Short Form

Stat fail

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

filePath filePath Text Full path to file

Description

None

Message ID : DXF4114E 562



Message ID : DXF4115E

Severity

Error

Long Form

Error "{0}" getting file attributes for {1}

Short Form

Attr fail

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

filePath filePath Text Full path to file

Description

None

Message ID : DXF4115E 563



Message ID : DXF4116E

Severity

Error

Long Form

Error "{0}" setting file attributes for {1}

Short Form

Attr set error

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

filePath filePath Text Full path to file

Description

None

Message ID : DXF4116E 564



Message ID : DXF4117E

Severity

Error

Long Form

Cannot find files in {0}, {1}

Short Form

File first error

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : DXF4117E 565



Message ID : DXF4119E

Severity

Error

Long Form

Error "{0}" setting file time for {1}

Short Form

Time set error

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

filePath filePath Text Full path to file

Description

None

Message ID : DXF4119E 566



Message ID : DXF4120E

Severity

Error

Long Form

Cannot recover previous session as file list is missing

Short Form

Missing file list

Parameters

No parameters are provided for this message type

Description

None

Message ID : DXF4121E

Severity

Error

Message ID : DXF4120E 567



Long Form

Cannot perform data transform for {0}, not a directory

Short Form

Not a dir

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : DXF4124E

Severity

Error

Long Form

The file {0} was skipped. There was insufficient memory to process it

Message ID : DXF4121E 568



Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4125E

Severity

Error

Long Form

The file {0} was previously skipped. There was insufficient memory to process it

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4124E 569



Message ID : DXF4133E

Severity

Error

Long Form

The file {0} was in error. dataxform had insufficient permission

Short Form

Bad perms

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4134E

Message ID : DXF4133E 570



Severity

Error

Long Form

The file {0} was previously in error. dataxform had insufficient permission

Short Form

Prev error bad perms

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4135E

Severity

Error

Message ID : DXF4134E 571



Long Form

Number of files in error due to insufficient permission: {0}

Short Form

Perm errors

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4136E

Severity

Error

Long Form

Number of files previously in error due to insufficient permission: {0}

Message ID : DXF4135E 572



Short Form

Prev perm errors

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4137E

Severity

Error

Long Form

The file {0} was in error. There was insufficient memory to process it

Short Form

Out of memory

Message ID : DXF4136E 573



Parameters

No parameters are provided for this message type

Description

None

Message ID : DXF4138E

Severity

Error

Long Form

The file {0} was previously in error. There was insufficient memory to process it

Short Form

Prev error - no memory

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Message ID : DXF4137E 574



Description

None

Message ID : DXF4139E

Severity

Error

Long Form

Number of files in error due to insufficient memory: {0}

Short Form

No-memory files skipped

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4138E 575



Message ID : DXF4140E

Severity

Error

Long Form

Number of files previously in error due to insufficient memory: {0}

Short Form

Prev no-memory files skipped

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4141E

Message ID : DXF4140E 576



Severity

Error

Long Form

Directory path too long: {0}

Short Form

Dir too long

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4142E

Severity

Error

Message ID : DXF4141E 577



Long Form

Unable to process directory {0}

Short Form

Dir in error

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4149E

Severity

Error

Long Form

. --preserve_sparse_files Don't encrypt file holes. Not the default

Message ID : DXF4142E 578



Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4150E

Severity

Error

Long Form

Removal of data transformation status files completed

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4149E 579



Message ID : DXF4151E

Severity

Error

Long Form

Removal of data transformation status files abandoned

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4152E

Severity

Error

Long Form

Cleanup-on-success option is only valid with rekey operations

Message ID : DXF4151E 580



Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4153E

Severity

Error

Long Form

. --cleanup_on_success Remove status files upon success

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4152E 581



Message ID : DXF4155E

Severity

Error

Long Form

The rekey list file provided contains an invalid entry "{0}". Please remove or correct the entry then try again.

Short Form

Invalid rekey file list entry

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4156E

Message ID : DXF4155E 582



Severity

Error

Long Form

. --unrecoverable Perform rekey without recording recovery data,

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4157E

Severity

Error

Long Form

. which may run considerably faster than a normal

Message ID : DXF4156E 583



Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4158E

Severity

Error

Long Form

. rekey, but if it fails restoration of the guarded

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4157E 584



Message ID : DXF4159E

Severity

Error

Long Form

. data from backup will be required.

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4160E

Severity

Error

Long Form

Cannot continue a previous recoverable run with the "--unrecoverable" option set

Message ID : DXF4159E 585



Short Form

Prev op was recoverable rekey

Parameters

No parameters are provided for this message type

Description

None

Message ID : DXF4162E

Severity

Error

Long Form

Cannot perform data transform for {0}, failed to get HDFS file name

Short Form

Failed to get HDFS file name

Message ID : DXF4160E 586



Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4163E

Severity

Error

Long Form

The file {0} was previously in error. Failed to get HDFS file name

Short Form

Prev error - failed to get HDFS file name

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Message ID : DXF4162E 587



Description

None

Message ID : DXF4164E

Severity

Error

Long Form

Number of files in error due to failure getting HDFS file name: {0}

Short Form

HDFS file name errors

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4163E 588



Message ID : DXF4165E

Severity

Error

Long Form

Number of files previously in error due to failure getting HDFS file name: {0}

Short Form

Prev HDFS file name errors

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4166E

Message ID : DXF4165E 589



Severity

Error

Long Form

The file {0} was in error. There was insufficient disk space to process it

Short Form

Out of disk space

Parameters

No parameters are provided for this message type

Description

None

Message ID : DXF4167E

Severity

Error

Message ID : DXF4166E 590



Long Form

. --cid Specify Docker container id.

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4168E

Severity

Error

Long Form

. --migrate Migrate Data from Protect File Encryption.

Short Form

No short form is provided for this message type

Message ID : DXF4167E 591



Description

None

Message ID : DXF4169E

Severity

Error

Long Form

. --embed Convert all the files to CTE-U embedded header.

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4170E

Severity

Error

Message ID : DXF4168E 592



Long Form

. --update_keyid Update to new keyid after a key migration.

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4171E

Severity

Error

Long Form

. --console_level Change the logging level to the console.

Short Form

No short form is provided for this message type

Message ID : DXF4170E 593



Description

None

Message ID : DXF4172E

Severity

Error

Long Form

. Range: [ALL, TRACE, DEBUG, INFO, WARN, ERROR, OFF] Default: ERROR

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4173E

Severity

Error

Message ID : DXF4171E 594



Long Form

. --applog_level Override the logging level for the dataxform logs.

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4174E

Severity

Error

Long Form

. Range: [ALL, TRACE, DEBUG, INFO, WARN, ERROR, OFF] Default: VMD setting

Short Form

No short form is provided for this message type

Message ID : DXF4173E 595



Description

None

Message ID : DXF4215E

Severity

Error

Long Form

The file {0} was in error. It was open and could not be modified safely

Short Form

Error open file

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4174E 596



Message ID : DXF4227E

Severity

Error

Long Form

The options --preserve_sparse_files and --encrypt_sparse_file_holes are mutually exclusive

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4228E

Severity

Error

Long Form

. --preserve_sparse_files Don't encrypt file holes. Default behavior

Message ID : DXF4227E 597



Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4229E

Severity

Error

Long Form

. --encrypt_sparse_file_holes The opposite of --preserve_sparse_files

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4228E 598



Message ID : DXF4230E

Severity

Error

Long Form

. This option has the potential to increase

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4231E

Severity

Error

Long Form

. the amount of space files take up on disk

Message ID : DXF4230E 599



Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4232E

Severity

Error

Long Form

. --buf_size Performance tuning: The size, in KB, of the

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4231E 600



Message ID : DXF4233E

Severity

Error

Long Form

. buffer used for transforming data

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4234E

Severity

Error

Long Form

. Range: [4..128]. Default: 128

Message ID : DXF4233E 601



Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4235E

Severity

Error

Long Form

. --mt Performance tuning: The max. number of

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4234E 602



Message ID : DXF4236E

Severity

Error

Long Form

. threads that the secfs can use per file

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4237E

Severity

Error

Long Form

. Range: [1..16]. Default: 16

Message ID : DXF4236E 603



Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4238E

Severity

Error

Long Form

. --thd Performance tuning: The max. number of

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4237E 604



Message ID : DXF4239E

Severity

Error

Long Form

. files to transform at once

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4240E

Severity

Error

Long Form

. Range: [1..32]. Defaults: unix:28 win:8

Message ID : DXF4239E 605



Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4241E

Severity

Error

Long Form

More than {0} files were encountered in the directory {1}. This will consume excessive system resources. Aborting. No files have
been transformed. To disable this check, rerun with the "--disable_memory_checking" flag

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4240E 606



Message ID : DXF4243E

Severity

Error

Long Form

. --status_interval The frequency, in seconds, of how often to

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4244E

Severity

Error

Long Form

. report status to the logs. Default: 300

Message ID : DXF4243E 607



Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4247E

Severity

Error

Long Form

Cannot open or create directory listing file {0} : {1}

Short Form

No dir file

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

showStr reason Text Code specifying reason for allowing access, if any

Message ID : DXF4244E 608



Description

None

Message ID : DXF4248E

Severity

Error

Long Form

Cannot re-use invalid directory listing file {0}

Short Form

Bad dir file

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4247E 609



Message ID : DXF4249E

Severity

Error

Long Form

Failed to cleanly close directory listing file {0} : {1}

Short Form

Close dir file error

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : DXF4249E 610



Message ID : DXF4250E

Severity

Error

Long Form

Cannot rename directory listing file from {0} to {1} :{2}

Short Form

Rename dir file error

Parameters

Label CEF Label Type Usage

oldFilePath oldFilePath Text Previous path to file (for rename and link)

filePath filePath Text Full path to file

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : DXF4250E 611



Message ID : DXF4251E

Severity

Error

Long Form

Invalid data in listing file {0}

Short Form

Bad dir file content

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4252E

Message ID : DXF4251E 612



Severity

Error

Long Form

Cannot write directory listing file {0} : {1}

Short Form

Dir file write error

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : DXF4255E

Message ID : DXF4252E 613



Severity

Error

Long Form

Inconsistent data in recovery files {0} and {1}.

Short Form

Inconsistent recovery files

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

filePath filePath Text Full path to file

Description

None

Message ID : DXF4266E

Message ID : DXF4255E 614



Severity

Error

Long Form

Error "{0}" updating status file {1}

Short Form

File update error

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

filePath filePath Text Full path to file

Description

None

Message ID : DXF4270E

Message ID : DXF4266E 615



Severity

Error

Long Form

Number of files in error due to secfs component stopping data transform: {0}

Short Form

Secfs stop files errors

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4271E

Severity

Error

Message ID : DXF4270E 616



Long Form

Number of files in error due to a signal stopping the dataxform: {0}

Short Form

Signal stop files errors

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4272E

Severity

Error

Long Form

Number of files in error due to being open and could not be modified safely: {0}

Message ID : DXF4271E 617



Short Form

Unsafe file errors

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4282E

Severity

Error

Long Form

Error "{0}" reading directory entry {1}

Short Form

Read dir error

Message ID : DXF4272E 618



Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

filePath filePath Text Full path to file

Description

None

Message ID : DXF4286E

Severity

Error

Long Form

Number of files previously in error due to secfs component stopping data transform: {0}

Short Form

Prev secfs stop files errors

Message ID : DXF4282E 619



Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4287E

Severity

Error

Long Form

Number of files previously in error due to a signal stopping the dataxform: {0}

Short Form

Prev signal stop files errors

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Message ID : DXF4286E 620



Description

None

Message ID : DXF4288E

Severity

Error

Long Form

Number of files previously in error due to being open and could not be modified safely: {0}

Short Form

Prev unsafe file errors

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4287E 621



Message ID : DXF4289E

Severity

Error

Long Form

Unable to read {0}: {1}

Short Form

Read info error

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : DXF4289E 622



Message ID : DXF4290E

Severity

Error

Long Form

Unable to create simulation file {0}: {1}

Short Form

Create sim file error

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : DXF4290E 623



Message ID : DXF4291E

Severity

Error

Long Form

Error creating directory {0}: {1}

Short Form

Create sim dir error

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : DXF4291E 624



Message ID : DXF4292E

Severity

Error

Long Form

Error removing directory {0}: {1}

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4294E

Severity

Error

Long Form

About to perform a deep scan

Message ID : DXF4292E 625



Short Form

Deep scan start

Parameters

No parameters are provided for this message type

Description

None

Message ID : DXF4295E

Severity

Error

Long Form

-- To enable consistent results, do not access the directory during the scan

Short Form

No short form is provided for this message type

Message ID : DXF4294E 626



Description

None

Message ID : DXF4296E

Severity

Error

Long Form

-- Transformation simulations will be performed, which may take some time

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4297E

Severity

Error

Message ID : DXF4295E 627



Long Form

Filesystem containing {0} is too full to perform simulations

Short Form

FS too full for sim

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4298E

Severity

Error

Long Form

Filesystem containing {0} is too full to create file lists

Message ID : DXF4297E 628



Short Form

FS too full

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4299E

Severity

Error

Long Form

Verify this is a guard point with valid data transformation policy, and check the system log files for any other problems. It may be
due to one or more of following reasons; 1.policy has no valid key rule(s), and/or 2. policy has no key_op rule, and/or 3. policy has
valid permit rule(s), and/or 4. policy rule that contains key_op in the action field also specifies other actions.

Message ID : DXF4298E 629



Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4300E

Severity

Error

Long Form

Out of Memory

Short Form

Out of memory

Parameters

No parameters are provided for this message type

Message ID : DXF4299E 630



Description

None

Message ID : DXF4301E

Severity

Error

Long Form

The secfs component doesn't support data transform on {0}

Short Form

No xform support

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : DXF4300E 631



Message ID : DXF4302E

Severity

Error

Long Form

Error {0} opening configuration file in {1}

Short Form

Config file error

Parameters

Label CEF Label Type Usage

ecode cn1 Numeric An error code

filePath filePath Text Full path to file

Description

None

Message ID : DXF4302E 632



Message ID : DXF4303E

Severity

Error

Long Form

Error {0} opening lock file in {1}

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4304E

Severity

Error

Long Form

Error {0} creating lock file in {1}

Message ID : DXF4303E 633



Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4306E

Severity

Error

Long Form

Error invalid version {0} for configuration file in {1}

Short Form

Bad config version

Parameters

Label CEF Label Type Usage

verno vds_verno Numeric A version number

filePath filePath Text Full path to file

Message ID : DXF4304E 634



Description

None

Message ID : DXF4312E

Severity

Error

Long Form

A file or directory in {0} may be corrupt or unreachable

Short Form

File inaccesible

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4306E 635



Message ID : DXF4313E

Severity

Error

Long Form

There was an invalid parameter while processing directory {0}

Short Form

Invalid dir param

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4314E

Message ID : DXF4313E 636



Severity

Error

Long Form

Out of memory while processing directory {0}

Short Form

Out of memory processing dir

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4315E

Severity

Error

Message ID : DXF4314E 637



Long Form

Error code {0} while processing directory {1}

Short Form

Dir processing error

Parameters

Label CEF Label Type Usage

ecode cn1 Numeric An error code

filePath filePath Text Full path to file

Description

None

Message ID : DXF4325E

Severity

Error

Message ID : DXF4315E 638



Long Form

Cannot perform data transform for {0}, does not exist

Short Form

Does not exist

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : DXF4326E

Severity

Error

Long Form

Cannot perform data transform for {0}, access denied

Message ID : DXF4325E 639



Short Form

Access denied

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : DXF4328E

Severity

Error

Long Form

Secfs component gave unexpected status {0}

Short Form

Unexpected Secfs error

Message ID : DXF4326E 640



Parameters

Label CEF Label Type Usage

ecode cn1 Numeric An error code

Description

None

Message ID : DXF4330E

Severity

Error

Long Form

No file name provided to hold recovery file list

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4328E 641



Message ID : DXF4331E

Severity

Error

Long Form

Cannot open {0} to get recovery file list

Short Form

List access fail

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4334E

Message ID : DXF4331E 642



Severity

Error

Long Form

No value provided for command line parameter {0}

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4335E

Severity

Error

Long Form

Unknown command line option {0}

Message ID : DXF4334E 643



Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4336E

Severity

Error

Long Form

Command line must specify an operation

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4335E 644



Message ID : DXF4340E

Severity

Error

Long Form

Command line must specify a guard point

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4341E

Severity

Error

Long Form

Directory specified on command line does not exist, {0}

Message ID : DXF4340E 645



Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4342E

Severity

Error

Long Form

Only one command line operation is allowed if scan is selected

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4341E 646



Message ID : DXF4343E

Severity

Error

Long Form

Attempt to normalize directory {0} got error code {1}

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4346E

Severity

Error

Long Form

The command line is not valid

Message ID : DXF4343E 647



Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4347E

Severity

Error

Long Form

Unable to create the progress-reporting thread

Short Form

Thread create fail

Parameters

No parameters are provided for this message type

Message ID : DXF4346E 648



Description

None

Message ID : DXF4349E

Severity

Error

Long Form

Cannot set up data transform recovery/status files

Short Form

Status file setup fail

Parameters

No parameters are provided for this message type

Description

None

Message ID : DXF4347E 649



Message ID : DXF4350E

Severity

Error

Long Form

Cannot delete data transform status and lock files

Short Form

Status/lock file delete fail

Parameters

No parameters are provided for this message type

Description

None

Message ID : DXF4353E

Severity

Error

Message ID : DXF4350E 650



Long Form

Check the recovery files for errors, or run "--cleanup" option to remove them.

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4354E

Severity

Error

Long Form

Make sure any files already transformed are restored before a cleanup is done.

Short Form

No short form is provided for this message type

Message ID : DXF4353E 651



Description

None

Message ID : DXF4355E

Severity

Error

Long Form

As the previous dataxform run used the "--unrecoverable" option, you need to restore the GuardPoint from a backup, then use the
"--cleanup" option before running the rekey operation again.

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4356E

Message ID : DXF4354E 652



Severity

Error

Long Form

Could not notify secfs component about data transform on {0}

Short Form

Secfs notify fail

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : DXF4357E

Severity

Error

Message ID : DXF4356E 653



Long Form

Could not restrict access to {0}

Short Form

Access restrict fail

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : DXF4358E

Severity

Error

Long Form

Could not allow access to {0}

Message ID : DXF4357E 654



Short Form

Access allow fail

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : DXF4360E

Severity

Error

Long Form

Could not complete data transform, the policy for guard point {0} changed

Short Form

Policy changed

Message ID : DXF4358E 655



Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : DXF4367E

Severity

Error

Long Form

Data transform got errors on some files

Short Form

Prev xform fail

Parameters

No parameters are provided for this message type

Message ID : DXF4360E 656



Description

None

Message ID : DXF4368E

Severity

Error

Long Form

The file {0} could not be transformed in the previous data transform, it will not be transformed

Short Form

Prev file xform fail

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4367E 657



Message ID : DXF4376E

Severity

Error

Long Form

Data transform in guard point {0} failed for {1} files

Short Form

Prev xform failures

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

nfile vds_nfile Numeric The number of files processed

Description

None

Message ID : DXF4376E 658



Message ID : DXF4377E

Severity

Error

Long Form

Error while scanning for hard links in directory {0}

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4379E

Severity

Error

Long Form

Error scanning guard point {0} while processing directory {1}

Message ID : DXF4377E 659



Short Form

Scan error

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

filePath filePath Text Full path to file

Description

None

Message ID : DXF4381E

Severity

Error

Long Form

Error scanning guard point {0}

Message ID : DXF4379E 660



Short Form

Scan fail

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : DXF4382E

Severity

Error

Long Form

Automatic data transform cannot be performed on {0}

Short Form

No xform support

Message ID : DXF4381E 661



Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : DXF4391E

Severity

Error

Long Form

Data transform of files listed in {0} for guard point {1} failed

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4382E 662



Message ID : DXF4392E

Severity

Error

Long Form

Error {0} opening configuration file in {1}: does not exist

Short Form

Cfg file error

Parameters

Label CEF Label Type Usage

ecode cn1 Numeric An error code

filePath filePath Text Full path to file

Description

None

Message ID : DXF4392E 663



Message ID : DXF4393E

Severity

Error

Long Form

Error {0} opening lock file in {1}: does not exist

Short Form

Lock file error

Parameters

Label CEF Label Type Usage

ecode cn1 Numeric An error code

filePath filePath Text Full path to file

Description

None

Message ID : DXF4393E 664



Message ID : DXF4394E

Severity

Error

Long Form

Error {0} creating lock file in {1}: does not exist

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4395E

Severity

Error

Long Form

Error {0} getting file info for {1}

Message ID : DXF4394E 665



Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4396E

Severity

Error

Long Form

Error {0} getting file attributes for {1}

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4395E 666



Message ID : DXF4400E

Severity

Error

Long Form

Error trying to create a worker thread

Short Form

Threadcreate fail

Parameters

No parameters are provided for this message type

Description

None

Message ID : DXF4401E

Severity

Error

Message ID : DXF4400E 667



Long Form

Error {0} ({1}) trying to delete file {2}

Short Form

Delete file error

Parameters

Label CEF Label Type Usage

ecode cn1 Numeric An error code

showStr reason Text Code specifying reason for allowing access, if any

filePath filePath Text Full path to file

Description

None

Message ID : DXF4403E

Severity

Error

Message ID : DXF4401E 668



Long Form

No path provided for recovery information file

Short Form

Missing recovery info

Parameters

No parameters are provided for this message type

Description

None

Message ID : DXF4404E

Severity

Error

Long Form

Error {0} setting file attributes for {1}

Message ID : DXF4403E 669



Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4405E

Severity

Error

Long Form

Error {0} setting file time for {1}

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4404E 670



Message ID : DXF4407E

Severity

Error

Long Form

Could not determine the Windows installation directory

Short Form

Cannot determine install dir

Parameters

No parameters are provided for this message type

Description

None

Message ID : DXF4408E

Severity

Error

Message ID : DXF4407E 671



Long Form

Internal error: thread index {0} is not valid

Short Form

Bad thread id

Parameters

No parameters are provided for this message type

Description

None

Message ID : DXF4409E

Severity

Error

Long Form

Cannot find files in {0}, error {1}

Message ID : DXF4408E 672



Short Form

Find first error

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

ecode cn1 Numeric An error code

Description

None

Message ID : DXF4427E

Severity

Error

Long Form

Failed to authorize this program with the secfs

Message ID : DXF4409E 673



Short Form

Cannot protect PID

Parameters

No parameters are provided for this message type

Description

None

Message ID : DXF4430E

Severity

Error

Long Form

The data transformation process was denied permission to access the directory {0}

Short Form

Dir access denied

Message ID : DXF4427E 674



Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4432E

Severity

Error

Long Form

Build version: {0}

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4430E 675



Message ID : DXF4433E

Severity

Error

Long Form

Build ID: {0}

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4434E

Severity

Error

Long Form

Build Date: {0}

Message ID : DXF4433E 676



Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4435E

Severity

Error

Long Form

About to perform the requested data transform operation

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4434E 677



Message ID : DXF4436E

Severity

Error

Long Form

-- Be sure to back up your data

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4437E

Severity

Error

Long Form

-- Please do not access files in the guard point during the transform process

Message ID : DXF4436E 678



Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4438E

Severity

Error

Long Form

-- Please do not attempt to terminate the application

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4437E 679



Message ID : DXF4439E

Severity

Error

Long Form

Do you wish to continue (y/n)?

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4440E

Severity

Error

Long Form

.Usage:

Message ID : DXF4439E 680



Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4441E

Severity

Error

Long Form

. dataxform {operation} {operation options}

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4440E 681



Message ID : DXF4442E

Severity

Error

Long Form

. where {operation} is the desired operation

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4443E

Severity

Error

Long Form

. --rekey Rekey the files in guard point

Message ID : DXF4442E 682



Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4444E

Severity

Error

Long Form

. --rekey_supported Report if rekey is supported on guard point

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4443E 683



Message ID : DXF4445E

Severity

Error

Long Form

. --scan Display number of files and directories in

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4446E

Severity

Error

Long Form

. the guard point

Message ID : DXF4445E 684



Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4447E

Severity

Error

Long Form

. --check_links Scan guard point and report any hard links

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4446E 685



Message ID : DXF4448E

Severity

Error

Long Form

. --cleanup Remove existing status files from a previous

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4449E

Severity

Error

Long Form

. rekey session

Message ID : DXF4448E 686



Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4450E

Severity

Error

Long Form

. --recovery Generate a list of files already rekeyed in

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4449E 687



Message ID : DXF4451E

Severity

Error

Long Form

. guard point

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4452E

Severity

Error

Long Form

. --rekey_list Only rekey files listed in directive file

Message ID : DXF4451E 688



Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4453E

Severity

Error

Long Form

. --version Display the version number

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4452E 689



Message ID : DXF4454E

Severity

Error

Long Form

. where {operation options} are parameters for the operation

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4455E

Severity

Error

Long Form

. --gp Specify name of guard point

Message ID : DXF4454E 690



Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4456E

Severity

Error

Long Form

. Required for all operations except --version

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4455E 691



Message ID : DXF4457E

Severity

Error

Long Form

. --file_list Specify fully qualified name of directive

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4458E

Severity

Error

Long Form

. file for --rekey_list and --recovery

Message ID : DXF4457E 692



Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4459E

Severity

Error

Long Form

. Defaults to dataxform_files in the guard

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4458E 693



Message ID : DXF4460E

Severity

Error

Long Form

. point directory

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4461E

Severity

Error

Long Form

. --dir_recovery Specify location for status file

Message ID : DXF4460E 694



Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4462E

Severity

Error

Long Form

. Defaults to use log file location if there

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4461E 695



Message ID : DXF4463E

Severity

Error

Long Form

. is no --status_gp option

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4464E

Severity

Error

Long Form

About to remove the data transformation status files

Message ID : DXF4463E 696



Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4465E

Severity

Error

Long Form

Shutting down data transform: received fatal signal {0}

Short Form

Xform killed by sigal

Parameters

Label CEF Label Type Usage

sig vds_sig Numeric A signal value

Message ID : DXF4464E 697



Description

None

Message ID : DXF4466E

Severity

Error

Long Form

Could not complete data transform for guard point {0}, data transform was interrupted by a signal

Short Form

Xform interrupted by signal

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : DXF4465E 698



Message ID : DXF4467E

Severity

Error

Long Form

. --preserve_access_time Preserve file access time after rekey

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4468E

Severity

Error

Long Form

. --preserve_modified_time Preserve file modified time after rekey

Message ID : DXF4467E 699



Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4469E

Severity

Error

Long Form

. --nq Suppress prompts

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4468E 700



Message ID : DXF4470E

Severity

Error

Long Form

. --print_stat Display data transform statistics

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4471E

Severity

Error

Long Form

. --status_gp Write status file to the guard point

Message ID : DXF4470E 701



Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4472E

Severity

Error

Long Form

. directory

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4471E 702



Message ID : DXF4474E

Severity

Error

Long Form

Process {0}: error {1} opening lock file at {2}. This may be due to an already running data transform instance

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4476E

Severity

Error

Long Form

The file {0} could not be transformed

Message ID : DXF4474E 703



Short Form

Prev xform file fail

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4477E

Severity

Error

Long Form

The file {0} could not be transformed, it had error in the previous data transform

Short Form

No short form is provided for this message type

Message ID : DXF4476E 704



Description

None

Message ID : DXF4478E

Severity

Error

Long Form

The file {0} could not be transformed, it was in progress in the previous data transform

Short Form

Prev xform file in progress

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4477E 705



Message ID : DXF4479E

Severity

Error

Long Form

The file {0} could not be transformed, the secfs component stopped the data transform

Short Form

Prev xform file stopped by Secfs

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4480E

Message ID : DXF4479E 706



Severity

Error

Long Form

The file {0} could not be transformed, a signal stopped the data transform

Short Form

Prev xform file stopped by signal

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4482E

Severity

Error

Message ID : DXF4480E 707



Long Form

Cannot create the data transform recovery/status file {0}, errno {1}

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4483E

Severity

Error

Long Form

Cannot create the data transform recovery/status file {0}, the file name is too long

Short Form

File too long

Message ID : DXF4482E 708



Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4484E

Severity

Error

Long Form

Verify this is a guard point with a data transformation rule, and check the system log files for any other problems

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4483E 709



Message ID : DXF4486E

Severity

Error

Long Form

Invalid format in recovery file {0}

Short Form

Bad recovery file

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4494E

Message ID : DXF4486E 710



Severity

Error

Long Form

The file {0} was previously in error. The secfs component stopped the data transform

Short Form

Prev error - secfs stop

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4498E

Severity

Error

Message ID : DXF4494E 711



Long Form

The file {0} was previously in error. A signal stopped the dataxform

Short Form

Prev skipped - signal stop

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4499E

Severity

Error

Long Form

The file {0} was previously in error. It was open and could not be modified safely

Message ID : DXF4498E 712



Short Form

Prev error file open

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4499E 713



Logger DXF: Fatal errors

Message ID : DXF4431F

Severity

Fatal error

Long Form

Unable to determine the fully qualified host name of this machine: {0}. Please examine your machine's configuration.

Short Form

No short form is provided for this message type

Description

None

 Logger DXF: Fatal errors 714



Logger DXF: Information

Message ID : DXF3211I

Severity

Information

Long Form

File {0} is being mapped or no-viewed, so it is skipped temporarily and moving on to next file

Short Form

File is being mapped or no-viewed

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

 Logger DXF: Information 715



Message ID : DXF3235I

Severity

Information

Long Form

LDT: Live data transform scan phase ran from {0} until {1}

Short Form

OXF run

Parameters

Label CEF Label Type Usage

stime start Text
A start time
stamp

etime end Text
An end time
stamp

Description

None

Message ID : DXF3235I 716



Message ID : DXF3236I

Severity

Information

Long Form

LDT: Live data transform scan operation took {0} hours, {1} minutes and {2} seconds

Short Form

OXF duration

Parameters

Label CEF Label Type Usage

hours vds_hours Numeric Elapsed hours

mins vds_mins Numeric Elaped minutes

secs vds_secs Numeric Elapsed seconds

Description

None

Message ID : DXF3236I 717



Message ID : DXF3237I

Severity

Information

Long Form

LDT: Live data transformation scan operation took {0} hours, {1} minutes and {2} seconds

Short Form

OXF op duration

Parameters

Label CEF Label Type Usage

hours vds_hours Numeric Elapsed hours

mins vds_mins Numeric Elaped minutes

secs vds_secs Numeric Elapsed seconds

Description

None

Message ID : DXF3237I 718



Message ID : DXF4122I

Severity

Information

Long Form

Number of files skipped due to insufficient memory: {0}

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4123I

Severity

Information

Long Form

Number of files previously skipped due to insufficient memory: {0}

Message ID : DXF4122I 719



Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4126I

Severity

Information

Long Form

-- This is an estimated time using actual data transformations on test files

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4123I 720



Message ID : DXF4127I

Severity

Information

Long Form

-- This is an estimated time using simulated data transformations on test files

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4128I

Severity

Information

Long Form

-- The actual transformation time may be more or less than this estimate

Message ID : DXF4127I 721



Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4129I

Severity

Information

Long Form

The file {0} was skipped. It was excluded by policy

Short Form

Skipped file by policy

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Message ID : DXF4128I 722



Description

None

Message ID : DXF4130I

Severity

Information

Long Form

The file {0} was previously skipped. It was excluded by policy

Short Form

Prev skipped file by policy

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4129I 723



Message ID : DXF4131I

Severity

Information

Long Form

Number of files skipped due to policy exclusion: {0}

Short Form

Skipped files by policy

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4132I

Message ID : DXF4131I 724



Severity

Information

Long Form

Number of files previously skipped due to policy exclusion: {0}

Short Form

Prev skipped files by policy

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4143I

Severity

Information

Message ID : DXF4132I 725



Long Form

{0} is not a guard point with a rekey policy applied

Short Form

Xform not supported

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : DXF4144I

Severity

Information

Long Form

The deep scan will emulate transformation to derive timing estimates

Message ID : DXF4143I 726



Short Form

Emulating xforms

Parameters

No parameters are provided for this message type

Description

None

Message ID : DXF4145I

Severity

Information

Long Form

The file {0} was skipped. It does not exist

Short Form

File missing

Message ID : DXF4144I 727



Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4146I

Severity

Information

Long Form

Number of files skipped due to not existing: {0}

Short Form

Files missing

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Message ID : DXF4145I 728



Description

None

Message ID : DXF4147I

Severity

Information

Long Form

Number of files previously skipped due to not existing: {0}

Short Form

Prev files missing

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4146I 729



Message ID : DXF4148I

Severity

Information

Long Form

The file {0} was previously skipped. It does not exist

Short Form

Prev error - file missing

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4154I

Message ID : DXF4148I 730



Severity

Information

Long Form

The data transform program ran from {0} until {1}

Short Form

Xform run

Parameters

Label CEF Label Type Usage

stime start Text
A start time
stamp

etime end Text
An end time
stamp

Description

None

Message ID : DXF4154I 731



Message ID : DXF4161I

Severity

Information

Long Form

Skipping junction point {0}

Short Form

Junction point

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4200I

Message ID : DXF4161I 732



Severity

Information

Long Form

The file {0} was skipped. It was an additional hard link

Short Form

Skipped dup hard link

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4201I

Severity

Information

Message ID : DXF4200I 733



Long Form

The file {0} was skipped. It was a soft link

Short Form

Skipped soft link

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4202I

Severity

Information

Long Form

The file {0} was skipped. It was a dataxform internal file

Message ID : DXF4201I 734



Short Form

Skipped internal file

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4203I

Severity

Information

Long Form

The file {0} was skipped. dataxform had insufficient permission

Short Form

No short form is provided for this message type

Message ID : DXF4202I 735



Description

None

Message ID : DXF4204I

Severity

Information

Long Form

The file {0} was skipped. It had an ambiguous name

Short Form

Skipped bad name

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4203I 736



Message ID : DXF4205I

Severity

Information

Long Form

The file {0} was skipped. It was a special file

Short Form

Skipped special file

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4206I

Message ID : DXF4205I 737



Severity

Information

Long Form

The file {0} was skipped. It was exempt from data transform

Short Form

Skipped except file

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4207I

Severity

Information

Message ID : DXF4206I 738



Long Form

The file {0} was skipped. It was a compressed file

Short Form

Skipped compressed file

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4208I

Severity

Information

Long Form

The file {0} was skipped. It was an encrypted file

Message ID : DXF4207I 739



Short Form

Skipped encrypted file

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4209I

Severity

Information

Long Form

The file {0} was skipped. It was not a regular file

Short Form

Skipped non-file

Message ID : DXF4208I 740



Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4210I

Severity

Information

Long Form

The file {0} was skipped. There was insufficient memory to process it

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4209I 741



Message ID : DXF4211I

Severity

Information

Long Form

The file {0} was skipped. It could not be classified

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4212I

Severity

Information

Long Form

The file {0} was skipped. It was no longer present when a transform was attempted

Message ID : DXF4211I 742



Short Form

File gone away

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4213I

Severity

Information

Long Form

The file {0} was skipped. A transform would have used the same key

Short Form

Skipped - same key

Message ID : DXF4212I 743



Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4214I

Severity

Information

Long Form

The file {0} was skipped. Rekey was not supported for this file

Short Form

Skipped unsupported file

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Message ID : DXF4213I 744



Description

None

Message ID : DXF4216I

Severity

Information

Long Form

The file {0} was previously skipped. It was an additional hard link

Short Form

Prev skipped dup link

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4214I 745



Message ID : DXF4217I

Severity

Information

Long Form

The file {0} was previously skipped. It was a soft link

Short Form

Prev skipped soft link

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4218I

Message ID : DXF4217I 746



Severity

Information

Long Form

The file {0} was previously skipped. It was a dataxform internal file

Short Form

Prev skipped internal file

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4219I

Severity

Information

Message ID : DXF4218I 747



Long Form

The file {0} was previously skipped. dataxform had insufficient permission

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4220I

Severity

Information

Long Form

The file {0} was previously skipped. It had an ambiguous name

Short Form

Prev skipped bad name

Message ID : DXF4219I 748



Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4221I

Severity

Information

Long Form

The file {0} was previously skipped. It was a special file

Short Form

Prev skipped special file

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Message ID : DXF4220I 749



Description

None

Message ID : DXF4222I

Severity

Information

Long Form

The file {0} was previously skipped. It was exempt from data transform

Short Form

Prev skipped excempt file

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4221I 750



Message ID : DXF4223I

Severity

Information

Long Form

The file {0} was previously skipped. It was a compressed file

Short Form

Prev skipped compressed file

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4224I

Message ID : DXF4223I 751



Severity

Information

Long Form

The file {0} was previously skipped. It was an encrypted file

Short Form

Prev skipped encrypted file

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4225I

Severity

Information

Message ID : DXF4224I 752



Long Form

Automatic data transform for guard point {0} deferred, no configuration file

Short Form

No config file

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : DXF4226I

Severity

Information

Long Form

The file {0} has the same "to" and "from" keys; skipping

Message ID : DXF4225I 753



Short Form

Skipping same keys

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4253I

Severity

Information

Long Form

There is no partial data transform for {0} to recover

Short Form

Nothing to recover

Message ID : DXF4226I 754



Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : DXF4257I

Severity

Information

Long Form

Number of additional hard links skipped: {0}

Short Form

Hardlinks skipped

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Message ID : DXF4253I 755



Description

None

Message ID : DXF4258I

Severity

Information

Long Form

Number of soft links skipped: {0}

Short Form

Softlinks skipped

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4257I 756



Message ID : DXF4259I

Severity

Information

Long Form

Number of files skipped due to insufficient permission: {0}

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4260I

Severity

Information

Long Form

Number of files skipped due to an ambiguous name: {0}

Message ID : DXF4259I 757



Short Form

Bad name errors

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4261I

Severity

Information

Long Form

Number of special files skipped: {0}

Short Form

Special files skipped

Message ID : DXF4260I 758



Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4262I

Severity

Information

Long Form

Number of files exempt from data transform skipped: {0}

Short Form

Exempt files skipped

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Message ID : DXF4261I 759



Description

None

Message ID : DXF4263I

Severity

Information

Long Form

Number of compressed files skipped: {0}

Short Form

Compressed files skipped

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4262I 760



Message ID : DXF4264I

Severity

Information

Long Form

Number of encrypted files skipped: {0}

Short Form

Encrypted files skipped

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4265I

Message ID : DXF4264I 761



Severity

Information

Long Form

Number of non-regular files skipped: {0}

Short Form

Non-reg files skipped

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4267I

Severity

Information

Message ID : DXF4265I 762



Long Form

Number of files skipped due to being no longer present when transform attempted: {0}

Short Form

Files gone away

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4268I

Severity

Information

Long Form

Number of files skipped due to a duplicate key: {0}

Message ID : DXF4267I 763



Short Form

Files with dup key

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4269I

Severity

Information

Long Form

Number of files skipped due to rekey not supported for this file: {0}

Short Form

Unsupported files skipped

Message ID : DXF4268I 764



Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4273I

Severity

Information

Long Form

Number of additional hard links previously skipped: {0}

Short Form

Prev hardlinks skipped

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Message ID : DXF4269I 765



Description

None

Message ID : DXF4274I

Severity

Information

Long Form

Number of soft links previously skipped: {0}

Short Form

Prev softlinks skipped

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4273I 766



Message ID : DXF4275I

Severity

Information

Long Form

Number of files previously skipped due to insufficient permission: {0}

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4276I

Severity

Information

Long Form

Number of files previously skipped due to an ambiguous name: {0}

Message ID : DXF4275I 767



Short Form

Prev bad name errors

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4277I

Severity

Information

Long Form

Number of special files previously skipped: {0}

Short Form

Prev special files skipped

Message ID : DXF4276I 768



Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4278I

Severity

Information

Long Form

Number of files exempt from data transform previously skipped: {0}

Short Form

Prev exempt files skipped

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Message ID : DXF4277I 769



Description

None

Message ID : DXF4279I

Severity

Information

Long Form

Number of compressed files previously skipped: {0}

Short Form

Prev compressed files skipped

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4278I 770



Message ID : DXF4280I

Severity

Information

Long Form

Number of encrypted files previously skipped: {0}

Short Form

Prev encrypted files skipped

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4281I

Message ID : DXF4280I 771



Severity

Information

Long Form

Number of non-regular files previously skipped: {0}

Short Form

Prev non-reg files skipped

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4283I

Severity

Information

Message ID : DXF4281I 772



Long Form

Number of files previously skipped due to being no longer present when transform attempted: {0}

Short Form

Prev files gone away

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4284I

Severity

Information

Long Form

Number of files previously skipped due to a duplicate key: {0}

Message ID : DXF4283I 773



Short Form

Prev files with dup key

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4285I

Severity

Information

Long Form

Number of files previously skipped due to rekey not supported for this file: {0}

Short Form

Prev unsupported files skipped

Message ID : DXF4284I 774



Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4293I

Severity

Information

Long Form

Estimated data transformation time for {0} is {1}

Short Form

Estimate duration

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Message ID : DXF4285I 775



Label CEF Label Type Usage

rt rt Text Time of event

Description

None

Message ID : DXF4309I

Severity

Information

Long Form

Building the list of previously transformed files in {0}

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4293I 776



Message ID : DXF4316I

Severity

Information

Long Form

Status information for directories in guard point

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4317I

Severity

Information

Long Form

Finished processing directory {0}

Message ID : DXF4316I 777



Short Form

Completed dir

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4318I

Severity

Information

Long Form

Partially processed directory {0}

Short Form

Partially processed dir

Message ID : DXF4317I 778



Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4319I

Severity

Information

Long Form

Skipping directory {0}

Short Form

Skipped dir

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Message ID : DXF4318I 779



Description

None

Message ID : DXF4320I

Severity

Information

Long Form

Skipping empty directory {0}

Short Form

Empty dir

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4319I 780



Message ID : DXF4321I

Severity

Information

Long Form

Skipping exempt directory {0}

Short Form

Exempt dir

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4322I

Message ID : DXF4321I 781



Severity

Information

Long Form

Unknown status for directory {0}

Short Form

Dir bad status

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4323I

Severity

Information

Message ID : DXF4322I 782



Long Form

Directory {0} contains {1} files ({2})

Short Form

Xform to do

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

nfile vds_nfile Numeric The number of files processed

Description

None

Message ID : DXF4329I

Severity

Information

Message ID : DXF4323I 783



Long Form

Finished check for hard links in {0}

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4332I

Severity

Information

Long Form

Setting recovery-file-list to {0}

Short Form

No short form is provided for this message type

Message ID : DXF4329I 784



Description

None

Message ID : DXF4344I

Severity

Information

Long Form

Data transform version {0}

Short Form

Dataxform

Parameters

Label CEF Label Type Usage

version vds_version Text Software version string

Description

None

Message ID : DXF4332I 785



Message ID : DXF4345I

Severity

Information

Long Form

Data transform version {0}, using policy {1} on guard point {2}

Short Form

Auto dataxform

Parameters

Label CEF Label Type Usage

version vds_version Text Software version string

pol cs1 Text Policy name

gp fileId Text GuardPoint base directory

Description

None

Message ID : DXF4345I 786



Message ID : DXF4352I

Severity

Information

Long Form

Data transform for {0} was previously completed

Short Form

Xform prev complete

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : DXF4361I

Message ID : DXF4352I 787



Severity

Information

Long Form

Data transform for guard point {0} finished

Short Form

Xform done

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : DXF4362I

Severity

Information

Message ID : DXF4361I 788



Long Form

Data transform for guard point {0} finished but {1} files were not processed due to errors

Short Form

Xform done with errors

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4363I

Severity

Information

Message ID : DXF4362I 789



Long Form

Data transform for guard point {0} finished but {1} files were skipped

Short Form

Xform done with skips

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4364I

Severity

Information

Message ID : DXF4363I 790



Long Form

Data transform for guard point {0} finished but {1} files were not processed due to errors and {2} files were skipped

Short Form

Xform done with errors and skips

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

count vds_count Numeric A generic count value

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4365I

Severity

Information

Message ID : DXF4364I 791



Long Form

The data transform operation took {0} hours, {1} minutes and {2} seconds

Short Form

Xform duration

Parameters

Label CEF Label Type Usage

hours vds_hours Numeric Elapsed hours

mins vds_mins Numeric Elaped minutes

secs vds_secs Numeric Elapsed seconds

Description

None

Message ID : DXF4366I

Severity

Information

Message ID : DXF4365I 792



Long Form

The current operation took {0} hours, {1} minutes and {2} seconds

Short Form

Xform op duration

Parameters

Label CEF Label Type Usage

hours vds_hours Numeric Elapsed hours

mins vds_mins Numeric Elaped minutes

secs vds_secs Numeric Elapsed seconds

Description

None

Message ID : DXF4369I

Severity

Information

Message ID : DXF4366I 793



Long Form

Data transform had some files in progress

Short Form

Prev xform incomplete

Parameters

No parameters are provided for this message type

Description

None

Message ID : DXF4370I

Severity

Information

Long Form

The file {0} was in progress in the previous data transform, it will not be transformed

Message ID : DXF4369I 794



Short Form

Prev xform file inprogress

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4371I

Severity

Information

Long Form

Data transform skipped some files

Short Form

No short form is provided for this message type

Message ID : DXF4370I 795



Description

None

Message ID : DXF4372I

Severity

Information

Long Form

The file {0} was skipped in the previous data transform, it will be skipped

Short Form

Prev xform file skipped

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4371I 796



Message ID : DXF4375I

Severity

Information

Long Form

Data transform last successfully transformed the file {0}

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4378I

Severity

Information

Long Form

Scan found {0} files ({1}) in {2} directories for guard point {3}

Message ID : DXF4375I 797



Short Form

Scan result

Parameters

Label CEF Label Type Usage

nfile vds_nfile Numeric The number of files processed

ndir vds_ndir Numeric The number of directories processed

gp fileId Text GuardPoint base directory

Description

None

Message ID : DXF4380I

Severity

Information

Long Form

Transformed {0} files ({1}) of {2} files ({3}) for guard point {4}

Message ID : DXF4378I 798



Short Form

Scan stats

Parameters

Label CEF Label Type Usage

nfile vds_nfile Numeric The number of files processed

space vds_space Text A string representation of file or disk space

nfiles vds_nfiles Numeric The total number of files in an operation

space vds_space Text A string representation of file or disk space

gp fileId Text GuardPoint base directory

Description

None

Message ID : DXF4383I

Severity

Information

Message ID : DXF4380I 799



Long Form

Generating list of files previously transformed on {0}

Short Form

Recovery gen

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : DXF4384I

Severity

Information

Long Form

Automatic data transform status for {0}: previous attempt completed

Message ID : DXF4383I 800



Short Form

Prev auto xform done

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : DXF4385I

Severity

Information

Long Form

Automatic data transform status for {0}: previous attempt did not complete

Short Form

Prev auto xform fail

Message ID : DXF4384I 801



Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : DXF4386I

Severity

Information

Long Form

Automatic data transform from host {0} for {1}: previous attempt completed

Short Form

Prev auto xform done

Parameters

Label CEF Label Type Usage

shost shost Text Source host name

Message ID : DXF4385I 802



Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : DXF4387I

Severity

Information

Long Form

Automatic data transform from host {0} for {1}: previous attempt did not complete

Short Form

Prev auto xform fail

Parameters

Label CEF Label Type Usage

shost shost Text Source host name

gp fileId Text GuardPoint base directory

Message ID : DXF4386I 803



Description

None

Message ID : DXF4388I

Severity

Information

Long Form

Automatic data transform for {0}: could not get status

Short Form

Auto xform stat fail

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : DXF4387I 804



Message ID : DXF4389I

Severity

Information

Long Form

Starting data transform of {0} for files listed in {1}

Short Form

Rekey file start

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

filePath filePath Text Full path to file

Description

None

Message ID : DXF4389I 805



Message ID : DXF4390I

Severity

Information

Long Form

Data transform of {0} of {1} files listed in {2} for guard point {3}

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4397I

Severity

Information

Long Form

Found {0} references to hard link

Message ID : DXF4390I 806



Short Form

Hardlink count

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4399I

Severity

Information

Long Form

Hardlink reference {0} {1}

Short Form

Hardlink refs

Message ID : DXF4397I 807



Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

filePath filePath Text Full path to file

Description

None

Message ID : DXF4414I

Severity

Information

Long Form

Executing script {0}

Short Form

Exec fail

Message ID : DXF4399I 808



Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4415I

Severity

Information

Long Form

Generating list of files transformed during previous session for guard point {0}

Short Form

List create

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Message ID : DXF4414I 809



Description

None

Message ID : DXF4416I

Severity

Information

Long Form

Writing list of files transformed during previous session for guard point {0}

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4417I

Severity

Information

Message ID : DXF4415I 810



Long Form

Checking if {0} is a guard point with a rekey policy applied

Short Form

Checking supported

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : DXF4418I

Severity

Information

Long Form

Preparing data transform

Message ID : DXF4417I 811



Short Form

Prepare xform

Parameters

No parameters are provided for this message type

Description

None

Message ID : DXF4419I

Severity

Information

Long Form

Preparing data transform for next phase of execution

Short Form

xform thread idle

Message ID : DXF4418I 812



Parameters

No parameters are provided for this message type

Description

None

Message ID : DXF4420I

Severity

Information

Long Form

Generating list of files to transform in directory {0}

Short Form

Generating list

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Message ID : DXF4419I 813



Description

None

Message ID : DXF4421I

Severity

Information

Long Form

Scanning for hard links in directory {0}

Short Form

Check links

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4420I 814



Message ID : DXF4422I

Severity

Information

Long Form

Processing the list of files specified in {0}

Short Form

Processing list

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4423I

Message ID : DXF4422I 815



Severity

Information

Long Form

Processed {0} files ({1}) of {2} files ({3}) in {4}

Short Form

Processed files

Parameters

Label CEF Label Type Usage

nfile vds_nfile Numeric The number of files processed

nfiles vds_nfiles Numeric The total number of files in an operation

filePath filePath Text Full path to file

Description

None

Message ID : DXF4424I

Message ID : DXF4423I 816



Severity

Information

Long Form

Processed {0} files ({1}) of {2} files ({3}) in {4}, in progress {5}, completed {6}

Short Form

Processing files

Parameters

Label CEF Label Type Usage

nfile vds_nfile Numeric The number of files processed

nfiles vds_nfiles Numeric The total number of files in an operation

filePath filePath Text Full path to file

scount vds_scount Text A generic count as a string

scount vds_scount Text A generic count as a string

Description

None

Message ID : DXF4424I 817



Message ID : DXF4425I

Severity

Information

Long Form

Processed {0} files of {1} files specified by {2} in guard point {3}

Short Form

Processed list

Parameters

Label CEF Label Type Usage

nfile vds_nfile Numeric The number of files processed

nfiles vds_nfiles Numeric The total number of files in an operation

filePath filePath Text Full path to file

gp fileId Text GuardPoint base directory

Description

None

Message ID : DXF4425I 818



Message ID : DXF4429I

Severity

Information

Long Form

{0} is a guard point with a rekey policy applied

Short Form

Xform supported

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : DXF4481I

Message ID : DXF4429I 819



Severity

Information

Long Form

The file {0} was skipped

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4485I

Severity

Information

Long Form

Data transform last processing was on the file {0}

Message ID : DXF4481I 820



Short Form

Last file xformed

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4487I

Severity

Information

Long Form

The file {0} could not be transformed, it was skipped in a previous data transform

Short Form

No short form is provided for this message type

Message ID : DXF4485I 821



Description

None

Message ID : DXF4488I

Severity

Information

Long Form

Previous status information relates to a --rekey_file operation.

Short Form

Prev op was rekey

Parameters

No parameters are provided for this message type

Description

None

Message ID : DXF4487I 822



Message ID : DXF4489I

Severity

Information

Long Form

Previous status information does not relate to a --rekey_file operation.

Short Form

Prev op was rekey_file

Parameters

No parameters are provided for this message type

Description

None

Message ID : DXF4490I

Severity

Information

Message ID : DXF4489I 823



Long Form

Previous status information will be ignored

Short Form

Prev status ignored

Parameters

No parameters are provided for this message type

Description

None

Message ID : DXF4491I

Severity

Information

Long Form

The file {0} was previously skipped. It was not a regular file

Message ID : DXF4490I 824



Short Form

Prev skipped non-file

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4492I

Severity

Information

Long Form

The file {0} was previously skipped. There was insufficient memory to process it

Short Form

No short form is provided for this message type

Message ID : DXF4491I 825



Description

None

Message ID : DXF4493I

Severity

Information

Long Form

The file {0} was previously skipped. It could not be classified

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4495I

Severity

Information

Message ID : DXF4492I 826



Long Form

The file {0} was previously skipped. It was no longer present when a transform was attempted

Short Form

Prev error - file gone

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4496I

Severity

Information

Long Form

The file {0} was previously skipped. A transform would have used the same key

Message ID : DXF4495I 827



Short Form

Prev skipped - same key

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4497I

Severity

Information

Long Form

The file {0} was previously skipped. Rekey was not supported for this file

Short Form

Prev skipped unsuported file

Message ID : DXF4496I 828



Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4497I 829



Logger DXF: Warnings

Message ID : DXF3210W

Severity

Warning

Long Form

If Shadow Copy was used on your system, you must back up your data before attempting to run dataxform. Once DataXform has
been completed, you may restart Shadow Copy. Note, however, that all Shadow Copy backups made prior to running dataxform will
be unusable and should be discarded. Attempting to restore your cleartext Shadow Copy backups made prior to running dataxform
into your encrypted data will result in data corruption.

Short Form

Shadow copy

Parameters

No parameters are provided for this message type

Description

None

 Logger DXF: Warnings 830



Message ID : DXF4103W

Severity

Warning

Long Form

Transformation time estimation will be simulated as guard point does not support rekeying

Short Form

No rekey support

Parameters

No parameters are provided for this message type

Description

None

Message ID : DXF4104W

Severity

Warning

Message ID : DXF4103W 831



Long Form

Missing {0} references to hard link {1}

Short Form

Missing hardlink refs

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

filePath filePath Text Full path to file

Description

None

Message ID : DXF4118W

Severity

Warning

Message ID : DXF4104W 832



Long Form

Could not return file time for {0} to its original value, got error {1}

Short Form

Time restore error

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : DXF4242W

Severity

Warning

Message ID : DXF4118W 833



Long Form

More than {0} files were encountered in the directory {1}. Dataxform may consume excessive system resources while operating
upon this directory. Proceeding

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4254W

Severity

Warning

Long Form

Note: data from a previous dataxform run is being used

Short Form

Prev run data in use

Message ID : DXF4242W 834



Parameters

No parameters are provided for this message type

Description

None

Message ID : DXF4307W

Severity

Warning

Long Form

Skipping previously transformed directory {0}

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4254W 835



Message ID : DXF4324W

Severity

Warning

Long Form

Cannot perform data transform for {0} with identical key

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4327W

Severity

Warning

Long Form

Secfs component returned stop-data-transform status

Message ID : DXF4324W 836



Short Form

Stopped by Secfs

Parameters

No parameters are provided for this message type

Description

None

Message ID : DXF4333W

Severity

Warning

Long Form

Unknown version for recovery file list

Short Form

Bad version

Message ID : DXF4327W 837



Parameters

No parameters are provided for this message type

Description

None

Message ID : DXF4337W

Severity

Warning

Long Form

Resetting read buffer size to {0}KB

Short Form

Setting buf size

Parameters

Label CEF Label Type Usage

slen in Numeric Input byte count or length

Message ID : DXF4333W 838



Description

None

Message ID : DXF4338W

Severity

Warning

Long Form

Resetting the maximum number of secfs threads to {0}

Short Form

Number kthreads

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4337W 839



Message ID : DXF4339W

Severity

Warning

Long Form

Resetting the maximum number of utility threads to {0}

Short Form

Max uthreads

Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4351W

Message ID : DXF4339W 840



Severity

Warning

Long Form

Could not load previous data transform information

Short Form

Recovery file load fail

Parameters

No parameters are provided for this message type

Description

None

Message ID : DXF4359W

Severity

Warning

Message ID : DXF4351W 841



Long Form

Could not notify secfs component that data transform completed on {0}

Short Form

Secfs notify complete fail

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : DXF4373W

Severity

Warning

Long Form

Data transform was previously run on guard point {0}

Message ID : DXF4359W 842



Short Form

Xform prev completed

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : DXF4398W

Severity

Warning

Long Form

Found {0} references to hard link but expected {1}

Short Form

Hardlink count error

Message ID : DXF4373W 843



Parameters

Label CEF Label Type Usage

count vds_count Numeric A generic count value

count vds_count Numeric A generic count value

Description

None

Message ID : DXF4406W

Severity

Warning

Long Form

Could not return file time for {0} to its original value, got error code {1}

Short Form

No short form is provided for this message type

Message ID : DXF4398W 844



Description

None

Message ID : DXF4410W

Severity

Warning

Long Form

Could not read the Windows registry, section {0}

Short Form

Read read fail

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : DXF4406W 845



Message ID : DXF4413W

Severity

Warning

Long Form

Attempted to restrict access to unknown object ID {0}

Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4428W

Severity

Warning

Long Form

Unable to contact Key Manager; will perform all logging to the local log file

Message ID : DXF4413W 846



Short Form

No short form is provided for this message type

Description

None

Message ID : DXF4428W 847



Logger FAM: Information

Message ID : FAM7001I

Severity

Information

Long Form

Compact logging enabled

Short Form

CompLog Enabled

Parameters

No parameters are provided for this message type

Description

None

Message ID : FAM7004I

 Logger FAM: Information 848



Severity

Information

Long Form

process {0}, action {1}, filePath {2}, oldfilePath {3}, access_code {4}, access_state {5}, action_status {6}, fam_policyname {7},
fam_rule_code {8}, uinfo {9}

Short Form

FAM Audit

Parameters

Label CEF Label Type Usage

sproc sproc Text Source process

act act Text Action being requested or performed

filePath filePath Text Full path to file

oldFilePath oldFilePath Text Previous path to file (for rename and link)

access_code access_code Numeric Error code returned by the action

access_state access_state Text
The action state like CTE PERMIT/DENIED or OS
PERMIT/DENIED

action_status action_status Text Identifier if an action was success or failed

fam_policy fam_policy Text FAM Policy name

Message ID : FAM7004I 849



Label CEF Label Type Usage

fam_rule_codefam_rule_codeText FAM Rule trace

user suser Text User name

Description

None

Message ID : FAM7005I

Severity

Information

Long Form

process {0}, action {1}, filePath {2}, oldfilePath {3}, was_decrypted {4}, is_encrypted {5}, access_code {6}, access_state {7},
action_status {8}, fam_policyname {9}, fam_rule_code {10}, cte_policyname {11}, cte_rule_code {12}, uinfo {13}

Short Form

FAM Audit

Parameters

Label CEF Label Type Usage

Message ID : FAM7004I 850



Label CEF Label Type Usage

sproc sproc Text Source process

act act Text Action being requested or performed

filePath filePath Text Full path to file

oldFilePath oldFilePath Text Previous path to file (for rename and link)

was_decryptedwas_decryptedText Flag to specify whether file was decrypted or not

is_encrypted is_encrypted Text Flag to specify whether file is encrypted by operation

access_code access_code Numeric Error code returned by the action

access_state access_state Text
The action state like CTE PERMIT/DENIED or OS
PERMIT/DENIED

action_status action_status Text Identifier if an action was success or failed

fam_policy fam_policy Text FAM Policy name

fam_rule_codefam_rule_codeText FAM Rule trace

cte_policy cte_policy Text CTE Policy name

cte_rule_code cte_rule_code Text CTE Rule trace

user suser Text User name

Description

None

Message ID : FAM7005I 851



Message ID : FAM7006I

Severity

Information

Long Form

process {0}, action {1}, filePath {2}, access_code {3}, access_state {4}, action_status {5}, fam_policyname {6}, fam_rule_code
{7}, uinfo {8}

Short Form

FAM Audit

Parameters

Label CEF Label Type Usage

sproc sproc Text Source process

act act Text Action being requested or performed

filePath filePath Text Full path to file

access_code access_code Numeric Error code returned by the action

access_state access_state Text
The action state like CTE PERMIT/DENIED or OS
PERMIT/DENIED

action_status action_status Text Identifier if an action was success or failed

Message ID : FAM7006I 852



Label CEF Label Type Usage

fam_policy fam_policy Text FAM Policy name

fam_rule_codefam_rule_codeText FAM Rule trace

user suser Text User name

Description

None

Message ID : FAM7007I

Severity

Information

Long Form

process {0}, action {1}, filePath {2}, was_decrypted {3}, is_encrypted {4}, access_code {5}, access_state {6}, action_status {7},
fam_policyname {8}, fam_rule_code {9}, cte_policyname {10}, cte_rule_code {11}, uinfo {12}

Short Form

FAM Audit

Message ID : FAM7006I 853



Parameters

Label CEF Label Type Usage

sproc sproc Text Source process

act act Text Action being requested or performed

filePath filePath Text Full path to file

was_decryptedwas_decryptedText Flag to specify whether file was decrypted or not

is_encrypted is_encrypted Text Flag to specify whether file is encrypted by operation

access_code access_code Numeric Error code returned by the action

access_state access_state Text
The action state like CTE PERMIT/DENIED or OS
PERMIT/DENIED

action_status action_status Text Identifier if an action was success or failed

fam_policy fam_policy Text FAM Policy name

fam_rule_codefam_rule_codeText FAM Rule trace

cte_policy cte_policy Text CTE Policy name

cte_rule_code cte_rule_code Text CTE Rule trace

user suser Text User name

Description

None

Message ID : FAM7007I 854



Logger FAM: Warnings

Message ID : FAM7002W

Severity

Warning

Long Form

Compact logging disabled

Short Form

CompLog Disabled

Parameters

No parameters are provided for this message type

Description

None

 Logger FAM: Warnings 855



Logger FUS: Errors

Message ID : FUS3368E

Severity

Error

Long Form

secfs_fuse: {0}

Short Form

secfs_fuse:

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Description

None

 Logger FUS: Errors 856



Logger FUS: Information

Message ID : FUS3366I

Severity

Information

Long Form

secfs_fuse: {0}

Short Form

secfs_fuse:

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Description

None

 Logger FUS: Information 857



Logger FUS: Warnings

Message ID : FUS3367W

Severity

Warning

Long Form

secfs_fuse: {0}

Short Form

secfs_fuse:

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Description

None

 Logger FUS: Warnings 858



Logger POL: Errors

Message ID : POL4556E

Severity

Error

Long Form

ACCESS DENIED on request to {0} database {1}, on hostname {2}. Instance name is {3}, partition {4}, catnode {5}. The
timestamp is {6}, and the DB2 version is {7}. The request protocol version is {8}.

Short Form

Access denied by policy

Parameters

Label CEF Label Type Usage

act act Text Action being requested or performed

dbname vds_dbname Text Database name

shost shost Text Source host name

dbinstance vds_dbinstanceText Database instance

dbpart vds_dbpart Numeric Database partition

 Logger POL: Errors 859



Label CEF Label Type Usage

node vds_node Numeric A node identifier

rt rt Text Time of event

dbver vds_dbver Numeric Database version

version vds_version Text Software version string

Description

None

Message ID : POL4580E

Severity

Error

Long Form

ACCESS DENIED on request to perform {0} for hostname {1}. Server name is {2}, server number {3}, object id {4}. The
timestamp is {5}. The request protocol version is {6}.

Short Form

No short form is provided for this message type

Message ID : POL4556E 860



Description

None

Message ID : POL4613E

Severity

Error

Long Form

ACCESS DENIED on request to perform {0} for hostname {1}. Server name is {2}, server number {3}. The timestamp is {4}. The
request protocol version is {5}.

Short Form

Access denied

Parameters

Label CEF Label Type Usage

act act Text Action being requested or performed

shost shost Text Source host name

dbinstance vds_dbinstanceText Database instance

dbpart vds_dbpart Numeric Database partition

Message ID : POL4580E 861



Label CEF Label Type Usage

rt rt Text Time of event

version vds_version Text Software version string

Description

An online policy blocked access. Details of the attempted access are provided in the message fields.

Message ID : POL4701E

Severity

Error

Long Form

Memory allocation failed in [{0}] at line [{1}]

Short Form

Out of memory

Parameters

No parameters are provided for this message type

Message ID : POL4613E 862



Description

None

Message ID : POL4704E

Severity

Error

Long Form

EVENT: {0}

Short Form

Event

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : POL4701E 863



Logger POL: Fatal errors

Message ID : POL4510F

Severity

Fatal error

Long Form

Fatal error while evaluating policy to {0} database {1}, on hostname {2}. Instance name is {3}, partition {4}, catnode {5}. The
timestamp is {6}, and the DB2 version is {7}. The request protocol version is {8}.

Short Form

Policy eval error

Parameters

Label CEF Label Type Usage

act act Text Action being requested or performed

dbname vds_dbname Text Database name

shost shost Text Source host name

dbinstance vds_dbinstanceText Database instance

dbpart vds_dbpart Numeric Database partition

 Logger POL: Fatal errors 864



Label CEF Label Type Usage

node vds_node Numeric A node identifier

rt rt Text Time of event

dbver vds_dbver Numeric Database version

version vds_version Text Software version string

Description

None

Message ID : POL4516F

Severity

Fatal error

Long Form

Attribute "{0}" parsing error in policy evaluation request.

Short Form

Req parse error

Message ID : POL4510F 865



Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : POL4528F

Severity

Fatal error

Long Form

Attribute "{0}" parsing error in policy evaluation response.

Short Form

Resp parse error

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Message ID : POL4516F 866



Description

None

Message ID : POL4530F

Severity

Fatal error

Long Form

Global restore header invalid. Data corruption has possibly occurred. The restore operation will fail.

Short Form

Global restore header invalid

Parameters

No parameters are provided for this message type

Description

None

Message ID : POL4528F 867



Message ID : POL4545F

Severity

Fatal error

Long Form

Restore failed: Backup image created with future version.

Short Form

Restore fail - future image

Parameters

No parameters are provided for this message type

Description

None

Message ID : POL4564F

Severity

Fatal error

Message ID : POL4545F 868



Long Form

The agent could not allocate enough memory. Contact support.

Short Form

Out of memory

Parameters

No parameters are provided for this message type

Description

None

Message ID : POL4581F

Severity

Fatal error

Long Form

Fatal error while evaluating policy to perform {0} for hostname {1}. Server name is {2}, server number {3}, object id {4}. The
timestamp is {5}. The request protocol version is {6}.

Message ID : POL4564F 869



Short Form

No short form is provided for this message type

Description

None

Message ID : POL4593F

Severity

Fatal error

Long Form

The agent could not evaluate policy. Contact support.

Short Form

Cannot eval policy

Parameters

No parameters are provided for this message type

Message ID : POL4581F 870



Description

None

Message ID : POL4614F

Severity

Fatal error

Long Form

Fatal error while evaluating policy to perform {0} for hostname {1}. Server name is {2}, server number {3}. The timestamp is {4}.
The request protocol version is {5}.

Short Form

Policy eval error

Parameters

Label CEF Label Type Usage

act act Text Action being requested or performed

shost shost Text Source host name

dbinstance vds_dbinstanceText Database instance

dbpart vds_dbpart Numeric Database partition

Message ID : POL4593F 871



Label CEF Label Type Usage

rt rt Text Time of event

version vds_version Text Software version string

Description

None

Message ID : POL4614F 872



Logger POL: Information

Message ID : POL4537I

Severity

Information

Long Form

ACCESS GRANTED on request to {0} database {1}, on hostname {2}. Instance name is {3}, partition {4}, catnode {5}. The
timestamp is {6}, and the DB2 version is {7}. The request protocol version is {8}.

Short Form

Access granted

Parameters

Label CEF Label Type Usage

act act Text Action being requested or performed

dbname vds_dbname Text Database name

shost shost Text Source host name

dbinstance vds_dbinstanceText Database instance

dbpart vds_dbpart Numeric Database partition

 Logger POL: Information 873



Label CEF Label Type Usage

node vds_node Numeric A node identifier

rt rt Text Time of event

dbver vds_dbver Numeric Database version

version vds_version Text Software version string

Description

None

Message ID : POL4553I

Severity

Information

Long Form

Internal initialization successful.

Short Form

SDK Init OK

Message ID : POL4537I 874



Parameters

No parameters are provided for this message type

Description

None

Message ID : POL4573I

Severity

Information

Long Form

Backup failed.

Short Form

Backup fail

Parameters

No parameters are provided for this message type

Message ID : POL4553I 875



Description

None

Message ID : POL4574I

Severity

Information

Long Form

Restore failed.

Short Form

Restore fail

Parameters

No parameters are provided for this message type

Description

None

Message ID : POL4573I 876



Message ID : POL4575I

Severity

Information

Long Form

Backup completed successfully.

Short Form

Backup complete OK

Parameters

No parameters are provided for this message type

Description

None

Message ID : POL4576I

Severity

Information

Message ID : POL4575I 877



Long Form

Restore completed successfully.

Short Form

Restore complete OK

Parameters

No parameters are provided for this message type

Description

None

Message ID : POL4582I

Severity

Information

Long Form

ACCESS GRANTED on request to perform {0} for hostname {1}. Server name is {2}, server number {3}, object id {4}. The
timestamp is {5}. The request protocol version is {6}.

Message ID : POL4576I 878



Short Form

No short form is provided for this message type

Description

None

Message ID : POL4615I

Severity

Information

Long Form

ACCESS GRANTED on request to perform {0} for hostname {1}. Server name is {2}, server number {3}. The timestamp is {4}.
The request protocol version is {5}.

Short Form

Access granted

Parameters

Label CEF Label Type Usage

act act Text Action being requested or performed

Message ID : POL4582I 879



Label CEF Label Type Usage

shost shost Text Source host name

dbinstance vds_dbinstanceText Database instance

dbpart vds_dbpart Numeric Database partition

rt rt Text Time of event

version vds_version Text Software version string

Description

None

Message ID : POL4702I

Severity

Information

Long Form

EVENT: {0}

Short Form

Event

Message ID : POL4615I 880



Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : POL4702I 881



Logger POL: Warnings

Message ID : POL4703W

Severity

Warning

Long Form

EVENT: {0}

Short Form

Event

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Description

None

 Logger POL: Warnings 882



Logger VAD: Errors

Message ID : VAD4642E

Severity

Error

Long Form

{0}: {1} Failed to establish communication to Key Manager; return code={2}.

Short Form

Failed to establish communication to key manager

Parameters

Label CEF Label Type Usage

func vds_func Text A function name

act act Text Action being requested or performed

ecode cn1 Numeric An error code

 Logger VAD: Errors 883



Description

None

Message ID : VAD4642E 884



Logger VAD: Information

Message ID : VAD4641I

Severity

Information

Long Form

{0}: {1} Successful communication to Key Manager; time= {2}.

Short Form

Successful communication to key manager

Parameters

Label CEF Label Type Usage

func vds_func Text A function name

act act Text Action being requested or performed

etime end Text An end time stamp

 Logger VAD: Information 885



Description

None

Message ID : VAD4641I 886



Logger VAD: Warnings

Message ID : VAD4643W

Severity

Warning

Long Form

{0}: {1}.

Short Form

Tag: Fault

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

detail vds_detail Text Fault detail

Description

None

 Logger VAD: Warnings 887



Logger VMD: Errors

Message ID : VMD3203E

Severity

Error

Long Form

LDT: Live data transformation pause request from "{0}" failed

Short Form

LDT pause failed

Parameters

Label CEF Label Type Usage

shost shost Text Source host name

Description

None

 Logger VMD: Errors 888



Message ID : VMD3204E

Severity

Error

Long Form

LDT: Live data transformation resume request from "{0}" failed

Short Form

LDT resume failed

Parameters

Label CEF Label Type Usage

shost shost Text Source host name

Description

None

Message ID : VMD3503E

Message ID : VMD3204E 889



Severity

Error

Long Form

ReadBioPublicKey Bio_new failed {0}

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3507E

Severity

Error

Long Form

PEM_read_X509 failed

Message ID : VMD3503E 890



Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3509E

Severity

Error

Long Form

X509_extract_key failed

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3507E 891



Message ID : VMD3510E

Severity

Error

Long Form

vm_generate_certificate: mkcert RSA_generate_key failed

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3514E

Severity

Error

Long Form

uname: bad machine name len {0}

Message ID : VMD3510E 892



Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3517E

Severity

Error

Long Form

ReadBioPublicKey X509_extract_key failed {0}

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3514E 893



Message ID : VMD3520E

Severity

Error

Long Form

set process sid failed

Short Form

Set SID fail

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3525E

Severity

Error

Message ID : VMD3520E 894



Long Form

ReadBioX509cert Bio_read_filename failed {0}

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3527E

Severity

Error

Long Form

PEM_read_PrivateKey {0} read

Short Form

No short form is provided for this message type

Message ID : VMD3525E 895



Description

None

Message ID : VMD3533E

Severity

Error

Long Form

ReadBioPublicKey failed

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3544E

Severity

Error

Message ID : VMD3527E 896



Long Form

The VMD failed to become a daemon.

Short Form

VMD daemonize fail

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3546E

Severity

Error

Long Form

Can't get NIS domain: {0}

Message ID : VMD3544E 897



Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3550E

Severity

Error

Long Form

ReadBioPrivateKey BIO_new failed {0}

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3546E 898



Message ID : VMD3559E

Severity

Error

Long Form

ReadBioPublicKey PEM_read_bio_X509 failed {0}

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3563E

Severity

Error

Long Form

File {0} open failed ({1})

Message ID : VMD3559E 899



Short Form

File open error

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

ecode cn1 Numeric An error code

Description

None

Message ID : VMD3572E

Severity

Error

Long Form

ReadBioPrivateKey PEM_read_bio_RSAPrivateKey failed {0}

Message ID : VMD3563E 900



Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3578E

Severity

Error

Long Form

WriteBioPublicKey PEM_write_bio_X509 failed {0}

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3572E 901



Message ID : VMD3581E

Severity

Error

Long Form

WriteBioPrivateKey PEM_write_bio_RSAPrivateKey failed {0}

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3596E

Severity

Error

Long Form

vm_generate_certificate: Error initializing openssl random number generator

Message ID : VMD3581E 902



Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3597E

Severity

Error

Long Form

setmntent({0}, r) failed {1}({2})

Short Form

setmntent error

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

showStr reason Text Code specifying reason for allowing access, if any

Message ID : VMD3596E 903



Label CEF Label Type Usage

ecode cn1 Numeric An error code

Description

None

Message ID : VMD3605E

Severity

Error

Long Form

sysinfo failed for uname errno {0} : {1}

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3597E 904



Message ID : VMD3607E

Severity

Error

Long Form

WriteBioPublicKey Bio_new failed {0}

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3611E

Severity

Error

Long Form

ReadBioPrivateKey BIO_read_filename failed {0}

Message ID : VMD3607E 905



Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3612E

Severity

Error

Long Form

{0}: check_mount({1}, {2}) malloc({3}) failed {4}

Short Form

No memory

Parameters

No parameters are provided for this message type

Message ID : VMD3611E 906



Description

None

Message ID : VMD3616E

Severity

Error

Long Form

sysinfo failed for SI_HW_SERIAL errno[{0}][{1}]

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3617E

Severity

Error

Message ID : VMD3612E 907



Long Form

Failed to protect process {0}.

Short Form

Cannot protect process

Parameters

Label CEF Label Type Usage

pid dvcpid Numeric Numeric process ID

Description

None

Message ID : VMD3628E

Severity

Error

Long Form

WriteBioPrivateKey BIO_write_filename failed {0}

Message ID : VMD3617E 908



Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3629E

Severity

Error

Long Form

WriteBioPublicKey BIO_write_filename failed {0}

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3628E 909



Message ID : VMD3633E

Severity

Error

Long Form

ReadBioX509cert PEM_read_bio_X509 failed {0}

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3644E

Severity

Error

Long Form

NIS get group error: {0}

Message ID : VMD3633E 910



Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3645E

Severity

Error

Long Form

{0}: check_mount({1}, {2}) realloc({3}) failed {4}

Short Form

No memory

Parameters

No parameters are provided for this message type

Message ID : VMD3644E 911



Description

None

Message ID : VMD3651E

Severity

Error

Long Form

check_mount: mnttab open failed {0}

Short Form

Mnttab open error

Parameters

Label CEF Label Type Usage

ecode cn1 Numeric An error code

Description

None

Message ID : VMD3645E 912



Message ID : VMD3655E

Severity

Error

Long Form

vm_generate_certificate: mkcert EVP_PKEY_new failed

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3665E

Severity

Error

Long Form

WriteBioPrivateKey BIO_new failed {0}

Message ID : VMD3655E 913



Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3666E

Severity

Error

Long Form

ReadBioPrivateKey failed

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3665E 914



Message ID : VMD3667E

Severity

Error

Long Form

Error: can't load public key

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3674E

Severity

Error

Long Form

Failed to alloc mem for Host Key

Message ID : VMD3667E 915



Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3676E

Severity

Error

Long Form

ReadBioX509cert Bio_new failed {0}

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3674E 916



Message ID : VMD3681E

Severity

Error

Long Form

Failed to open {0}

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3683E

Severity

Error

Long Form

TEST HOST key failed {0}

Message ID : VMD3681E 917



Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3685E

Severity

Error

Long Form

ReadPrivateKey failed

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3683E 918



Message ID : VMD3686E

Severity

Error

Long Form

SET machine id failed {0}

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3689E

Severity

Error

Long Form

X509 certificate file {0} open failed

Message ID : VMD3686E 919



Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3697E

Severity

Error

Long Form

vm_generate_certificate: mkcert failed

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3689E 920



Message ID : VMD3700E

Severity

Error

Long Form

Unable to create or write to file {0} as part of a policy update. Error code {1}.

Short Form

Policy update error

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

ecode cn1 Numeric An error code

Description

Verify that the secfsd process is running; if not, restart it. If sesfsd is running, please call Thales support for assistance.

Message ID : VMD3700E 921



Message ID : VMD3702E

Severity

Error

Long Form

NIS get passwd error: {0}

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3707E

Severity

Error

Long Form

vm_generate_certificate: mkcert EVP_PKEY_assign_RSA failed

Message ID : VMD3702E 922



Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3713E

Severity

Error

Long Form

vm_get_pubkey_from_file: Read key file {0} failed

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3707E 923



Message ID : VMD3718E

Severity

Error

Long Form

vm_get_privkey_from_file: Read key file {0} failed

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3723E

Severity

Error

Long Form

ReadBioPublicKey Bio_read_filename failed {0}

Message ID : VMD3718E 924



Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3724E

Severity

Error

Long Form

Private Key file {0} open failed

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3723E 925



Message ID : VMD3726E

Severity

Error

Long Form

mount_sec: {0} mount failed {1}

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3730E

Severity

Error

Long Form

sysinfo: failed for SI_HW_SERIAL.

Message ID : VMD3726E 926



Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3734E

Severity

Error

Long Form

sysinfo failed for SI_SYSNAME errno {0}

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3730E 927



Message ID : VMD3736E

Severity

Error

Long Form

hpux_sysinfo: invalid buffer length

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3747E

Severity

Error

Long Form

can not write to file={0}

Message ID : VMD3736E 928



Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3748E

Severity

Error

Long Form

Failed to read Host Private Key from file {0}

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3747E 929



Message ID : VMD3750E

Severity

Error

Long Form

uname failed! errno[{0}][{1}]

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3758E

Severity

Error

Long Form

{0}: {1}

Message ID : VMD3750E 930



Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3759E

Severity

Error

Long Form

write() ssl error {0}

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3758E 931



Message ID : VMD3760E

Severity

Error

Long Form

Server does not support required soap operation: {0}

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3761E

Severity

Error

Long Form

The server name could not be converted to an IP address. Service will restart.

Message ID : VMD3760E 932



Short Form

Cannot get server IP

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3779E

Severity

Error

Long Form

Unable to create a signature for file {0}; error code {1}.

Short Form

Sig creation error

Message ID : VMD3761E 933



Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

ecode cn1 Numeric An error code

Description

None

Message ID : VMD3780E

Severity

Error

Long Form

Unable to encrypt file {0} with the session key; error code {1}.

Short Form

File encrypt error

Message ID : VMD3779E 934



Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

ecode cn1 Numeric An error code

Description

None

Message ID : VMD3782E

Severity

Error

Long Form

A new security configuration was received, but we failed to implement it. The current security configuration will continue to be
used.

Short Form

Config update fail

Message ID : VMD3780E 935



Parameters

No parameters are provided for this message type

Description

An error occurred while attempting to process a policy push from a key manager. Details of the failure were logged in the preceding
message.

Message ID : VMD3784E

Severity

Error

Long Form

Secfs component failed to provide initialization information to VMD.

Short Form

No config from secfs

Parameters

No parameters are provided for this message type

Message ID : VMD3782E 936



Description

None

Message ID : VMD3786E

Severity

Error

Long Form

Host file browsing for {0} failed.

Short Form

Host browse fail

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : VMD3784E 937



Message ID : VMD3787E

Severity

Error

Long Form

Unable to get status from secfs component. Error code {0}.

Short Form

Secfs config fetch error

Parameters

Label CEF Label Type Usage

ecode cn1 Numeric An error code

Description

None

Message ID : VMD3788E

Message ID : VMD3787E 938



Severity

Error

Long Form

Unable to send data to secfs component. Error code {0}.

Short Form

Kernel config send error

Parameters

Label CEF Label Type Usage

ecode cn1 Numeric An error code

Description

None

Message ID : VMD3789E

Severity

Error

Message ID : VMD3788E 939



Long Form

Unable to receive data from secfs component. Error code {0}.

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3790E

Severity

Error

Long Form

Secfs component did not confirm host-delete operation.

Short Form

No host-delete ACK

Message ID : VMD3789E 940



Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3792E

Severity

Error

Long Form

Unable to write authorized file information to disk. Error code {0}.

Short Form

Write auth file error

Parameters

Label CEF Label Type Usage

ecode cn1 Numeric An error code

Message ID : VMD3790E 941



Description

None

Message ID : VMD3795E

Severity

Error

Long Form

Query security config failed.

Short Form

Query config fail

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3792E 942



Message ID : VMD3796E

Severity

Error

Long Form

Secfs component reports failure on host-delete operation.

Short Form

Host delete fail

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3799E

Severity

Error

Message ID : VMD3796E 943



Long Form

Delete host operation failed.

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3801E

Severity

Error

Long Form

Cannot update service status. Error = {0}

Short Form

Service update error

Message ID : VMD3799E 944



Parameters

Label CEF Label Type Usage

ecode cn1 Numeric An error code

Description

None

Message ID : VMD3802E

Severity

Error

Long Form

Cannot set service status to stopped. Error = {0}

Short Form

Service stop error

Parameters

Label CEF Label Type Usage

ecode cn1 Numeric An error code

Message ID : VMD3801E 945



Description

None

Message ID : VMD3807E

Severity

Error

Long Form

Cannot register service handler. Error = {0}

Short Form

Register server error

Parameters

Label CEF Label Type Usage

ecode cn1 Numeric An error code

Description

None

Message ID : VMD3802E 946



Message ID : VMD3809E

Severity

Error

Long Form

Cannot start service dispatcher. Error = {0}

Short Form

Start service error

Parameters

Label CEF Label Type Usage

ecode cn1 Numeric An error code

Description

None

Message ID : VMD3811E

Message ID : VMD3809E 947



Severity

Error

Long Form

User {0} in domain {1} failed to connect to network path {2}. Error code {3}.

Short Form

Net connect error

Parameters

Label CEF Label Type Usage

user suser Text User name

domain dntdom Text A domain name (policy, network, users, etc)

url request Text A uniform resource location

ecode cn1 Numeric An error code

Description

None

Message ID : VMD3811E 948



Message ID : VMD3812E

Severity

Error

Long Form

Failed to enumerate network path {0}. Error code {1}.

Short Form

Net enumeration error

Parameters

Label CEF Label Type Usage

url request Text A uniform resource location

ecode cn1 Numeric An error code

Description

None

Message ID : VMD3812E 949



Message ID : VMD3816E

Severity

Error

Long Form

Failed to initialize the signature request {0}

Short Form

Init sig req fail

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : VMD3819E

Message ID : VMD3816E 950



Severity

Error

Long Form

Failed to generate the file list for the signature request {0}

Short Form

Sig file list fail

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : VMD3822E

Severity

Error

Message ID : VMD3819E 951



Long Form

Failed to generate the signatures for the signature request {0}

Short Form

Sig gen fail

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : VMD3828E

Severity

Error

Long Form

Failed the signature request {0}

Message ID : VMD3822E 952



Short Form

Sig req fail

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : VMD3830E

Severity

Error

Long Form

Failed to read the file list for the signature request {0}, error code {1}

Short Form

Sig file list read error

Message ID : VMD3828E 953



Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

ecode cn1 Numeric An error code

Description

None

Message ID : VMD3831E

Severity

Error

Long Form

Failed to write the file list for the signature request {0}, error code {1}

Short Form

Sig file list write error

Message ID : VMD3830E 954



Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

ecode cn1 Numeric An error code

Description

None

Message ID : VMD3833E

Severity

Error

Long Form

Failed to create the signature disk object

Short Form

Create sig disk object fail

Message ID : VMD3831E 955



Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3834E

Severity

Error

Long Form

Failed to add the signature {0} and name {1} into the signature disk object

Short Form

Add sig object error

Parameters

Label CEF Label Type Usage

hex vds_hex Text A hex string (e.g. a signature)

filePath filePath Text Full path to file

Message ID : VMD3833E 956



Description

None

Message ID : VMD3835E

Severity

Error

Long Form

Failed to write the signature disk file

Short Form

Write sig object fail

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3834E 957



Message ID : VMD3837E

Severity

Error

Long Form

Failed to write the signature disk file header

Short Form

Sig write header fail

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3838E

Severity

Error

Message ID : VMD3837E 958



Long Form

Failed to read the signature disk file header

Short Form

Sig read hreader fail

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3840E

Severity

Error

Long Form

Failed to push a new signature database

Message ID : VMD3838E 959



Short Form

Sig push to secfs fail

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3843E

Severity

Error

Long Form

User browsing for {0} failed.

Short Form

User browse fail

Message ID : VMD3840E 960



Parameters

Label CEF Label Type Usage

domain dntdom Text A domain name (policy, network, users, etc)

Description

None

Message ID : VMD3844E

Severity

Error

Long Form

Failed to bind to {0}. Error code {1}.

Short Form

Domain bind error

Parameters

Label CEF Label Type Usage

domain dntdom Text A domain name (policy, network, users, etc)

Message ID : VMD3843E 961



Label CEF Label Type Usage

ecode cn1 Numeric An error code

Description

None

Message ID : VMD3845E

Severity

Error

Long Form

Failed to query the domain {0} by {1}. Error {2}: {3}.

Short Form

NIS query error

Parameters

Label CEF Label Type Usage

domain dntdom Text A domain name (policy, network, users, etc)

effect vds_effect Text Policy effect

Message ID : VMD3844E 962



Label CEF Label Type Usage

ecode cn1 Numeric An error code

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : VMD3846E

Severity

Error

Long Form

Failed to query the group {0} in the domain {1} by {2}. Error {3}: {4}.

Short Form

NIS group query error

Parameters

Label CEF Label Type Usage

group vds_group Text Group name

Message ID : VMD3845E 963



Label CEF Label Type Usage

domain dntdom Text A domain name (policy, network, users, etc)

effect vds_effect Text Policy effect

ecode cn1 Numeric An error code

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : VMD3848E

Severity

Error

Long Form

Domain browsing failed.

Short Form

Domain browse fail

Message ID : VMD3846E 964



Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3849E

Severity

Error

Long Form

Error getting common name: {0}

Short Form

Cannot determine common name

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Message ID : VMD3848E 965



Description

None

Message ID : VMD3855E

Severity

Error

Long Form

Failed to send {0} signatures for the signature request {1} to the Key Manager

Short Form

Send sigs error

Parameters

Label CEF Label Type Usage

nsig vds_nsig Numeric The number of signatures generated

showStr reason Text Code specifying reason for allowing access, if any

Message ID : VMD3849E 966



Description

None

Message ID : VMD3858E

Severity

Error

Long Form

The Secfs component was unable to implement the new security configuration

Short Form

New config to Secfs fail

Parameters

No parameters are provided for this message type

Description

An error occured while attempting to apply a policy push from a key manager.

Message ID : VMD3855E 967



Message ID : VMD3864E

Severity

Error

Long Form

Unable to parse LDAP URL {0} - error "{1}"

Short Form

Bad LDAP url

Parameters

Label CEF Label Type Usage

url request Text A uniform resource location

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : VMD3864E 968



Message ID : VMD3865E

Severity

Error

Long Form

Unable to query LDAP server {0} - error "{1}"

Short Form

Bad LADP server

Parameters

Label CEF Label Type Usage

url request Text A uniform resource location

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : VMD3865E 969



Message ID : VMD3866E

Severity

Error

Long Form

Invalid LDAP posixAccount data returned

Short Form

Invalid LDAP account

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3867E

Severity

Error

Message ID : VMD3866E 970



Long Form

Invalid LDAP posixGroup data returned

Short Form

Invalid LDAP group

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3872E

Severity

Error

Long Form

Internal error: bad arguments to secfs component

Message ID : VMD3867E 971



Short Form

Bad args to Secfs

Parameters

No parameters are provided for this message type

Description

An internal error occurred. Please contact Thales Support

Message ID : VMD3873E

Severity

Error

Long Form

Internal error: the secfs component does not believe it's talking to the correct VMD

Short Form

Secfs rejecting VMD

Message ID : VMD3872E 972



Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3874E

Severity

Error

Long Form

The secfs component is unable to read its private key

Short Form

Secfs priv key fail

Parameters

No parameters are provided for this message type

Message ID : VMD3873E 973



Description

None

Message ID : VMD3875E

Severity

Error

Long Form

The secfs component unable to obtain its PWD

Short Form

Secfs passwd fail

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3874E 974



Message ID : VMD3876E

Severity

Error

Long Form

The secfs component contains an invalid PWD

Short Form

Secfs passwd bad

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3877E

Severity

Error

Message ID : VMD3876E 975



Long Form

The secfs component was unable to extract the key-encrypting-key

Short Form

Secfs key extract fail

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3878E

Severity

Error

Long Form

The secfs component failed to pass internal sanity checks around the key-encrypting-key

Message ID : VMD3877E 976



Short Form

Secfs key sanity fail

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3879E

Severity

Error

Long Form

The secfs component was able to perform all of the crypto operations around the policy push, but was unable to actually apply the
new policy configuration

Short Form

Secfs policy apply fail

Message ID : VMD3878E 977



Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3888E

Severity

Error

Long Form

Unable to replicate coherent guardpoint info - {0}

Short Form

Unable to replicate coherent GuardPoint info -

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Message ID : VMD3879E 978



Description

None

Message ID : VMD3890E

Severity

Error

Long Form

Unable to commit configuration to GPFS cluster

Short Form

Unable to commit configuration to GPFS cluster

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3888E 979



Message ID : VMD3891E

Severity

Error

Long Form

Non-clustered GP {0} not allowed on clustered filesystem

Short Form

Non-clustered GP not allowed on clustered filesystem

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : VMD3892E

Message ID : VMD3891E 980



Severity

Error

Long Form

Clustered GP {0} not allowed on non-clustered filesystem

Short Form

Clustered GP not allowed on non-clustered filesystem

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : VMD3901E

Severity

Error

Message ID : VMD3892E 981



Long Form

Docker host browsing failed.

Short Form

Docker host browse fail

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3903E

Severity

Error

Long Form

Docker host browsing for image {0} failed.

Message ID : VMD3901E 982



Short Form

Docker host browse fail

Parameters

Label Type Usage

dockerid Text Docker image or container id

Description

None

Message ID : VMD3905E

Severity

Error

Long Form

Docker image {0} file browsing for {1} failed.

Short Form

Docker image file browse fail

Message ID : VMD3903E 983



Parameters

Label CEF Label Type Usage

dockerid dockerid Text Docker image or container id

filePath filePath Text Full path to file

Description

None

Message ID : VMD3907E

Severity

Error

Long Form

Docker container {0} file browsing for {1} succeeded.

Short Form

Docker container file browse fail

Message ID : VMD3905E 984



Parameters

Label CEF Label Type Usage

dockerid dockerid Text Docker image or container id

filePath filePath Text Full path to file

Description

None

Message ID : VMD3909E

Severity

Error

Long Form

User browsing for image {0} with {1} failed.

Short Form

Docker image user browse fail

Message ID : VMD3907E 985



Parameters

Label CEF Label Type Usage

dockerid dockerid Text Docker image or container id

domain dntdom Text A domain name (policy, network, users, etc)

Description

None

Message ID : VMD3911E

Severity

Error

Long Form

User browsing for container {0} with {1} failed.

Short Form

Docker container user browse fail

Message ID : VMD3909E 986



Parameters

Label CEF Label Type Usage

dockerid dockerid Text Docker image or container id

domain dntdom Text A domain name (policy, network, users, etc)

Description

None

Message ID : VMD3913E

Severity

Error

Long Form

Domain browsing for image {0} failed.

Short Form

Docker image domain browse fail

Message ID : VMD3911E 987



Parameters

Label Type Usage

dockerid Text Docker image or container id

Description

None

Message ID : VMD3915E

Severity

Error

Long Form

Domain browsing for container {0} failed.

Short Form

Docker container domain browse fail

Parameters

Label Type Usage

dockerid Text Docker image or container id

Message ID : VMD3913E 988



Description

None

Message ID : VMD3916E

Severity

Error

Long Form

The current docker version "{0} {1}" is not supported.

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3917E

Severity

Error

Message ID : VMD3915E 989



Long Form

Failed to connect to the Docker service at {0}. Please make sure the Docker service is up.

Short Form

Failed to connect to Docker

Parameters

Label CEF Label Type Usage

url request Text A uniform resource location

Description

None

Message ID : VMD3918E

Severity

Error

Long Form

An unauthorized attempt to update the authentication signature for file {0} has been prevented

Message ID : VMD3917E 990



Short Form

Unauthorized signature change

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : VMD3922E

Severity

Error

Long Form

Internal error: unable to determine {0}.

Short Form

Unable to determine

Message ID : VMD3918E 991



Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : VMD3923E

Severity

Error

Long Form

Error from data governance module: {0}

Short Form

DG error

Parameters

No parameters are provided for this message type

Message ID : VMD3922E 992



Description

None

Message ID : VMD3927E

Severity

Error

Long Form

An error occured during certificate renewal: re-registration may be required

Short Form

Cert recovery failed

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3923E 993



Message ID : VMD3929E

Severity

Error

Long Form

Key manager failed to update CA certificate: {0}

Short Form

CA update failed

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : VMD3932E

Message ID : VMD3929E 994



Severity

Error

Long Form

The CTE client has failed attestation checks.

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD4245E

Severity

Error

Long Form

Key conversion failure when attempting to upgrade to fips-approved private key file format.

Message ID : VMD3932E 995



Short Form

Key conv fail

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD4594E

Severity

Error

Long Form

Failed to strengthen priority of the vmd, may face scheduling problems

Short Form

Cannot raise priority

Message ID : VMD4245E 996



Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD4606E

Severity

Error

Long Form

vm_read_file: fstat failed {0}

Short Form

Stat error

Parameters

Label CEF Label Type Usage

ecode cn1 Numeric An error code

Message ID : VMD4594E 997



Description

None

Message ID : VMD4607E

Severity

Error

Long Form

vm_read_file: fopen failed for {0} errno {1}

Short Form

Open error

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

ecode cn1 Numeric An error code

Message ID : VMD4606E 998



Description

None

Message ID : VMD4608E

Severity

Error

Long Form

vm_read_file: malloc for size {0} failed {1}

Short Form

Out of memory

Parameters

Label CEF Label Type Usage

slen in Numeric Input byte count or length

ecode cn1 Numeric An error code

Message ID : VMD4607E 999



Description

None

Message ID : VMD4609E

Severity

Error

Long Form

vm_read_file: read() failed for {0}

Short Form

Read error

Parameters

Label CEF Label Type Usage

ecode cn1 Numeric An error code

Description

None

Message ID : VMD4608E 1000



Message ID : VMD4610E

Severity

Error

Long Form

vm_write_file: fopen failed for {0} mode {1} errno {2}

Short Form

File open error

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

mode vds_mode Text File open mode

ecode cn1 Numeric An error code

Description

None

Message ID : VMD4610E 1001



Message ID : VMD4612E

Severity

Error

Long Form

vm_write_file: fwrite() failed error {0}

Short Form

Write error

Parameters

Label CEF Label Type Usage

ecode cn1 Numeric An error code

Description

None

Message ID : VMD4617E

Message ID : VMD4612E 1002



Severity

Error

Long Form

The previous message {0} was repeated {1} times

Short Form

Repeat message

Parameters

Label CEF Label Type Usage

msgid vds_msgid Text A unique log message identifier

count vds_count Numeric A generic count value

Description

None

Message ID : VMD4617E 1003



Logger VMD: Fatal errors

Message ID : VMD3767F

Severity

Fatal error

Long Form

No attribute {0} was found in the configuration file located at {1}. Please supply this attribute or re-install the product and try again.

Short Form

Attribute missing

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

filePath filePath Text Full path to file

Description

None

 Logger VMD: Fatal errors 1004



Message ID : VMD3768F

Severity

Fatal error

Long Form

Unable to parse the URL {0}. This attribute is located in the config file at {1}. Please fix the URL or re-install this product.

Short Form

Bad URL in config file

Parameters

Label CEF Label Type Usage

url request Text A uniform resource location

filePath filePath Text Full path to file

Description

None

Message ID : VMD3768F 1005



Message ID : VMD3769F

Severity

Fatal error

Long Form

Internal error: unable to set attribute {0}.

Short Form

Bad attribute

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : VMD3770F

Message ID : VMD3769F 1006



Severity

Fatal error

Long Form

The VMD failed to establish a communication channel to the Key Manager.

Short Form

Cannot contact server

Parameters

No parameters are provided for this message type

Description

The agent is unable to reach the key manager. You may see any of the following error messages: COM4583F,
COM4633W, VMD3770F, VMD3885I or VMD3886I. You may experience any of the following:

Connection to the key manager is down.1. 
The VMD Host has been deleted from the key manager.2. 
The host does not have "Communication Enabled" in the key manager UI.3. 
The VMD's host may be deleted from the key manager. Run the register_host utility to re-register the VMD with
the key manager.

4. 

Message ID : VMD3770F 1007



Message ID : VMD3771F

Severity

Fatal error

Long Form

Logging setup failure. Error code {0}; "{1}"

Short Form

Log setup error

Parameters

Label CEF Label Type Usage

ecode cn1 Numeric An error code

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : VMD3771F 1008



Message ID : VMD3772F

Severity

Fatal error

Long Form

Logging setup failure: VMD logger information not found in Key Manager response.

Short Form

Missing logger info

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3797F

Severity

Fatal error

Message ID : VMD3772F 1009



Long Form

The VMD is unable to listen for requests from the Key Manager. Shutting down.

Short Form

Cannot list for server req.

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3894F

Severity

Fatal error

Long Form

The server does not support required oneway communications.

Message ID : VMD3797F 1010



Short Form

No short form is provided for this message type

Description

None

Message ID : VMD4595F

Severity

Fatal error

Long Form

The agent could not allocate enough memory. Contact support.

Short Form

Out of memory

Parameters

No parameters are provided for this message type

Message ID : VMD3894F 1011



Description

None

Message ID : VMD4616F

Severity

Fatal error

Long Form

The previous message {0} was repeated {1} times

Short Form

Repeat message

Parameters

Label CEF Label Type Usage

msgid vds_msgid Text A unique log message identifier

count vds_count Numeric A generic count value

Message ID : VMD4595F 1012



Description

None

Message ID : VMD4616F 1013



Logger VMD: Information

Message ID : VMD3201I

Severity

Information

Long Form

LDT: Live data transformation has been paused by "{0}"

Short Form

LDT paused

Parameters

Label CEF Label Type Usage

shost shost Text Source host name

Description

None

 Logger VMD: Information 1014



Message ID : VMD3202I

Severity

Information

Long Form

LDT: Live data transformation has been resumed by "{0}"

Short Form

LDT resumed

Parameters

Label CEF Label Type Usage

shost shost Text Source host name

Description

None

Message ID : VMD3548I

Message ID : VMD3202I 1015



Severity

Information

Long Form

RSA key verification Failed

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3558I

Severity

Information

Long Form

RSA key verified

Message ID : VMD3548I 1016



Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3626I

Severity

Information

Long Form

{0} is MOUNTED

Short Form

Mount success

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Message ID : VMD3558I 1017



Description

None

Message ID : VMD3640I

Severity

Information

Long Form

STARTED on {0} PORT {1} VERSION: {2}

Short Form

VMD Startup

Parameters

Label CEF Label Type Usage

osname cs2 Text A name identifying the agent operating system

port spt Numeric A socket port number

version vds_version Text Software version string

Message ID : VMD3626I 1018



Description

None

Message ID : VMD3663I

Severity

Information

Long Form

{0} is not mounted

Short Form

Mount fail

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : VMD3640I 1019



Message ID : VMD3773I

Severity

Information

Long Form

The {0} is starting. It was invoked at the command line like this: "{1}"

Short Form

VMD startup

Parameters

Label CEF Label Type Usage

agent deviceProcessNameText The short identifier of the agent software

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : VMD3773I 1020



Message ID : VMD3778I

Severity

Information

Long Form

The VMD is shutting down.

Short Form

VMD shutdown

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3781I

Severity

Information

Message ID : VMD3778I 1021



Long Form

Successfully received and implemented a new security configuration.

Short Form

New Config OK

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3785I

Severity

Information

Long Form

Host file browsing for {0} succeeded.

Message ID : VMD3781I 1022



Short Form

Host browse OK

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : VMD3794I

Severity

Information

Long Form

Query security config succeeded.

Short Form

Query config OK

Message ID : VMD3785I 1023



Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3798I

Severity

Information

Long Form

Delete host operation succeeded.

Short Form

Host delete OK

Parameters

No parameters are provided for this message type

Message ID : VMD3794I 1024



Description

None

Message ID : VMD3800I

Severity

Information

Long Form

RESTARTED SDK Server at PORT {0}.

Short Form

SDK server restart

Parameters

Label CEF Label Type Usage

port spt Numeric A socket port number

Description

None

Message ID : VMD3798I 1025



Message ID : VMD3803I

Severity

Information

Long Form

Shutting down file system service.

Short Form

Service stop

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3804I

Severity

Information

Message ID : VMD3803I 1026



Long Form

Stopping file system service...

Short Form

Service shutdown

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3814I

Severity

Information

Long Form

Initializing the signature request {0}

Message ID : VMD3804I 1027



Short Form

Init sig req start

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : VMD3815I

Severity

Information

Long Form

Finished initializing the signature request {0}

Short Form

Init sig req end

Message ID : VMD3814I 1028



Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : VMD3817I

Severity

Information

Long Form

Generating the file list for the signature request {0}

Short Form

Gen sig file list

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Message ID : VMD3815I 1029



Description

None

Message ID : VMD3818I

Severity

Information

Long Form

Finished generating the file list for the signature request {0}. Number of files in the list: {1}

Short Form

Sig file list complete

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

nfile vds_nfile Numeric The number of files processed

Message ID : VMD3817I 1030



Description

None

Message ID : VMD3820I

Severity

Information

Long Form

Generating the signatures for the signature request {0}

Short Form

Generating sigs

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : VMD3818I 1031



Message ID : VMD3821I

Severity

Information

Long Form

Finished generating the signatures for the signature request {0}. Number of processed files: {1}. Number of generated signatures:
{2}. Number of failed files: {3}

Short Form

Generated sigs

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

nfile vds_nfile Numeric The number of files processed

nsig vds_nsig Numeric The number of signatures generated

nerror vds_nerror Numeric The number of errors encountered

Message ID : VMD3821I 1032



Description

None

Message ID : VMD3823I

Severity

Information

Long Form

Failed to get the file attributes for {0}, error code {1}, error message: {2}

Short Form

Sig file attr error

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

ecode cn1 Numeric An error code

showStr reason Text Code specifying reason for allowing access, if any

Message ID : VMD3821I 1033



Description

None

Message ID : VMD3825I

Severity

Information

Long Form

Generating the signatures for the signature request {0}, {1} out of {2} files have been processed

Short Form

Sig progress

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

nsig vds_nsig Numeric The number of signatures generated

nfile vds_nfile Numeric The number of files processed

Message ID : VMD3823I 1034



Description

None

Message ID : VMD3827I

Severity

Information

Long Form

Completed the signature request {0} successfully

Short Form

Sig sig req done

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : VMD3825I 1035



Message ID : VMD3829I

Severity

Information

Long Form

Canceled the signature request {0}

Short Form

Sig req cancelled

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : VMD3832I

Message ID : VMD3829I 1036



Severity

Information

Long Form

Generating the file list for the signature request {0}, {1} files have been written to the list

Short Form

Sig file generation in progress

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

nfile vds_nfile Numeric The number of files processed

Description

None

Message ID : VMD3836I

Message ID : VMD3832I 1037



Severity

Information

Long Form

Finished writing the signature disk file

Short Form

Sig write complete

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3839I

Severity

Information

Message ID : VMD3836I 1038



Long Form

Finished pushing a new signature database

Short Form

Sig push to secfs OK

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3841I

Severity

Information

Long Form

opendir failed for {0} for the signature request {1}, error code {2}

Message ID : VMD3839I 1039



Short Form

Sig opendir error

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

showStr reason Text Code specifying reason for allowing access, if any

ecode cn1 Numeric An error code

Description

None

Message ID : VMD3842I

Severity

Information

Long Form

User browsing for {0} succeeded.

Message ID : VMD3841I 1040



Short Form

User browse OK

Parameters

Label CEF Label Type Usage

domain dntdom Text A domain name (policy, network, users, etc)

Description

None

Message ID : VMD3847I

Severity

Information

Long Form

Domain browsing succeeded.

Short Form

Domain browse OK

Message ID : VMD3842I 1041



Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3851I

Severity

Information

Long Form

Canceling the signature request {0}

Short Form

Sig req cancelled

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Message ID : VMD3847I 1042



Description

None

Message ID : VMD3852I

Severity

Information

Long Form

Querying the status of the signature request {0}

Short Form

Sig req status query

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : VMD3851I 1043



Message ID : VMD3853I

Severity

Information

Long Form

Sending {0} signatures for the signature request {1} to the Key Manager

Short Form

Sending sigs

Parameters

Label CEF Label Type Usage

nsig vds_nsig Numeric The number of signatures generated

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : VMD3853I 1044



Message ID : VMD3854I

Severity

Information

Long Form

{0} signatures of the signature request {1} have been sent to the Key Manager

Short Form

Sent sigs

Parameters

Label CEF Label Type Usage

nsig vds_nsig Numeric The number of signatures generated

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : VMD3854I 1045



Message ID : VMD3856I

Severity

Information

Long Form

The Key Manager canceled the signature data push

Short Form

Send sigs cancelled

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3857I

Severity

Information

Message ID : VMD3856I 1046



Long Form

Got the signature data push from the Key Manager. Number of signatures in the push: {0}. Total number of signatures from the Key
Manager: {1}

Short Form

Sig push from server

Parameters

Label CEF Label Type Usage

nsig vds_nsig Numeric The number of signatures generated

nfile vds_nfile Numeric The number of files processed

Description

None

Message ID : VMD3859I

Severity

Information

Message ID : VMD3857I 1047



Long Form

Completed the signature request {0} with some failed files

Short Form

Sig reg partially done

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : VMD3861I

Severity

Information

Long Form

The Key Manager canceled the signature sending for the signature request {0}

Message ID : VMD3859I 1048



Short Form

Sig req cancelled

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : VMD3862I

Severity

Information

Long Form

Running in FIPS 140-2 mode, using {0}

Short Form

FIPS 140-2 mode

Message ID : VMD3861I 1049



Parameters

Label CEF Label Type Usage

version vds_version Text Software version string

Description

None

Message ID : VMD3863I

Severity

Information

Long Form

Generating the file list for the signature request {0}, {1} files and directories have been scanned

Short Form

Sig scan in progress

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Message ID : VMD3862I 1050



Label CEF Label Type Usage

nfile vds_nfile Numeric The number of files processed

Description

None

Message ID : VMD3868I

Severity

Information

Long Form

LDAP search of {0}/{1} for {2} returned "{3}"

Short Form

LDAP search error

Parameters

Label CEF Label Type Usage

url request Text A uniform resource location

filePath filePath Text Full path to file

Message ID : VMD3863I 1051



Label CEF Label Type Usage

effect vds_effect Text Policy effect

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : VMD3870I

Severity

Information

Long Form

Configuration data was supplied by "{0}".

Short Form

Config source

Parameters

Label CEF Label Type Usage

url request Text A uniform resource location

Message ID : VMD3868I 1052



Description

None

Message ID : VMD3880I

Severity

Information

Long Form

The Key Manager was upgraded recently; informing it that this agent is challenge-response aware

Short Form

Try new host password req

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3870I 1053



Message ID : VMD3881I

Severity

Information

Long Form

The new certificate set has been activated

Short Form

New certs activated

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3883I

Severity

Information

Message ID : VMD3881I 1054



Long Form

Certificates for the {0} agent expire in {1} days

Short Form

Certificate lifetime

Parameters

Label CEF Label Type Usage

agent deviceProcessNameText The short identifier of the agent software

daysleft vds_daysleft Numeric Days until certificate expiry

Description

None

Message ID : VMD3885I

Severity

Information

Message ID : VMD3883I 1055



Long Form

The VMD failed to initialize with the Key Manager. This may indicate that the connection to the server is down, the VMD's host has
been deleted from the Key Manager, or "Communication Enabled" for the host has not been enabled in the Key Manager UI.

Short Form

VMD/Server init fail

Parameters

No parameters are provided for this message type

Description

The agent is unable to reach the key manager. You may see any of the following error messages: COM4583F,
COM4633W, VMD3770F, VMD3885I or VMD3886I. You may experience any of the following:

Connection to the key manager is down.1. 
The VMD Host has been deleted from the key manager.2. 
The host does not have "Communication Enabled" in the key manager UI.3. 
The VMD's host may be deleted from the key manager. Run the register_host utility to re-register the VMD with
the key manager.

4. 

Message ID : VMD3885I 1056



Message ID : VMD3886I

Severity

Information

Long Form

The VMD's host may no longer be registered with a Key Manager. The VMD's host may have been deleted from the Key Manager.
You may want to run the register_host utility to re-register the VMD with a Key Manager.

Short Form

VMD poss unregistered

Parameters

No parameters are provided for this message type

Description

The agent is unable to reach the key manager. You may see any of the following error messages: COM4583F,
COM4633W, VMD3770F, VMD3885I or VMD3886I. You may experience any of the following:

Connection to the key manager is down.1. 
The VMD Host has been deleted from the key manager.2. 
The host does not have "Communication Enabled" in the key manager UI.3. 
The VMD's host may be deleted from the key manager. Run the register_host utility to re-register the VMD with
the key manager.

4. 

Message ID : VMD3886I 1057



Message ID : VMD3893I

Severity

Information

Long Form

Clustered property of GP {0} is honored per Key Manager

Short Form

Clustered property of GP is honored per Key Manager

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Description

None

Message ID : VMD3893I 1058



Message ID : VMD3895I

Severity

Information

Long Form

RSA certificates detected for the {0} agent, will renew with EC certificates

Short Form

Switching to EC certs

Parameters

Label CEF Label Type Usage

agent deviceProcessNameText The short identifier of the agent software

Description

None

Message ID : VMD3896I

Message ID : VMD3895I 1059



Severity

Information

Long Form

RSA certificates detected for the {0} agent, will not renew with EC certificates as ports 8446/7 not open to Key Manager

Short Form

No Switch to EC certs due to missing 8446/7 ports

Parameters

Label CEF Label Type Usage

agent deviceProcessNameText The short identifier of the agent software

Description

None

Message ID : VMD3897I

Severity

Information

Message ID : VMD3896I 1060



Long Form

New comms session with {0} using token {1}

Short Form

Comms session

Parameters

Label CEF Label Type Usage

shost shost Text Source host name

token vds_token Text A token name (e.g. for one-time-passwords)

Description

None

Message ID : VMD3898I

Severity

Information

Message ID : VMD3897I 1061



Long Form

STARTED on {0} VERSION: {1}

Short Form

VMD Startup

Parameters

Label CEF Label Type Usage

osname cs2 Text A name identifying the agent operating system

version vds_version Text Software version string

Description

None

Message ID : VMD3900I

Severity

Information

Message ID : VMD3898I 1062



Long Form

Docker host browsing succeeded.

Short Form

Docker host browse OK

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3902I

Severity

Information

Long Form

Docker host browsing for image {0} succeeded.

Message ID : VMD3900I 1063



Short Form

Docker host browse OK

Parameters

Label Type Usage

dockerid Text Docker image or container id

Description

None

Message ID : VMD3904I

Severity

Information

Long Form

Docker image {0} file browsing for {1} succeeded.

Short Form

Docker image file browse OK

Message ID : VMD3902I 1064



Parameters

Label CEF Label Type Usage

dockerid dockerid Text Docker image or container id

filePath filePath Text Full path to file

Description

None

Message ID : VMD3906I

Severity

Information

Long Form

Docker container {0} file browsing for {1} succeeded.

Short Form

Docker container file browse OK

Message ID : VMD3904I 1065



Parameters

Label CEF Label Type Usage

dockerid dockerid Text Docker image or container id

filePath filePath Text Full path to file

Description

None

Message ID : VMD3908I

Severity

Information

Long Form

User browsing for image {0} with {1} succeeded.

Short Form

Docker image user browse OK

Message ID : VMD3906I 1066



Parameters

Label CEF Label Type Usage

dockerid dockerid Text Docker image or container id

domain dntdom Text A domain name (policy, network, users, etc)

Description

None

Message ID : VMD3910I

Severity

Information

Long Form

User browsing for container {0} with {1} succeeded.

Short Form

Docker container user browse OK

Message ID : VMD3908I 1067



Parameters

Label CEF Label Type Usage

dockerid dockerid Text Docker image or container id

domain dntdom Text A domain name (policy, network, users, etc)

Description

None

Message ID : VMD3912I

Severity

Information

Long Form

Domain browsing for image {0} succeeded.

Short Form

Docker image domain browse OK

Message ID : VMD3910I 1068



Parameters

Label Type Usage

dockerid Text Docker image or container id

Description

None

Message ID : VMD3914I

Severity

Information

Long Form

Domain browsing for container {0} succeeded.

Short Form

Docker container domain browse OK

Parameters

Label Type Usage

dockerid Text Docker image or container id

Message ID : VMD3912I 1069



Description

None

Message ID : VMD3919I

Severity

Information

Long Form

Policy "{0}" version {1} received from Key Manager

Short Form

Policy update

Parameters

Label CEF Label Type Usage

pol cs1 Text Policy name

verno vds_verno Numeric A version number

Message ID : VMD3914I 1070



Description

None

Message ID : VMD3926I

Severity

Information

Long Form

An partial certificate renewal has been completed successfully

Short Form

Certs recovered OK

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3919I 1071



Message ID : VMD3930I

Severity

Information

Long Form

Successfully received and implemented user space part of a new security configuration.

Short Form

Partial Config OK

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3934I

Severity

Information

Message ID : VMD3930I 1072



Long Form

The CTE client has passed attestation checks.

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3935I

Severity

Information

Long Form

Attestation checks to be run on following adapters: {0}

Short Form

Attest run

Message ID : VMD3934I 1073



Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : VMD4246I

Severity

Information

Long Form

Detected upgrade situation from pre-FIPS (4.4.0) to post-FIPS (4.4.1). Converting the private key format now.

Short Form

Key converted

Parameters

No parameters are provided for this message type

Message ID : VMD3935I 1074



Description

None

Message ID : VMD4611I

Severity

Information

Long Form

vm_write_file: Empty write buffer

Short Form

Empty write buf

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD4246I 1075



Message ID : VMD4619I

Severity

Information

Long Form

The previous message {0} was repeated {1} times

Short Form

Repeat message

Parameters

Label CEF Label Type Usage

msgid vds_msgid Text A unique log message identifier

count vds_count Numeric A generic count value

Description

None

Message ID : VMD4619I 1076



Message ID : VMD4620I

Severity

Information

Long Form

The space available for log files in {0} is low ({1} MB)

Short Form

Log space low

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

count vds_count Numeric A generic count value

Description

None

Message ID : VMD4620I 1077



Logger VMD: Warnings

Message ID : VMD3714W

Severity

Warning

Long Form

check_mount: {0} {1}{2} match failed({3})

Short Form

No short form is provided for this message type

Description

None

Message ID : VMD3762W

Severity

Warning

 Logger VMD: Warnings 1078



Long Form

Keys are not available at time of signing binaries. Check connection to Key Manager or run 'vmsec challenge'

Short Form

No Keys signing binaries.

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3805W

Severity

Warning

Long Form

Unhandled service opcode seen. Opcode = {0}

Message ID : VMD3762W 1079



Short Form

Unhandled opcode

Parameters

Label CEF Label Type Usage

ecode cn1 Numeric An error code

Description

None

Message ID : VMD3806W

Severity

Warning

Long Form

Unrecognized service opcode seen. Opcode = {0}

Short Form

Unknown opcode

Message ID : VMD3805W 1080



Parameters

Label CEF Label Type Usage

ecode cn1 Numeric An error code

Description

None

Message ID : VMD3813W

Severity

Warning

Long Form

The VMD is shutting down.

Short Form

VMD Shutdown

Parameters

No parameters are provided for this message type

Message ID : VMD3806W 1081



Description

System shutdown, reboot or system re-registration will cause this message to display because the CTE daemon process was
terminated.

Message ID : VMD3824W

Severity

Warning

Long Form

Failed to create the signature for {0} for the signature request {1}, error code {2}

Short Form

Sig creation error

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

showStr reason Text Code specifying reason for allowing access, if any

ecode cn1 Numeric An error code

Message ID : VMD3813W 1082



Description

None

Message ID : VMD3826W

Severity

Warning

Long Form

{0} is invalid for the signature request {1}

Short Form

Bad sig file

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

showStr reason Text Code specifying reason for allowing access, if any

Message ID : VMD3824W 1083



Description

None

Message ID : VMD3850W

Severity

Warning

Long Form

Could not find the signature request {0}

Short Form

Sig req mismatch

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : VMD3826W 1084



Message ID : VMD3860W

Severity

Warning

Long Form

The signature request {0} is already initialized

Short Form

Sig req duplicated

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

Description

None

Message ID : VMD3869W

Message ID : VMD3860W 1085



Severity

Warning

Long Form

No LDAP server details were found (missing or incomplete ldap.conf)

Short Form

No LDAP server

Parameters

No parameters are provided for this message type

Description

No LDAP configuration data was found on the host system. This usually occurs because LDAP services have not been installed or
configured properly.

Message ID : VMD3871W

Severity

Warning

Message ID : VMD3869W 1086



Long Form

Unauthorized communication attempt from "{0}" rejected

Short Form

Unauth comms rejected

Parameters

Label CEF Label Type Usage

url request Text A uniform resource location

Description

None

Message ID : VMD3882W

Severity

Warning

Long Form

An error occured with a new certificate set so the previous set has been restored

Message ID : VMD3871W 1087



Short Form

Backup certs restored

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3887W

Severity

Warning

Long Form

Unable to initialize/join Vormetric Cluster Group - proceeding unclustered

Short Form

initialize/join CipherTrust Cluster Group - proceeding unclustered

Message ID : VMD3882W 1088



Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3889W

Severity

Warning

Long Form

Cluster coherent GP {0} not allowed on unclustered node

Short Form

Cluster coherent GP not allowed on unclustered node

Parameters

Label CEF Label Type Usage

gp fileId Text GuardPoint base directory

Message ID : VMD3887W 1089



Description

None

Message ID : VMD3899W

Severity

Warning

Long Form

The authentication signature for file {0} has changed

Short Form

Signature changed

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : VMD3889W 1090



Message ID : VMD3920W

Severity

Warning

Long Form

Agent failing over to server "{0}"

Short Form

Failover

Parameters

Label CEF Label Type Usage

shost shost Text Source host name

Description

None

Message ID : VMD3921W

Message ID : VMD3920W 1091



Severity

Warning

Long Form

Agent reverting to assigned server "{0}"

Short Form

Failover end

Parameters

Label CEF Label Type Usage

shost shost Text Source host name

Description

None

Message ID : VMD3924W

Severity

Warning

Message ID : VMD3921W 1092



Long Form

Unknown key manager in URL {0} will be ignored. This attribute is located in the config file at {1}.

Short Form

Unknown URL in config file

Parameters

Label CEF Label Type Usage

url request Text A uniform resource location

filePath filePath Text Full path to file

Description

None

Message ID : VMD3925W

Severity

Warning

Message ID : VMD3924W 1093



Long Form

Certificate renewal not possible due to missing external cert directory and no saved CSR

Short Form

Cert renewal impossible

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3928W

Severity

Warning

Long Form

Certificate for "{0}" expires in {1} days

Message ID : VMD3925W 1094



Short Form

CA cert expires

Parameters

Label CEF Label Type Usage

agent deviceProcessNameText The short identifier of the agent software

daysleft vds_daysleft Numeric Days until certificate expiry

Description

None

Message ID : VMD3931W

Severity

Warning

Long Form

A required signature set update has not been received from the Key Manager - policy rules may not be enforced correctly.

Message ID : VMD3928W 1095



Short Form

Missing sigset push

Parameters

No parameters are provided for this message type

Description

None

Message ID : VMD3933W

Severity

Warning

Long Form

The CTE client is unable to perform attestation checks.

Short Form

No short form is provided for this message type

Message ID : VMD3931W 1096



Description

None

Message ID : VMD4618W

Severity

Warning

Long Form

The previous message {0} was repeated {1} times

Short Form

Repeat message

Parameters

Label CEF Label Type Usage

msgid vds_msgid Text A unique log message identifier

count vds_count Numeric A generic count value

Message ID : VMD3933W 1097



Description

None

Message ID : VMD4621W

Severity

Warning

Long Form

The space available for log files in {0} is dangerously low ({1} MB)

Short Form

Log space low

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

count vds_count Numeric A generic count value

Message ID : VMD4618W 1098



Description

The directory used to process log files is low on space. The "filePath" field gives the path and directory. The "count" field
gives the remaining space (in MB).

When space is low audit trails may become compromised, and error conditions may be unreported. This should be
resolved immediately.

Message ID : VMD4622W

Severity

Warning

Long Form

Raising drop log message level to {0} because space consumed is now greater than {1}% and less than or equal to {2}%.

Short Form

Raise drop space level

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

count vds_count Numeric A generic count value

Message ID : VMD4621W 1099



Label CEF Label Type Usage

count vds_count Numeric A generic count value

Description

The space that holds log files uploaded to the key manager is increasing. Logging levels are automatically modified to
accommodate the load. The "reason" field details the change being imposed, and the two "count" fields depict the lower
and upper "percentage full"values that caused this condition. The following strings may occur on the "reason" field:

Reason Meaning

Drop None No adjustments currently in force

Speed Up The agent will try to upload logs to the key manager in larger batches

Drop Info No INFO level logs will be uploaded

Drop Warn No WARN level logs will be uploaded

Drop Error No ERROR level logs will be uploaded

Message ID : VMD4623W

Severity

Warning

Message ID : VMD4622W 1100



Long Form

Raising drop log message level to {0} because number of files is now greater than {1}% and less than or equal to {2}%.

Short Form

Raise drop file level

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

count vds_count Numeric A generic count value

count vds_count Numeric A generic count value

Description

Files pending upload to the key manager are increasing, so the agent has temporarily adjusted the logging parameters to handle the
situation. The "reason" field details the change imposed, and the two "count" fields indicate the lower and upper percentages of the
maximum permitted number of files. See VMD4622W for usage of the "reason" field.

Message ID : VMD4624W

Severity

Warning

Message ID : VMD4623W 1101



Long Form

Lowering drop log message level to {0} because space consumed is now greater than {1}% and less than or equal to {2}%.

Short Form

Lower drop space level

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

count vds_count Numeric A generic count value

count vds_count Numeric A generic count value

Description

The space used to hold log files for uploading to the key manager is decreasing, so the agent has temporarily adjusted the logging
parameters to handle the situation. See VMD4622W for details about the fields used.

Message ID : VMD4625W

Severity

Warning

Message ID : VMD4624W 1102



Long Form

Lowering drop log message level to {0} because number of files is now greater than {1}% and less than or equal to {2}%.

Short Form

Lower drop file level

Parameters

Label CEF Label Type Usage

showStr reason Text Code specifying reason for allowing access, if any

count vds_count Numeric A generic count value

count vds_count Numeric A generic count value

Description

The number of files pending upload to the key manager is decreasing, so the agent has temporarily adjusted the logging parameters
to handle the situation. See VMD4623W for details about the fields used.

Message ID : VMD4636W

Severity

Warning

Message ID : VMD4625W 1103



Long Form

Unable to determine expiry date from certificate {0}

Short Form

Cannot get expiry date

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : VMD4639W

Severity

Warning

Long Form

Corrupt log data from Secfs in file {0} - some records lost

Message ID : VMD4636W 1104



Short Form

Corrupt log file

Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : VMD4640W

Severity

Warning

Long Form

Invalid directory in log directory. {0} Please remove.

Short Form

Invalid directory in log directory.

Message ID : VMD4639W 1105



Parameters

Label CEF Label Type Usage

filePath filePath Text Full path to file

Description

None

Message ID : VMD4640W 1106



Logger XFM: Errors

Message ID : XFM4501E

Severity

Error

Long Form

Decompression failure: the size of the data resulting from decompression is not the same size as before compression. Possible data
corruption.

Short Form

Size mismatch

Parameters

No parameters are provided for this message type

Description

None

 Logger XFM: Errors 1107



Message ID : XFM4502E

Severity

Error

Long Form

Compression setup failure: module not initialized.

Short Form

Compression init fail

Parameters

No parameters are provided for this message type

Description

None

Message ID : XFM4504E

Severity

Error

Message ID : XFM4502E 1108



Long Form

Compression setup failure: no applicable module initialized.

Short Form

Compression setup fail

Parameters

No parameters are provided for this message type

Description

None

Message ID : XFM4535E

Severity

Error

Long Form

Decompression got corrupted buffer (invalid size of encrypted data).

Message ID : XFM4504E 1109



Short Form

Encryption buffer corrupt

Parameters

No parameters are provided for this message type

Description

None

Message ID : XFM4568E

Severity

Error

Long Form

Compression failure: destination buffer too small: {0} < {1}.

Short Form

Buffer too small

Message ID : XFM4535E 1110



Parameters

Label CEF Label Type Usage

slen in Numeric Input byte count or length

dlen out Numeric Output byte count or length

Description

None

Message ID : XFM4589E

Severity

Error

Long Form

Unable to initialize the message digest subsystem. The operation will fail.

Short Form

Digest setup fail

Message ID : XFM4568E 1111



Parameters

No parameters are provided for this message type

Description

None

Message ID : XFM4590E

Severity

Error

Long Form

Unable to compute the message digest value.

Short Form

Cannot compute digest

Parameters

No parameters are provided for this message type

Message ID : XFM4589E 1112



Description

None

Message ID : XFM4591E

Severity

Error

Long Form

Unable to the retrieve the message digest value.

Short Form

Cannot extract digest

Parameters

No parameters are provided for this message type

Description

None

Message ID : XFM4590E 1113



Logger XFM: Fatal errors

Message ID : XFM4508F

Severity

Fatal error

Long Form

Unable to find chunk headers; possible data corruption.

Short Form

Missing chunk hdr

Parameters

No parameters are provided for this message type

Description

None

Message ID : XFM4509F

 Logger XFM: Fatal errors 1114



Severity

Fatal error

Long Form

Decompression/decryption failure: output buffer size ({0} bytes) is too small.

Short Form

Decomp/decrypt buffer too small

Parameters

Label CEF Label Type Usage

dlen out Numeric Output byte count or length

Description

None

Message ID : XFM4518F

Severity

Fatal error

Message ID : XFM4509F 1115



Long Form

Invalid encryption key size received from Key Manager. The operation will fail.

Short Form

Invalid encr. key size

Parameters

No parameters are provided for this message type

Description

None

Message ID : XFM4519F

Severity

Fatal error

Long Form

The agent could not allocate enough memory. Contact support.

Message ID : XFM4518F 1116



Short Form

Out of memory

Parameters

No parameters are provided for this message type

Description

None

Message ID : XFM4525F

Severity

Fatal error

Long Form

Decryption fatal error: {0}. The restore operation will fail.

Short Form

Decryption error

Message ID : XFM4519F 1117



Parameters

Label CEF Label Type Usage

ecode cn1 Numeric An error code

Description

None

Message ID : XFM4532F

Severity

Fatal error

Long Form

Decryption information mismatch; possible data corruption.

Short Form

Decryption info mismatch

Parameters

No parameters are provided for this message type

Message ID : XFM4525F 1118



Description

None

Message ID : XFM4536F

Severity

Fatal error

Long Form

Compression module returned fatal error: {0}. The operation will fail.

Short Form

Compression error

Parameters

Label CEF Label Type Usage

ecode cn1 Numeric An error code

Description

None

Message ID : XFM4532F 1119



Message ID : XFM4539F

Severity

Fatal error

Long Form

Unable to set up encryption subsystem. The operation will fail.

Short Form

Encryption setup fail

Parameters

No parameters are provided for this message type

Description

None

Message ID : XFM4540F

Severity

Fatal error

Message ID : XFM4539F 1120



Long Form

Decompression information mismatch; possible data corruption.

Short Form

Decompression info mismatch

Parameters

No parameters are provided for this message type

Description

None

Message ID : XFM4541F

Severity

Fatal error

Long Form

Data read problem: corrupted buffer header. Data corruption has possibly occurred. The restore operation will fail.

Message ID : XFM4540F 1121



Short Form

Corrupt buffer header

Parameters

No parameters are provided for this message type

Description

None

Message ID : XFM4544F

Severity

Fatal error

Long Form

Unable to set up compression subsystem. The operation will fail.

Short Form

Compression setup fail

Message ID : XFM4541F 1122



Parameters

No parameters are provided for this message type

Description

None

Message ID : XFM4546F

Severity

Fatal error

Long Form

Compression module initialization failure. The backup operation will fail.

Short Form

Compression init fail

Parameters

No parameters are provided for this message type

Message ID : XFM4544F 1123



Description

None

Message ID : XFM4561F

Severity

Fatal error

Long Form

Decompression fatal error: {0}. The restore operation will fail.

Short Form

Decompression error

Parameters

Label CEF Label Type Usage

ecode cn1 Numeric An error code

Description

None

Message ID : XFM4546F 1124



Message ID : XFM4565F

Severity

Fatal error

Long Form

Input data length does not match buffer length: {0} != {1}. Data corruption has possible occurred. The restore operation will fail.

Short Form

Data lenght mismatch

Parameters

Label CEF Label Type Usage

slen in Numeric Input byte count or length

dlen out Numeric Output byte count or length

Description

None

Message ID : XFM4565F 1125



Logger XFM: Information

Message ID : XFM4507I

Severity

Information

Long Form

Using no encryption.

Short Form

Using no encryption

Parameters

No parameters are provided for this message type

Description

None

Message ID : XFM4517I
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Severity

Information

Long Form

Shutting down compression/decompression subsystem.

Short Form

Comp/decomp shutdown

Parameters

No parameters are provided for this message type

Description

None

Message ID : XFM4522I

Severity

Information

Message ID : XFM4517I 1127



Long Form

Data transformation code now using single-threaded algorithm.

Short Form

Single-thread transform

Parameters

No parameters are provided for this message type

Description

None

Message ID : XFM4526I

Severity

Information

Long Form

Using no compression.

Message ID : XFM4522I 1128



Short Form

Using no compression

Parameters

No parameters are provided for this message type

Description

None

Message ID : XFM4549I

Severity

Information

Long Form

Using compression.

Short Form

Using compression

Message ID : XFM4526I 1129



Parameters

No parameters are provided for this message type

Description

None

Message ID : XFM4557I

Severity

Information

Long Form

Using {0} encryption algorithm.

Short Form

Using enc algorithm

Parameters

Label CEF Label Type Usage

key cs3 Text
Name of key or key
pair

Message ID : XFM4549I 1130



Description

None

Message ID : XFM4559I

Severity

Information

Long Form

Shutting down encryption/decryption subsystem.

Short Form

Encrpypt/decrypt shutdown

Parameters

No parameters are provided for this message type

Description

None

Message ID : XFM4557I 1131



Logger XFM: Warnings

Message ID : XFM4550W

Severity

Warning

Long Form

Compression initialization failure: failed to initialize algorithm {0} upon startup.

Short Form

Compression init fail

Parameters

No parameters are provided for this message type

Description

None

 Logger XFM: Warnings 1132
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