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CTE Agent for Windows
Advanced Configuration Guide
Release

This document covers the following information:

* Overview of CTE

» Getting Started with CTE for Windows
» Special Cases for CTE Policies

* Enhanced Encryption Mode

» Utilities for CTE Management

» Upgrading CTE on Windows

* Uninstalling CTE from Windows

* Troubleshooting and Best Practices

Overview of CTE

For very large data sets, initial encryption deployments can affect data availability,
require unacceptable maintenance windows or require cloning and synchronizing data.
Encrypting millions of files can span hours or even days, which can delay encryption, or
require extra disk space and data synchronization, which can be labor-intensive.
Rekeying large data sets can demand significant processing time and lengthy
maintenance windows. Security and IT teams face tough tradeoffs, having to choose
between security and availability.

CipherTrust Transparent Encryption operates with minimal disruption, effort, and cost.
Its transparent approach enables security organizations to implement encryption
without changing application, networking, or storage architectures. CipherTrust Live
Data Transformation builds on these advantages, offering patented capabilities that
deliver breakthroughs in availability, resiliency and efficiency.

CTE includes several unique utilities to help you encrypt and manage your data. It also
integrates with several third-party platforms such as Oracle, Teradata Database
Appliances, and Amazon S3.
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This document describes the installation and advanced configuration options for CTE,
as well as detailed information about how to integrate CTE with the supported third-
party products.

CTE Terminology

The guide uses the following terminology:

CTE CipherTrust Transparent Encryption is a suite of products that
allow you to encrypt and guard your data. The main software
component of CTE is the CTE Agent, which must be installed on
every host whose devices you want to protect.

Notes

* This suite was originally called Vormetric Transparent
Encryption (VTE), and some of the names in the suite still use
"Vormetric".

* For example, the default installation directory is /opt/vormetric/
DataSecurityExpert/agent/ for Linux and AlX, and C:\Program

Files\Vormetric\DataSecurityExpert\agent\ for Windows.

CTE Agent The software that you install on a physical or virtual machine in
order to encrypt and protect the data on that machine. After you
have installed the CTE Agent on the machine, you can use CTE

to protect any number of devices or directories on that machine.

key manager An appliance that stores and manages data encryption keys, data
access policies, administrative domains, and administrator
profiles. Thales offers CipherTrust Manager - a key manager for
use with CTE.

host / client In this documentation, host and client are used interchangeably
to refer to the physical or virtual machine on which the CTE Agent

is installed.

GuardPoint A device or directory to which a CTE data protection and
encryption policy has been applied. CTE will control access to,
and monitor changes in, this device and directory, encrypting new

or changed information as needed.
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CTE Components
The CTE solution consists of two parts:

* The CTE Agent software that resides on each protected virtual or physical machine (host).
The CTE Agent performs the required data encryption and enforces the access policies sent
to it by the key manager. The communication between the CTE Agent and the key manager

is encrypted and secure.

After the CTE Agent has encrypted a device on a host, that device is called a GuardPoint.

You can use CTE to create GuardPoints on servers on-site, in the cloud, or a hybrid of both.

* A key manager that stores and manages data encryption keys, data access policies,
administrative domains, and administrator profiles. After you install the CTE Agent on a host
and register it with a key manager, you can use the key manager to specify which devices on
the host that you want to protect, what encryption keys are used to protect those devices,

and what access policies are enforced on those devices.

Note

For a list of CTE versions and supported operating systems, see the CTE
Compatibility Portal.

How to Protect Data with CTE

CTE uses policies created in the associated key manager to protect data. You can
create policies to specify file encryption, data access, and auditing on specific
directories and drives on your protected hosts. Each GuardPoint must have one and
only one associated policy, but each policy can be associated with any number of
GuardPoints.

Policies specify:
* Whether or not the resting files are encrypted.

* Who can access decrypted files and when.

* What level of file access auditing is applied when generating fine-grained audit trails.

A Security Administrator accesses key manager through a web browser. You must have
administrator privileges to create policies using key Manager. The CTE Agent then
implements the policies once they are pushed to the protected host.
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CTE can only enforce security and key selection rules on files inside a guarded
directory. If a GuardPoint is disabled, access to data in the directory goes undetected
and ungoverned. Disabling a GuardPoint and then allowing unrestricted access to that
GuardPoint can result in data corruption.

Getting Started with CTE for
Linux

This section describes how to install CTE for Linux, register it with your selected key
manager, and then create a simple GuardPoint on the protected host. It contains the
following topics:

 Additional Considerations

» CTE Agent Installation with UEFI Secure Boot

* Linux Package Installation

« Verifying Kernel Compatibility

* Installing CTE with No Key Manager Registration

 Configuring CTE for Linux with CipherTrust Manager

 Multifactor Authentication for CTE GuardPoints

Additional Considerations

The following sections describe some of the things to keep in mind when configuring
CTE.

Tracking and Preventing Local User
Creation

CTE audits any attempts to change user authentication files. It also allows you to
prevent any change to user authentication files using the host settings protect. This
includes, but is not limited to user creation, modification, and deletion, or to deny users.

* The audit setting is set to on by default. It logs access to the system credential
files but does not prevent account modifications.
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* The protect setting both audits and prevents local user account modifications. You
must manually enable the protect setting for tracking and prevention of local user
account creation.

The protect tag will prevent changes to the files mentioned below. In the absence of
the protect tag in host/client settings, operations on these files are permitted. When a
log entry is generated, it is tagged with an [audit] tag.

* /etc/passwd
* /etc/group

* /etc/shadow
* /etc/gshadow

* /etc/ssh/sshd_config

e /etc/ssh/sshrc

Note

You do not have to restart CTE after applying or removing these host settings.

Restricted Directories
Linux does not allow you to guard the following directories:

* <secfs install root>/agent/secfs/
* Jetc

e /tmp

* Jusr

* /usr/lib

* /usr/lib/pam

* /var/log/vormetric

Linux does not allow you to guard the following directories and all of their
subdirectories:

* <install root>/agent/secfs/bin
* <secfs install root>/agent/vmd

* /etc/vormetric
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* /etc/pam.d
* /etc/security
* /usr/lib/security

* [etc/rc*

Restricted Mode

Caution

If you install or upgrade in restricted mode, you cannot revert to unrestricted
mode without uninstalling CTE.

You can install CTE in restricted mode. This mode prevents any user other than root
from accessing the following directories:

* /var/log/vormetric

* /opt/vormetric/DataSecurityExpert
Restricted Mode also prevents non-root users from running the following utilities:

* agenthealth
* agentinfo

* check_host

* register_host
* secfsd

* vmd

* vmsec

* voradmin
Key Agents and Restricted Mode

* On systems where CTE is installed in restricted mode, you cannot install a key agent

(pkes11) or CipherTrust TDE Key Management.

* On systems where a key agent (pkcs11) or CipherTrust TDE are already installed, you cannot

install CTE in restricted mode.

Restricted Mode Installation
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To install in restricted mode, use the -r option.

./vee-fs-<release>-<build>-<system>.bin -r

For example:

./vee-£fs-7.3.0-135-rh8-x86 64.bin -r

RPM Installation

If installing from an RPM directly, prior to installation, type:

export VOR RESTRICTED INSTALL MODE=yes

Upgrade in Restricted Mode

The upgrade mode is the same as the installation mode.

CTE Agent Installation with UEFI
Secure Boot

If you want to install the CTE Agent software on a Linux system that has UEFI Secure
Boot enabled, you must first download the appropriate Thales public certificate for your
version of CipherTrust Transparent Encryption, and add that certificate to the MOK
(Machine Owner Key) list.

Linux User Guide

for CTE v7.6.0 . Last Updated: 2024-06-20

8



Note

» The Thales public certificate is valid for three years from the date of issuance. Six
months before the current public certificate is set to expire, Thales will release an
advisory, along with the new certificate, that will become valid after the six month
grace period expires. All future builds of CipherTrust Transparent Encryption will be
built with the new certificate.

Warning

* You can only use the new certificate if the CTE build has been signed with the new
certificate. If you are using an older version of CipherTrust Transparent Encryption that
was signed with a previous certificate, then you must use that certificate with
CipherTrust Transparent Encryption.

Public Certificate Naming Convention

The Thales public certificate name is cte_secure Boot Cert MM-DD-YYYY.der:

Example

CTE Secure Boot Cert 05-15-2023.der

Getting the Current Public Certificate

There are two options for getting the certificate:

Option 1: Install the DER file

1. Download the CipherTrust Transparent Encryption binaries to your local system.

2. Use the -< option to extract the public certificate from the downloaded binary:

./<cte-binary-name>.bin -e
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Example

./vee-£s-7.5.0-95-rh8-x86_64.bin -e

3. Add the certificate to the MOK list.

Option 2: Convert the PEM file to DER

1. Download the certificate from the Thales public directory CTE_Secure Boot

Repository

curl -O https://packages.vormetric.com/pub/CTE Secure Boot/

<certificate name>.pem

Example

curl -O https://packages.vormetric.com/pub/CTE_Secure Boot/

CTE Secure Boot Cert 05-15-2023.pem

Note

You can also download it from the Thales Customer Support Portal:

KB0027431.

2. Convert the certificate from a PEM file to a DER file using the following command:

openssl x509 -inform PEM -outform DER -in <certificate_ name>.pem -

out <certificate_ name>.der
Example

openssl x509 -inform PEM -outform DER -in
CTE_Secure Boot Cert 05-15-2023.pem -out
CTE_Secure Boot Cert 05-15-2023.der

3. Add the certificate to the MOK list.
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Adding the Certificate to the MOK
List

Note

During this procedure, you must reboot the Linux host and then respond to a system
prompt as soon as the host restarts.

1. Log into the host as root.

2. Add the certificate to the MOK list:

mokutil --import <cert-name>

Example

mokutil --import CTE Secure Boot Cert 05-15-2023.der

3. Enter and confirm a password for this request when prompted.

4. Reboot the host and follow the instructions on the console when the host is back
online. You will need to enter the password you created in the previous step when
prompted. For detailed information, refer to the specific instructions from each
linux distribution.

Note

If you do not respond to the system prompt to update the MOK when the host
restarts, the prompt will time out and you will need to run the moxutii command
again.

5. When prompted, reboot the host again.

6. After the host has rebooted for the second time, verify that the certificate has
been properly added to the MOK ist:

mokutil --test-key <cert-name>

Example
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mokutil --test-key CTE Secure Boot Cert 05-15-2023.der

Response

CTE_Secure Boot Cert 05-15-2023.der is already enrolled.

Linux Package Installation for
Linux Distributions

* Linux Package Installation for RHEL
* Linux Package Installation for SLES

» Linux Package Installation for Ubuntu

Linux Package Installation for
RHEL

This section describes how to access the Linux RPM installation package so that the
CTE Agent installation integrates with the distribution software. To access the Linux

RPM file, you can:

* Extract the RPM file from the CTE Agent install bin file. This is the easiest method, but the
files in the package are not signed and therefore cannot be verified. For details, see
Installing the Unsigned RPM Package.

* Download the package from the Yum repository. If you use Yum, the files in the package are
signed and the signatures are automatically verified when the package is installed. For

details, see Installing the Signed RPM Package with Yum.

* Manually download the RPM package outside of Yum and manually verify the package

signatures. For details, see Installing the Signed RPM Package Manually.
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Prerequisites

Note

Before you can download and install the package using the Yum repository, you must
contact Thales Customer Support to get the username and password for the package
repository on which the package resides.

Installing the Unsigned RPM Package

The CTE installation vin files contain the unsigned native packages. Extract them by
running the vin file with the - flag.

1. Log on to the host system as root and copy or mount the installation file to the
host system.

2. Extract the RPM file using the following command:

./vee-fs—<release>-<build>-<distro>-<architecture>.bin -e

Example

./vee-£fs-7.5.0-68-rh8-x86_64.bin -e

Response
Contents extracted.
3. Verify that the package extracted correctly:

1ls *rpm

Example Response
vee-£fs-7.5.0-68-rh8-x86_64.rpm

4. To start the installation using the RPM file, use the following command:

Linux User Guide ]

for CTE v7.6.0 . Last Updated: 2024-06-20




rpm -ivh vee-fs-<release>-<build>-<distro>-<architecture>.rpm

5. Follow the prompts to install and register CTE.
For details about the installation and registration process, see the appropriate
installation procedure.

o If you are going to register the system with a CipherTrust Manager, see
Configuring CTE for Linux with CipherTrust Manager.

Installing the Signhed RPM Package
with Yum

1. Create the rep03it0ry ﬁle, /etc/yum.repos.d/Vormetric-VTE.repo, with the fO"OWing
contents:

[Vvormetric-vte]

releasever=REL VERSION

name=Vormetric VTE Packages S$releasever - $basearch - Source
baseurl=https://USER:PASSWORD@packages.vormetric.com/vte/VERSION/
rhel-Sreleasever/
gpgkey=https://packages.vormetric.com/pub/PKG-GPG-KEY-vormetric
enabled=1

gpgcheck=1

repo_gpgcheck=1

sslverify=1

where:
o REL_VERSION: RHEL release version. Ex: rhel-8, rhel-9
o USER:PASSWORD: Username/password obtained from Thales Support

o VERSION: CTE release version. Ex: 7.5.0

2. Clean up the Yum cache directory:

yum clean all

3. List all available versions of CTE:
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yum list --showduplicates vee-fs

4. Use Yum to install the CTE binary. For example:
If the CTE binary name is vee-fs-7.5.0.68-rh8-x86_64, type:

yum install vee-fs-7.5.0.68-rh8-x86_ 64

To install the latest version, type:

yum install vee-fs

Note

The first time you install CTE through Yum, you will be asked to import the GPG
key. Make sure that you download this key or the install will fail. For example:

vormetric-vte/7Server/signature | 198 B 00:00:00 Retrieving key from https://
packages.vormetric.com/pub/PKG-GPG-KEY-vormetric Importing GPG key

0x628536B7: Userid : "Vormetric (PKG-GPG-KEY) support@vormetric.com"

Fingerprint: 7cb5 4f55 40d4 1b63 bf91 ¢896 f00a 13b0 6285 36b7 From :
https://packages.vormetric.com/pub/PKG-GPG-KEY-vormetric Is this ok [y/N]: y

5. Follow the prompts to install and register CTE.
For details about the installation and registration process, see the appropriate
installation procedure.

o If you are going to register the system with a CipherTrust Manager, see
Configuring CTE for Linux with CipherTrust Manager.

Installing the Signed RPM Package
Manually

If you want to manually verify the signed version of the CTE RPM package, you can
download the public key from the Thales package repository and manually verify the
rpm signature.

1. Download the rpn file, type:
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$ wget -c --user USER --password PASSWORD https://
packages.vormetric.com/vte/VERSION/REL VERSION/TARGET RPM NAME

Example

$ wget -c --user ctetest --password abcdefl12345678ab https://
packages.vormetric.com/vte/7.4.0/rhel-8/vee-£fs-7.5.0.68-rh8-

x86_64.rpm

where:

o REL_VERSION: RHEL release version. Ex: rhel-8, rhel-9
o USER/PASSWORD: Username/password obtained from Thales Support

o VERSION: CTE release version. Ex: 7.5.0

o TARGET_RPM_NAME: Target rpm filename to download. Ex: vee-fs-7.5.0-68-rh8-
x86_64.rpm

2. Import the public key from the Thales package repository:
sudo rpm --import https://packages.vormetric.com/pub/PKG-GPG-KEY-v
ormetric
sudo rpm -ga gpg-pub*

gpg-pubkey-628536b7-56£9887b : Imported CTE GPG public key.
gpg-pubkey-£d431d51-4ae0493b

3. Verify the signature of the package.

sudo rpm -Kv vee-fs-<release>-<build>-<distro>-<architecture>.rpm

Example
sudo rpm -Kv vee-£fs-7.5.0-68-rh8-x86_ 64.rpm
4. To start the installation using the RPM file, use the following command:

sudo rpm -ivh vee-fs-<release>-<distro>-x86_64.rpm
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5. Follow the prompts to register CTE.
For details about the installation and registration process, see the appropriate
installation procedure.
o If you are going to register the system with a CipherTrust Manager, see
Configuring CTE for Linux with CipherTrust Manager.

Linux Package Installation for
SLES

This section describes how to access the Linux RPM installation package so that the
CTE Agent installation integrates with the distribution software. To access the Linux

RPM file, you can:

 Extract the RPM file from the CTE Agent install bin file. This is the easiest method, but the
files in the package are not signed and therefore cannot be verified. For details, see
Installing the Unsigned RPM Package.

* Download the package from the RPM repository. If you use Zypper Package Manager, the
files in the package are signed and the signatures are automatically verified when the

package is installed. For details, see Installing the Signed RPM Package with Zypper.

* Manually download the RPM package outside of Zypper and manually verify the package
signatures. For details, see Installing the Signed RPM Package Manually.

Prerequisites

Note

Before you can download and install the package using the Zypper repository, you
must contact Thales Supportto get the username and password for the package
repository on which the package resides.

Installing the Unsigned RPM Package

The CTE installation vin files contain the unsigned native packages. Extract them by

running the vnin file with the -< flag.

1. Log on to the host system as root and copy or mount the installation file to the

host system.
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2. Extract the RPM file using the following command:

./vee-fs-<release>-<build>-<distro>-<architecture>.bin -e

Example

./vee-£fs-7.5.0-68-slesl5-x86_64.bin -e

Response

Contents extracted.

3. Verify that the package extracted correctly:

ls *rpm

Example Response

vee-fs-7.5.0-68-slesl5-x86_64.rpm

4. To start the installation using the RPM file, use the following command:

sudo rpm -ivh vee-fs-<release>-<distro>-x86_64.rpm

5. Follow the prompts to install and register CTE.

For details about the installation and registration process, see the appropriate
installation procedure.

o If you are going to register the system with a CipherTrust Manager, see
Configuring CTE for Linux with CipherTrust Manager.

Installing the Signed RPM Package
with Zypper Package Manager

1. Create the repository file /etc/zypp/repos.d/Vormetric-VTE. repo, with the foIIowing
contents:
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/etc/zypp/repos.d/Vormetric-VTE. repo

2. Add with the following contents:

[vormetric-vte]

name=Vormetric VTE Packages for SLES

enabled=1

autorefresh=0

baseurl=https://USER:PASSWORD@packages.vormetric.com/vte/VERSION/

SLES_VER

type=rpm-md

Where:
o USER/PASSWD: contact Thales Support to obtain the credential
o VERSION: CTE release version. Ex: 7.3.0, 7.4.0

o SLES_VER: SLES release version. Ex: sles12, sles15

3. Import public key from the repository:

sudo rpm --import https://packages.vormetric.com/pub/PKG-GPG-KEY-

vormetric

4. Clean up cached data:

$ sudo zypper clean

$ sudo zypper refresh

5. List available versions of the CTE.

$ zypper se --match-exact -t package -s vee-fs
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6. Install CTE binary:

S zypper in vee-fs : download the latest
$ zypper in vee-fs=<CTE_VERSION> : download the specific ver
sion

7. Follow the prompts to install and register CTE.
For details about the installation and registration process, see the appropriate

installation procedure.

o If you are going to register the system with a CipherTrust Manager, see
Configuring CTE for Linux with CipherTrust Manager.

Installing the Signed RPM Package
Manually

If you want to manually verify the signed version of the CTE RPM package, you can
download the public key from the Thales package repository and manually verify the

rpm signature.

1. Download the rpn file, type:

$ wget -c --user USER --password PASSWORD https://
packages.vormetric.com/vte/VERSION/REL VERSION/TARGET RPM NAME

Example

$ wget -c --user USER --password PASSWORD https://
packages.vormetric.com/vte/7.4.0/slesl5/vee-£fs-7.5.0-68-slesl5-

x86_64.rpm

where:

o REL_VERSION: RHEL release version. Ex: sles12, sles15,
o USER/PASSWORD: Username/password obtained from Thales Support

o VERSION: CTE release version. Ex: 7.5.0
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o TARGET_RPM_NAME: Target rpm filename to download. Ex: vee-fs-7.5.0-68-sles15-

x86_64.rpm

2. Import the public key from the Thales package repository:

sudo rpm --import https://packages.vormetric.com/pub/PKG-GPG-K
EY-vormetric

sudo rpm -ga gpg-pub*

gpg-pubkey-628536b7-56£9887b : Imported CTE GPG public key.

gpg-pubkey-£d431d51-4ae0493b

3. Verify the signature of the package using the rpm -xv command.

sudo rpm -Kv vee-fs-<release>-<build>-<distro>-

<architecture>.rpm

Example

sudo rpm -Kv vee-£fs-7.5.0-68-slesl5-x86_64.rpm

Response

Header V4 DSA/SHAl Signature, key ID 628536b7: OK

Header SHAl digest: OK (ed3d33dca580c66c7096lcfeeld3e9877
a09544c)

MD5 digest: OK (95273b36eflc205a7cead444eldbefl5f)

V4 DSA/SHAl Signature, key ID 628536b7: OK

The output should show that the keys match is OK.

4. To start the installation using the RPM file, use the following command:

sudo rpm -ivh vee-fs-<release>-<build>-<distro>-<architecture>.rpm

5. Follow the prompts to register CTE.
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For details about the installation and registration process, see the appropriate
installation procedure.

o If you are going to register the system with a CipherTrust Manager, see
Configuring CTE for Linux with CipherTrust Manager.

Linux Package Installation for
Ubuntu

Prerequisites

Note

Before you can download and install the package using the Apt repository, you must
contact Thales Supportto get the username and password for the package repository
on which the package resides.

Installing the Unsighed DEB Package

The CTE installation vin files contain the unsigned native packages. Extract them by
running the vnin file with the -< flag.

1. Log on to the host system as root and copy or mount the installation file to the
host system.

2. Extract the DEB file using the following command:

./vee-fs—<release>-<build>-<distro>-<architecture>.bin -e

Example

./vee-£fs-7.5.0-68-ubuntu22-x86_64.bin -e

Response

Contents extracted.

3. Verify that the package extracted correctly:
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ls *deb

Example Response

vee-£fs-7.5.0-68-ubuntu22-x86_64.deb

4. To start the installation using the deb file, use the following command:

dpkg -i vee-£fs-7.5.0-68-ubuntu22-x86_ 64.deb

5. Follow the prompts to install and register CTE.

For details about the installation and registration process, see the appropriate
installation procedure.

o If you are going to register the system with a CipherTrust Manager, see
Configuring CTE for Linux with CipherTrust Manager.

Installing the Signed DEB Package

1. Create the source list file, /etc/apt/sources.list.d/Vormetric-VTE.list, with the
following contents:

a. Add the following contents from the Vormetric Source repository.
deb https://packages.vormetric.com/vte/VERSION/UBUNTU_VER /
Where:

o VERSION: CTE release version. Ex: 7.5.0

o UBUNTU_VER: Ubuntu release version. Ex: ubuntu20, ubuntu22

b. Create the login configuration file, type:

vi /etc/apt/auth.conf

c. Enter the login information, type:
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machine packages.vormetric.com/vte/VERSION/UBUNTU VER login U
SER password PASSWD
Where:

o USER PASSWORD: Username/password obtained from Thales Support
o VERSION: CTE release version. Ex: 7.5.0

o UBUNTU_VER: Ubuntu release version. Ex: ubuntu22, ubuntu20

a. Add the following contents from the Vormetric Source repository.

deb https://USER:PASSWD@packages.vormetric.com/vte/VERSION/
UBUNTU_VER /"

Where:

o USER PASSWORD: Username/password obtained from Thales Support
o VERSION: CTE release version. Ex: 7.5.0

o UBUNTU_VER: Ubuntu release version. Ex: ubuntu16

2. Import public key from the repository

$ sudo curl -O https://packages.vormetric.com/pub/PKG-GPG-KEY-vormetric $
sudo gpg --import PKG-GPG-KEY-vormetric $ sudo apt-key add PKG-GPG-KEY-
vormetric //add an OpenPGP key to your repository. apt-key will deprecated with
Ubuntu 22. $ sudo apt-key update

3. Retrieve the new list of packages.

$ sudo apt-get update

4. List all versions of the CTE binary:

$ apt-cache madison vee-fs

5. Install CipherTrust Transparent Encryption.
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$ sudo apt-get install vee-fs : installs the latest version of CTE
$ sudo apt-get install vee-fs=<release>-<build> : installs the sp

ecific version of CTE

6. Follow the prompts to install and register CTE.
For details about the installation and registration process, see the appropriate
installation procedure.

o If you are going to register the system with a CipherTrust Manager, see
Configuring CTE for Linux with CipherTrust Manager.

Installing the Signed DEB Package
Manually

If you want to manually verify the signed version of the CTE DEB package, you can
download the public key from the Thales package repository and manually verify the

DEB signature.

1. Download the deb file, type:

$ wget -c --user USER --password PASSWORD https://
packages.vormetric.com/vte/VERSION/REL VERSION/TARGET PKG_ NAME

Example

$ wget -c --user USER --password PASSWORD https://
packages.vormetric.com/vte/7.5.0/ubuntu22/vee-£fs-7.5.0-68-
ubuntu22-x86_ 64.deb

where:

o REL_VERSION: RHEL release version. Ex: ubuntu20, ubuntu22
o USER/PASSWORD: Username/password obtained from Thales Support
o VERSION: CTE release version. Ex: 7.5.0

o TARGET_PKG_NAME: Target package filename to download. Ex: vee-fs-7.5.0-68-
ubuntu22-x86_64.deb

2. Import the public key from the Thales package repository:

N
()}
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$ sudo gpg --import PKG-GPG-KEY-vormetric $ sudo apt-key add PKG-GPG-
KEY-vormetric $ sudo apt-key update

3. Verify the signature of the package.

sudo dpkg-sig --verify vee-fs-<release>-<build>-<distro>-

<architecture>.deb

Example

sudo dpkg-sig --verify vee-£fs-7.5.0-68-ubuntu22-x86_64.deb

Response

Processing vee-fs-7.4.0-119-ubuntu20-x86_ 64.deb. ..
GOODSIG _gpgvormetric 7CB54F5540D41B63BF91C896F00A13B0628536B7 169
8960263

4. To start the installation using the deb file, use the following command:

sudo dpkg -i vee-fs-7.5.0-68-ubuntu22-x86_64.deb

5. Follow the prompts to register CTE.
For details about the installation and registration process, see the appropriate
installation procedure.

o If you are going to register the system with a CipherTrust Manager, see
Configuring CTE for Linux with CipherTrust Manager.

Verifying Kernel Compatibility

Thales maintains a compatibility matrix in a JSON file that maps all CTE Agent releases
to the Operating Systems and kernels that support those releases. The information in
this file allows you to verify the compatibility between any Linux host and the version of
the CTE Agent that you want to install on that host.

You can view the current compatibility information in CipherTrust Manager by
downloading the most recent compatibility JSON file from Thales and then uploading it
to CipherTrust Manager. After the JSON file has been uploaded, the CipherTrust
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Manager displays the compatibility of all Linux hosts registered with the CipherTrust
Manager in the Compatibility View on the Hosts page.

For details about how to do this in CipherTrust Manager refer to: Kernel Compatibility
Matrix.

The following procedure describes how to download the compatibility JSON file and
verify its authenticity.

1. Download the cte compatibility matrix.tgz file from httpS//
packages.vormetric.com/pub/ or from the Thales Customer Support Portal.
2. Extract the files from the TGZ file. The resulting files are:

© CTE Compatibility Matrix Cert mm-dd-yyyy.pem — The X.509 Public Key
Certificate.

°© cte compatibility matrix.json — The compatibility JSON file.
°© cte compatibility matrix.sign.sha256 — The SHA256 signature for the JSON file.

For example:

tar -xvzf cte compatibility matrix.tgz

CTE_Compatibility Matrix_Cert_12-17-2020.pem
cte_compatibility_matrix.json

cte_compatibility_matrix.sign.sha256

3. Extract the Public Key from the X.509 Public Key Certificate. For example:

openssl x509 -in CTE Compatibility Matrix Cert 12-17-2020.pem -
pubkey \
-noout > cte_compatibility matrix public_key.pem

The Public Key is in PEM format in the file
cte compatibility matrix public key.pem.

4. Verify the SHA signature using the Public Key. For example:

openssl dgst -sha256 -verify
cte compatibility matrix public_key.pem \

-signature cte_compatibility matrix.sign.sha256

Linux User Guide 27

for CTE v7.6.0 . Last Updated: 2024-06-20


https://thalesdocs.com/ctp/cm/latest/admin/cte_ag/clients/compatibility-matrix/index.html
https://thalesdocs.com/ctp/cm/latest/admin/cte_ag/clients/compatibility-matrix/index.html
https://packages.vormetric.com/pub/
https://packages.vormetric.com/pub/
https://supportportal.thalesgroup.com/csm

cte_compatibility matrix.json

Verified OK

Installing CTE with No Key
Manager Registration

The following procedure installs the CTE Agent on the host but does not register it with
a key manager. You cannot protect any data on the host until the CTE Agent is
registered with one of the supported key managers. For a comparison of the available
key managers, see CTE Components.

1. Log on to the host where you will install the CTE Agent as root. You cannot install
the CTE Agent without root access.

2. Copy or mount the installation file to the host system. If necessary, make the file
executable with the chnoa command.
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3. Install the CTE Agent. A typical installation uses the following syntax:

./vee-fs-<release>-<build>-<system>.bin

For example:

./vee-£s-7.3.0-135-rh8-x86_64.bin

To install the CTE Agent in a custom directory, use the -a <custom-dir> option.
For example:

./vee-£s-7.3.0-135-rh8-x86_64.bin -d /home/my-cte-dir/

Note

If possible, Thales recommends that you use the default directory /opt/

vormetric }

To view all installer options, use the -n parameter. For example:

./vee-£s-7.3.0-135-rh8-x86_64.bin -h

4. The Thales License Agreement displays. When prompted, type Y and press Enter
to accept.
The install script installs the CTE Agent software in either /opt/vormetric Or your
custom installation directory and then prompts you about registering the CTE
Agent with a key manager.

Welcome to the CipherTrust Transparent Encryption File System Agent
Registration Program.

Agent Type: CipherTrust Transparent Encryption File System Agent

Agent Version: <Release.build-number>

In order to register with a CipherTrust Manager you need a valid

registration token from the CM.

Do you want to continue with agent registration? (Y/N) [Y][
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5. Type N and press Enter to end the installation procedure without registering the

CTE Agent with either key manager.
When you are ready to register the CTE Agent with a key manager, see
Configuring CTE for Linux with CipherTrust Manager.

Configuring CTE for Linux with
CipherTrust Manager

This section describes how to install and configure CTE on Linux systems that you plan

to register with a CipherTrust Manager.

Installation Overview

The installation and configuration process when you are using CTE with a CipherTrust

Manager consists of the following steps:

1.

Linux User Guide

Installation Prerequisites
Gather the information needed for the installation and set up your network.

. Interactive Installation on Linux

Install CTE interactively on a protected host and register the protected host with
CipherTrust Manager.

Silent Installation on Linux

Install CTE silently (non-interactive) on a protected host and register the
protected host with CipherTrust Manager.

. External Certificates

Use for communication between CTE and CM. Install the external certificate
before registering CipherTrust Transparent Encryption with CipherTrust Manager.

. Validating CipherTrust Manager and CipherTrust Transparent Encryption with a

Local CA Certificate

Ensure that registration by the CTE agent is serviced only by the expected key
manager by providing a copy of the CA certificate that will be used to authenticate
the TLS communications with the key manager.

. Registration

Register the protected host with CipherTrust Manager and make sure that
CipherTrust Manager and CipherTrust Transparent Encryption can communicate
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with each other. This can be done as part of the initial installation or at any point
after the CTE Agent has been installed.

6. Guard Devices

Create GuardPoint to protect sensitive data.

Interactive Installation on Linux

The Linux typical install is an interactive script that asks you a series of questions
during the installation. You can also install CTE using a silent installer which pre-
packages the install information. This allows you to install CTE on a large number of
hosts. (For more information, see Silent Installation on Linux.

After you install CTE, you are prompted to register it immediately with a key manager.
CTE must be registered with a key manager before you can protect any of the devices
on the host. However, you may postpone the registration if you plan to register CTE
later.

Note

Do not install CTE on network-mounted volumes like NFS.

Prerequisites

The following prerequisites must be met for CTE/CTE-U to install and register to
CipherTrust Manager properly:

* CipherTrust Manager installed and configured. See CipherTrust Manager

Documentation for more information.

* CipherTrust Manager must contain a Client Profile. See Changing the Profile for more

information.

* CipherTrust Manager must contain a registration token. See Creating a Registration
Token.

* Optionally, the name of the host group you want this client to be a part of.

* CipherTrust Manager must contain an LDT Communication Group if you will use CTE to
guard data over CIFS/NFS shares using LDT policies. See Managing LDT

Communication Groupsfor more information.

Linux User Guide

for CTE v7.6.0 . Last Updated: 2024-06-20


https://thalesdocs.com/ctp/cm/latest/
https://thalesdocs.com/ctp/cm/latest/
https://thalesdocs.com/ctp/cm/latest/admin/cte_ag/clients/client-settings/index.html#changing-the-profile
https://thalesdocs.com/ctp/cm/latest/admin/cm_admin/client-management/index.html#creating-a-registration-token
https://thalesdocs.com/ctp/cm/latest/admin/cm_admin/client-management/index.html#creating-a-registration-token
https://thalesdocs.com/ctp/cm/latest/admin/cte_ag/cte-ldt-group/index.html
https://thalesdocs.com/ctp/cm/latest/admin/cte_ag/cte-ldt-group/index.html

Procedure

1. Log on to the host where you will install the CTE Agent as root. You cannot install
the CTE Agent without root access.

2. Copy or mount the installation file to the host system. If necessary, make the file
executable with the chnoa command.

3. Install the CTE Agent. A typical installation uses the following syntax:

./vee-fs-<release>-<build>-<system>.bin

For example:

./vee-£s-7.3.0-135-rh8-x86_64.bin

To install the CTE Agent in a custom directory, use the -a <custom-dir> option.
For example:

./vee-£fs-7.3.0-135-rh8-x86_64.bin -d /home/my-cte-dir/

Note

If possible, Thales recommends that you use the default directory /opt/

vormetric.

To view all installer options, use the -n parameter. For example:

./vee-£s-7.3.0-135-rh8-x86_64.bin -h

4. The Thales License Agreement displays. When prompted, type Y and press Enter
to accept.
The install script installs the CTE Agent software in either /opt/vormetric Or your
custom installation directory and then prompts you about registering the CTE
Agent with a key manager.

Welcome to the CipherTrust Transparent Encryption File System Agent
Registration Program.
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Agent Type: CipherTrust Transparent Encryption File System Agent

Agent Version: <Release.build-number>

In order to register with a CipherTrust Manager you need a valid

registration token from the CM.

Do you want to continue with agent registration? (Y/N) [Y][

5. Type N and press Enter to end the installation procedure without registering the
CTE Agent with either key manager.

6. Enter Y to continue with the registration process. The install script prompts you to
enter the host name or IP address of the CipherTrust Manager with which you
want to register CTE. For example:

Do you want to continue with agent registration? (Y/N) [Y]: Y

Please enter the primary key manager host name: 10.3.200.141

Note

The default communication port is 443. If you want to specify a different
communication port, enter it with the primary key manager host name in the
format: <hostName>:<port#>

You entered the host name 10.3.200.141
Is this host name correct? (Y/N) [Y]: Y

7. Enter the client host name when prompted.

Please enter the host name of this machine, or select from the fo

llowing list.

[1] sys31186.ga.com
[2] 10.3.31.186

Enter a number, or type a different host name or IP address in ma

nually:
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What is the name of this machine? [1]: 2

You selected "10.3.31.186".

8. Enter the CipherTrust Manager registration token, profile name, host group and
host description. If you omit the profile name, CipherTrust Manager associates
the default client profile with this client.

Please enter the registration token: 12345
Please enter the profile name for this host: My-Profile
Please enter the host group name for this host, if any:

Please enter a description for this host: RHEL7 system West Coast

Datacenter

Token : 12345
Profile name : My-Profile
Host Group : (none)

Host description : RHEL7 system West Coast Datacenter

Are the above values correct? (Y/N) [Y]: Y

9. At the hardware association prompt, select whether you want to enable the
hardware association feature to prevent cloning. The default is Y (enabled):

It is possible to associate this installation with the hardware of this machine. If
selected, the agent will not contact the key manager or use any cryptographic
keys if any of this machine's hardware is changed. This can be rectified by
running this registration program again. Do you want to enable this functionality?
(Y/N) YL Y

10. At the LDT prompt, specify that you want this client to use CTE-LDT by typing Y
and pressing Enter:

Do you want this host to have LDT support enabled on the server?

(Y/N) [N]: Y

11. If you are planning to create GuardPoints on NFS shares, enter the name of the
LDT Communication Group that this node will join.

Enter the LDT Communication Group name: LCG1l

w
N
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Warning

The registration token, profile name, client group name and LDT
Communication Group name are case-sensitive. If any of these are
entered incorrectly, the client registration will not succeed. If the
registration fails, click Back in the installer and verify that the case is
correct for all entries on this page.

12. At the Cloud Object Storage (COS) prompt, specify whether you want this client
to use CTE COS.

Do you want to configure this host for Cloud Object Storage? (Y/N)
[N]:

13. CTE finishes the installation and registration process.

Generating key pair for the kernel component...done.

Extracting SECFS key

Generating EC certificate signing request for the wvmd...done.
Signing certificate...done.

Enrolling agent with service on 10.3.200.141...done.

Successfully registered the CipherTrust Transparent Encryption CTE

Agent with the CipherTrust Manager on 10.3.200.141.

Installation success.

14. In CipherTrust Manager, change the client password using the manual password
creation method. This password allows users to access encrypted data if the
client is ever disconnected from the CipherTrust Manager. For details on
changing the password, see the CipherTrust Manager documentation.

(98]
()}
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Silent Installation for CTE or
CTE-U on Linux

This section describes how to perform a silent (unattended) installation on CTE or CTE-
U on a single host. The silent installation automates the installation process by storing
the answers to installation and registration questions in a separate file that you create.
It installs CTE/CTE-U on the host, and registers the host with the CipherTrust Manager
you specify in the silent installation file. You can also use the silent installation to install
CTE/CTE-U, on multiple hosts simultaneously.

Prerequisites

The following prerequisites must be met for CTE/CTE-U to install and register to
CipherTrust Manager properly:

* CipherTrust Manager installed and configured. See CipherTrust Manager
Documentation for more information.

* CipherTrust Manager must contain a Client Profile. See Changing the Profile for more
information.

* CipherTrust Manager must contain a registration token. See Creating a Registration

Token.

» Optionally, the name of the host group you want this client to be a part of.

Procedure

1. Log on as an administrator to the host where you will install CTE/CTE-U.

2. Create a parameter file and store it on your system, or copy an existing file from
another location. The file can contain any of the following parameters:
SERVER_HOSTNAME
Required if you want to register CTE with a CipherTrust Manager.

SERVER_IP

Alternative for hostname when registering.

REG_TOKEN

The registration token for the CipherTrust Manager with which you plan to register
this client. Required for registration.

HOST_PROFILE
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Specifies the client profile in the CipherTrust Manager that will be associated with
this client. If this value is omitted, the CipherTrust Manager uses the default client
profile.

TMPDIR

Specifies a custom temporary directory that the installer can use during the
installation process. If this value is omitted, the installer uses the default
temporary directory.

AGENT_HOST_NAME

FQDN of the host on which the CTE Agent is being installed. If this value is not
specified, the installer uses the host's IP address.

AGENT_USEIP

Use the IP address of the protected host instead of host name. Used when
hostname is not supplied.

AGENT_HOST_PORT

Specifies the port number for this CTE Agent to use.

HOST_GROUP

Specifies the optional host/client group with which this host/client will be
associated.

HOST_DESC

Specifies a description for the host. This description is displayed in the
CipherTrust Manager. If an entry for this host already exists, and the host already
has a description, CipherTrust Manager does not overwrite the existing
description, even if this option is specified.

USEHWSIG

Set this value to 1 when you want to associate this installation with the machine
hardware for cloning prevention.

CA_CERT

Set to provide CA certificate data to CipherTrust Manager.
CA_FILE

Set to provide a CA certificate file to CipherTrust Manager.
ENABLE_CLOUD

Set to enable cloud in the Key Manager.
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ENABLE_LDT

Set this value to 1 to automatically enable and register CTE-LDT (Live Data
Transformation) for this host on your key manager during the silent install.

LDTGROUP_NAME

Set the LDT Communication Group for LDT over NFS/CIFS.
CERT_FIELD_PARAM

Example 1: Registering with CipherTrust Manager

The following example contains just the required information for registration with
CipherTrust Manager. In this case, the client will be registered with the
CipherTrust Manager using its IP address instead of its host name:

SERVER HOSTNAME=Key-Mgmt-Server.example.com
REG_TOKEN=12345
AGENT_HOST NAME=10.192.80.86

Example 2: Registering with CipherTrust Manager

The following example specifies the required registration information, adds a host
name and description, enables hardware association, and CTE-LDT. In this case,
the client will be registered with the CipherTrust Manager using its host name
instead of the IP address:

SERVER HOSTNAME=Key-Mgmt-Server.example.com

REG_TOKEN=12345

AGENT_HOST NAME=myagent.example.com

HOST DESC="West Coast Server 12"

USEHWSIG=1

CERT_FIELD PARAM="/C=US/ST=California/L=San Jose/O=Thales
eSecurity/OU=Vormetrics/CN=localhost/
emailAddress=admin@thalegroup.com"

SUBJECT_ALT NAME PARAM="DNS:www.thalesgroup.com,email:admin@thale

sgroup.com"

CERT_FIELD_PARAM
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Example: Registering with CipherTrust Manager

The following example specifies the required registration information, adds a host
name and description, enables hardware association, CTE-LDT. In this case, the
client will be registered with the CipherTrust Manager using its host name instead

of the IP address:

SERVER_ HOSTNAME=Key-Mgmt-Server.example.com
REG_TOKEN=12345

AGENT_HOST_ NAME-myagent.example.com

HOST DESC="West Coast Server 12"

USEHWSIG=1
CERT_FIELD PARAM="/C=US/ST=California/L=San Jose/O=Thales

eSecurity/OU=Vormetrics/CN=localhost/

emailAddress=admin@thalegroup.com"

SUBJECT_ALT NAME PARAM="DNS:www.thalesgroup.com,email:admin@t

halesgroup.com"

3. Copy or mount the installation file to the host system. The installation file is in the

format:

vee-fs-<release>-<build>-<system>.bin

cte-fuse <version>.<build> <processor>.rpm

4. Run the installer using the following syntax:
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./vee-fs-<release>-<build>-<system>.bin [-d <custom-dir>] -s

<install-file>

where:

o -d <custom-dir> iS an optional parameter that specifies the installation directory for
CTE. If you omit this parameter, CTE is installed in: /opt/vormetric/

DataSecurityExpert/agent/

o -s <install-file> indicates that you want to install CTE silently using the

installation options file <install-file>

For example, if the installation options file is called /tmp/unattended.txt, you
would enter:

./vee-£s-7.3.0-135-rh8-x86_64.bin -s /tmp/unattended.txt

rpm -i cte-fuse <version>.<build> <processor>.rpm

o Invoke Registration for CTE-U:

/opt/vormetric/DataSecurityExpert/agent/vmd/bin/

register host silent <silent reg file>

Note

You can also invoke registration by replacing 'register_host' with the following
two options:

o rec_nosT cLEaN: Register and remove certificates used for communication

° REG_HOST SILENT <fileName>: Use silent/non-interactive mode; get

name=value input from
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5. Verify the installation by checking the CTE/CTE-U processes on the host:
o Run vmd -v to check that the version of CTE/CTE-U matches that just installed.
o Run vmsec status to display CTE kernel status. (CTE only)

o Look at the log files in /var/log/vormetric, especially install.fs.log.<date> and

vorvmd root.log.

6. In CipherTrust Manager, change the client password using the manual password
creation method. This password allows users to access encrypted data if the
client is ever disconnected from the CipherTrust Manager. For details on
changing the password, see the CipherTrust Manager documentation.

Using external certificates for
communication between CTE
Agent and CipherTrust Manager

Overview

CipherTrust Transparent Encryption can now use an external certificate, available at a
user-defined path, to communicate with CipherTrust Manager.

Prerequisites

The external certificate must be:

* On the file system

* In PEM format
A key pair must already exist for the client:

* Must have Encryption type of either:
o sha256WithRSAEnNcryption
o ecdsa-with-SHA384

* Must be Encrypted with a pass phrase
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Initial setup

1. Obtain your external CA certificate.

2. Create a certificate using the external CA certificate and key.

CipherTrust Manager Setup

To setup CipherTrust Manager to communicate through an external certificate:

1. Import the CA certificate into the CipherTrust Manager, click CA > External >
Add External CA.

Note

In the Add External CA dialog, copy and paste the <ca certificate name>.pem
file content from the Ul page and provide a user-friendly name.

For more information, see Using an Externally Generated Server Certificate for an
Interface

2. Add the CA certificate to the list of trusted sources for the web interface, click
Admin Settings > Interfaces > web > Edit > External Trusted CAs.

3. Restart the web server, click Admin Settings > Services > web > Restart.

4. Create a Registration Token for the CTE agent.

CTE Agent setup

1. Create a directory on the system to hold the required files, for example:
o /root/cert files (Linux/AIX)

o c:\temp\cert files (Windows)

2. Copy or create the following files in this directory:
o client_cert.pem
o client_key.pem

o passphrase - this is currently expected as plain text

3. For Linux/AIX systems, to add the directory path to the environment, type:
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$ export EXTERNAL CERT DIR=/root/cert files

4. For Windows system, invoke registerhost.exe from the command line and add
this argument:

c:\> register host.exe -extcertdir=c:\temp\cert files

5. Register the CTE client with the CM server as normal. If this is being done as part
of an installation, then the above steps should be done before the installation, or,
on windows, added to the registration parameters passed to the installer.

Post Registration

During registration, the certificate file is uploaded to the CipherTrust Manager, and the
certificate and key files are imported into the CTE pem store. The key is decoded using
the provided passphrase, then re-encoded using a random key using the normal CTE
key security mechanisms for TLS keys. There is no need to keep the input files after
registration is successful, so for security reasons they should be removed / shredded.

Certificate Renewal

The location of the external certificate files (i.e. the exTErRNAL CERT DIR OF -extcertdir
parameters) will be recorded in the CTE agent configuration file, agent.cont. When the
current certificate is approaching expiration date (i.e. approx. 60 days prior to
expiration) the CTE agent will look in this directory for an updated set of files.

If a new certificate file is present, then the file will be read and pushed to the CM, and if
accepted, then the certificate and key will be imported into the CTE pem store, and the
VMD process restarted to use the new certificate.

If no new certificate is present, a WARNING level message will be written to the logs
and/or uploaded to the CM as per the logging settings, and the CTE agent will check
again after 24 hours.

If the user wishes to change the directory path to store the new certificates, then the
entry in the agent.cont file should be updated and the vmd service restarted.
Alternatively, the user can update the external certificate set using the following
command (this will not update the saved path):
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# vmutil -a vmd -d <ext cert Dir> updatecerts

If the user fails to update the certificate set prior to expiration then communication with
the CM may be blocked, and re-registration will be required.

Note

Any renewed certificates must have exactly the same common name field as the
original certificate, or the CipherTrust Manager will reject the update.

Validating CM and CTE with a
Local CA Certificate

To ensure that registration by the CTE agent is serviced only by the expected key
manager, you can provide a copy of the root CA certificate that will be used to
authenticate the TLS communications with the key manager, during the registration
process.

Note

You can only download the CA certificate when you are a root user in the root
domain. You cannot download the certificate from a subdomain. It will not work.

Prerequisite

Make sure that you have previously created the client in CipherTrust Manager.

Using a Local CA Certificate

1. Extract the root CA certificate from the CipherTrust Manager.

a. Log on to CipherTrust Manager as an administrator.

b. In the left navigation pane, click CA > Local. The list of available CAs
displays.

c. Click the ellipsis icon corresponding to the CA.

d. Click Download to download the CA.
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e. Copy the certificate to a directory on the agent system.

2. Present the root certificate data to CTE in one of two ways:

a. Use afile:

When written to a file, it must be in PEM file format, starting and ending
with:

b. Use a a string parameter:
If you are providing the information in a single string, it must contain the

same data as in the preceding case, except that all new lines are replaced
by \n escape sequences. For example:

CA_CERT=-----BEGIN CERTIFICATE-----\n ----- END CERTIFICATE-----\n

3. To install the root certificate into the CTE client:

/opt/vormetric/DataSecurityExpert/agent/vmd/bin/
register host.exe -s <Path-to-install-file> AGENT_HOST NAME=<Host
name-or-IP-of-agent> REG_TOKEN=<CM registration token> CA_FILE=<P

ath-to-root-ca-cert>

Example

/opt/vormetric/DataSecurityExpert/agent/vmd/bin/
register host.exe -s /opt/silent/vte reg log.txt AGENT HOST NAME=a
ni-vm-217-35190.sjcicd.com REG_TOKEN-mMEz3Y60b9D4L7QuvK5SOmhulRm8
DYI80dV5j30dvuHgk6LhZgEOFeIZHILYTmDiEY CA;FILE=/cert_files/Austinl
75.pem

4. Confirm in CipherTrust Manager that the client is registered and healthy.
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Installation and Registration
Options

CTE provides the following installation and registration options. The options you
choose determine the information you need to supply during the actual install

procedure.

Installation Method Options
There are two methods for installing CTE on Linux platforms:
* Typical: Most common and recommended type of installation. Use this method for installing

the CTE Agent on one host at a time. See Interactive Installation on Linux.

* Silent: Create pre-packaged installations by providing information and answers to a set of
installation questions. Use silent installations when installing on a large number of hosts. See

Silent Installation on Linux.

Hardware Association (Cloning
Prevention) Option

CTE’s hardware association feature associates the installation of CTE with the
machine’s hardware. When enabled, hardware association prohibits cloned or copied
versions of CTE from contacting the key manager and acquiring cryptographic keys.
Hardware association works on both virtual machines and hardware clients.

You can enable hardware association during CTE registration process. You can disable
hardware association by re-running the registration program.

To verify if hardware association (cloning prevention) is enabled on a Linux host, on the
command line enter the following:

cat /opt/vormetric/DataSecurityExpert/agent/vmd/etc/access

If you see usehw:true, then hardware association is enabled. If you see usehw:false, it's
disabled.
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Guarding a Device with
CipherTrust Manager

After you register a client with a CipherTrust Manager, you can create as many
standard GuardPoints on the client as you need. These GuardPoints can protect an
entire device or individual directories.

Note

For guarding using LDT on a local drive, or on a CIFS/Share drive, refer to CTE-Live
Data Transformation with CipherTrust Manager guide.

In order to guard a device or directory, you need to use the CipherTrust Manager
Console to:

1. Access the CipherTrust Manager domain in which the client is registered.

2. |dentify or create an encryption key that CTE will use to encrypt the data on the
device or directory.

3. Identify or create a policy for the device or directory that specifies the access
controls and the encryption keys to use for the device or directory.

4. Assign a GuardPoint to the device or directory.

The following example creates a simple policy and uses it to guard a directory on a
registered client. For all of the following procedures, you must be logged into the
CipherTrust Manager Console as a CipherTrust Manager Administrator, and you must
be in the domain with which the client is registered.

For details about any of these procedures or the options for domains, encryption keys,
policies, and GuardPoints, see the CipherTrust Manager documentation.

Access the CipherTrust Manager
Domain

1. In a web browser, navigate to the URL of the CipherTrust Manager Console you
want to use and log in with CipherTrust Manager Administrator credentials.
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2. If the client you want to protect is registered to the default domain (root), proceed
to Create an Encryption Key. If you need to change to a different domain, do the
following:

a. In the top menu bar, click the user name root/admin on the right-hand side.

b. Select Switch Domains, then select the domain in which the client is
registered.

c. The logged in user now shows the new domain name/user name.

AP| (2] root/admin &,

v Switch Domains

D My-Domain

ProtectFile/CTE & User Settings

UserSpace
= Logout

Create an Encryption Key

Note

The following procedure is based on CipherTrust Manager version 2.2. If you are
using a different version, see the CipherTrust Manager documentation for the version
that you are using.

1. From the Products page in the CipherTrust Manager Console, click Keys in the
left hand pane.

Tip

To navigate to the Products page from anywhere in the CipherTrust Manager
Console, click the App Switcher icon in the top left corner.
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2. Above the Key table, click Create a New Key.

3. In the Key Name field, add a name for the key. This name must be unique. For
example, Simple-Key.

4. In the Key Usage section, make sure Encrypt and Decrypt are selected.
5. Click Create. CipherTrust Manager displays the properties for the new key.

6. In the general options area, enable the Exportable option.

You can also enable the Deletable option in this section if you want a CipherTrust
Manager Administrator to be able to delete the key.

ID 2e58¢582...61136313 Owner Global Object Type Symmetric Key
uuID e3ad9c3e...7fd47711 Created 05 Mar 2021, 05:13  Algorithm AES

MUID e3ad9c3e...f6333cof Last Modified 05 Mar 2021, 05:13 Size 256

KeylD N/A Exportable ‘ Deletable

7. In the Key Access section, do the following:

a. In the Search Groups box, type "cte".
If no groups are displayed, make sure the Added Only option is disabled.
b. Click the All check box for both the CTE Admins and CTE Clients groups.

&8 KEY ACCESS

Key Owner

Group Read Use Decrypt Encrypt Sign Sign/Verify Export All
CTE Admins @ [2] @ [2] @ [Zl @
CTE Clients v v v v v v v v

c. When you are done, click Update.

8. Click the CTE tab and set the following properties:

o CTE Versioned: Specify whether the key is versioned. By default, the key is set as
versioned.

For a standard policy, you should clear this check box. If you do not, the key will not

appear in the keys list when you add the key rule to the standard policy.

o Persistent on Client: Specify whether the key is stored in persistent memory on the

client.
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When the check box is selected, the key is downloaded and stored (in an encrypted

form) in persistent memory on the client.

When the check box is left clear, the key is downloaded to non-persistent memory on
the client. Every time the key is needed, the client retrieves it from the CipherTrust

Manager. This is the default setting.
o Encryption Mode: Encryption mode of the key. The options are:
= CBC
= CBC-CS1
= XTS
Encryption using the XTS and CBC-CS1 keys is known as enhanced encryption.

When you are done, click Update.

Create a Standard Policy

1. In the Applications page of the CipherTrust Manager Console, select the
Transparent Encryption application.

2. In the sidebar on the Clients page, click Policies.
3. Click Create Policy. CipherTrust Manager displays the Create Policy Wizard.

4. On the General Info page, set the following options:

Field Description

Name A unique name for the policy. Make sure you use a name
that is descriptive and easy to remember so that you can find
it quickly when you want to associate it with a GuardPoint.

This example uses "Simple-Policy".

Policy Type The type of policy you want to create.

In this example, we will create a Standard policy.

Description A user-defined description to help you identify the policy
later.

For example: Standard policy for new GuardPoints.

Learn Mode Learn Mode provides a temporary method for disabling the
blocking behavior of CTE/CTE-LDT policies. While useful for
quality assurance, troubleshooting, and mitigating
deployment risk, Learn Mode is not intended to be enabled

permanently for a policy in production. This prevents the
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Field Description

policy Deny rules from functioning as designed in the policy
rule set.

Ensure that the policy is properly configured for use in Learn
Mode. Any Security Rule that contains a Deny effect must
have Apply Key applied as well. This is to prevent data from
being written in mixed states, resulting in the loss of access
or data corruption.

Apply Key will have no effect when combined with a Deny

rule unless the policy is in Learn Mode.

Data Transformation If you select Standard as the policy type, also select the the
Data Transformation option to tell CTE that you want to
change the current encryption key used on the data in the
GuardPoint, or that you want to encrypt clear-text data for
the first time.

This option is only displayed for Standard policies.

When you are done, click Next.

5. On the Security Rules page, define the security rules that you want to use.
CipherTrust Manager automatically adds a default security access rule with an
action of kxey op and the effects permit and appiy key. This rule permits key
operations on all resources, without denying user or application access to
resources. This allows it to perform a rekey operation whenever the encryption
key rotates to a new version.

To add additional security rules, click Create Security Rule and enter the
requested information. For details about adding security rules, see the
CipherTrust Manager documentation.

When you are done, click Next.

6. On the Create Key Rule page, click Create Key Rule and enter the following

information:
Field Description
Resource Set If you want to select a resource set for this key rule, click

Select and either choose an existing resource set or
create a new one.

Resource sets let you specify which directories or files will
either be encrypted with the key or will be excluded from

encryption with this key.
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Field Description

Current Key Name Click Select to choose an existing key or create a new
one.
If the data has not yet been encrypted, select clear_key.
Otherwise select the name of the non-versioned key that
is currently being used to encrypt the data.

In this example, select clear_key.

Transformation Key Name Click Select to choose an existing versioned key or to
create a new one.
CTE uses the versioned key specified in this field to
encrypt the data in the GuardPoint. If the data is currently
encrypted, CTE decrypts it using the key specified in the
Current Key Name field and re-encrypts it using the key

specified in this field.

When you are done, click Next.

7. On the Data Transformation page, click Create Data Transformation Rule and
enter the following information:

Field Description

Resource Set If you want to select a resource set for this key rule, click
Select and either choose an existing resource set or
create a new one.

Resource sets let you specify which directories or files will
either be encrypted with the key or will be excluded from

encryption with this key.

Transformation Key Name Click Select to choose an existing key or to create a new
one.
CTE uses the key specified in this field to encrypt the data
in the GuardPoint. If the data is currently encrypted, CTE
decrypts it using the key specified in the Current Key
Name field and re-encrypts it using the key specified in
this field.
For this example, select the key Simple-Key you created

in Create an Encryption Key.
When you are done, click Next.

8. Click Next.
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9. On the confirmation page, review the information for the policy and click Save.

Create Policy
@ © @ (2]

Name: Simple

Policy Type: Standard

Description: Standard |

@ securiy Rute

Resource Set User Set

Resource Set

°I Ma Transformation Rules

Resource Set

o @ contemason.

Process Set Action Effect

Current Key Name

Transformation Key Name

Create a GuardPoint

x

Browsing

1. Stop all applications that are accessing the device you want to protect. In this

example, we are going to protect the following directories with the same policy

and encryption key.
o [dir/hr/files
o /dir/accounting/files
o /dir/shared/hr

o /dir/shared/accounting

Tip

If you want to encrypt data without taking the device offline, you must use

CipherTrust Transparent Encryption - Live Data Transformation.
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2. In the Applications page of the CipherTrust Manager Console, select the CTE
application.

3. In the Clients table, click on the name of the client you want to protect.
4. Above the GuardPoints table, click Create GuardPoint.

5. In the Create GuardPoint page:

a. In the Policy field, select the policy you created earlier.

b. In the Type field, select the type of device. You can guard a directory or a
raw/block device. For this example, select Auto Directory.

c. In the Path field, enter the directories you want to protect with this policy or
click Browse to select them from a explorer window.

If you want to enter multiple paths, put each path on its own line. For
example:

Create GuardPoint
Policy: *

*

Type:

Auto Directory v

Path; *

”v‘-h"""‘l{”.fl e;\“' m

/dir/accounting/files/
/dir/shared/hr/
/dir/shared/accounting/

d. Click Create.

e. If you want to use the same policy and GuardPoint type on another path,
click Yes when prompted. Otherwise, click No. For this example, click No.

The CTE clients pull the GuardPoint configuration information from the
CipherTrust Manager.

6. Type the following to transform the data:
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dataxform --rekey --print_stat --preserve modified time --gp

<pathToGP>

When the data transformation has finished, applications can resume accessing
the now-protected data. (See the CTE Data Transformation Guide for more

information.)

Multifactor Authentication for
CTE GuardPoints

CipherTrust Transparent Encryption is supporting Multifactor Authentication through
integration with an MFA provider. CipherTrust Transparent Encryption will continue to
integrate with additional providers and release that information in the future.

Note

Multifactor Authentication for CipherTrust Transparent Encryption Linux is only
supported with CipherTrust Manager v2.14 and subsequent versions.

* Introduction to Multifactor Authentication

» Set up your account with KeyCloak

» Use Cases for Multifactor Authentication

» Exempting some users from authentication with a Whitelist

» Setting up Multifactor Authentication with a One-Time-Password
« Setting up Multifactor Authentication with a Time Out

« Administration for Multifactor Authentication

* Troubleshooting Multifactor Authentication
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Introduction to Multifactor
Authentication

Why do companies need Multifactor
Authentication

Every day, the threat of ransomware attacks increase in frequency, sophistication, and
effectiveness. Victims of ransomware attacks can be blocked from data, applications,
and systems — making an organization unable to function.

Credential compromise is the leading cause of ransomware attacks, because
credentials give hackers the access they need to hold your systems hostage.
Unfortunately, credentials can be stolen, shared, bought or hacked. Once the hackers
gain entry, the threat actors will often look to compromise privileged access credentials
to further infiltrate your network and steal sensitive data.

What is Multifactor Authentication

Multifactor authorization ensures that the access credentials presented belong to the
actual person. After logging in to the system, when a user tries to access a CipherTrust
Transparent Encryption GuardPoint, it triggers a second factor authorization to verify
the user with a second form of authentication, like sending a passcode to the users's
registered cell phone, that they then have to input into the application.

How does Multifactor Authentication
work

The following diagram explains how Multifactor Authentication operates in a
CipherTrust Transparent Encryption environment.
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CipherTrust Manager
[Step Description
1 A Multifactor Authentication administrator configures the MFA

provider to use OTP (one-time password) for CTE multifactor

authentication.

2 Multifactor Authentication is performed when either an SSH
connection with MFA has already been enabled by a root user using
the command voradmin mfa ssh _enable, and a user starts an SSH
connection; or after an SSH connection is already established and a

user uses the command: voradmin mfa login.

3 A CTE user who has previously registered the CTE site URL with an
authenticator application (such as Google Authenticator), running on
his/her registered mobile device, uses the authenticator to generate a

one time password.
4 CTE user enters the OTP from their mobile phone into CTE.

5 CipherTrust Transparent Encryption sends a message to the

Multifactor Authentication provider to verify the user.
6 Multifactor Authentication provider confirms/denies user access.

7 If authenticated using voradmin voradmin mfa login, the user's
current shell, and all of the programs running inside that same shell,
are authenticated. If authenticated during an ssh login, the entire ssh

session is authenticated for the user.
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CipherTrust Manager
Step Description
1 Multifactor Authentication is performed when either an SSH

connection with MFA has already been enabled by a root user using
the command voradmin mfa ssh_enable and a user starts an SSH
connection, or after an SSH connection is already established and a
user uses the command: voradmin mfa login and enters their

Multifactor Authentication password.

2 CTE sends a verification request to the Multifactor Authentication.
3 Multifactor Authentication provider confirms/denies user access.
4 If authenticated using voradmin voradmin mfa login, the user's

current shell, and all of the programs running inside that same shell,
are authenticated. If authenticated during an ssh login, the entire ssh

session is authenticated for the user.

Note

Multifactor Authentication is NOT supported on RHEL 7 or SLES 12.

For more information on Multifactor Authentication, see Multifactor Authentication.
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Using Keycloak for Multifactor
Authentication for CTE
GuardPoints

Integration with Keycloak requires creating an OIDC connection in CipherTrust
Manager, after you create an OIDC template in Keycloak.

Prerequisites

* Have a CipherTrust Manager set up with:
o Client Profile enabled for Multifactor Authentication

o Registration token

On the Keycloak platform

The following is the minimum setup for a Keycloak platform. Refer to Keycloak
documentation for more information.

1. Create an admin user.
2. Login to the realm and create one or more users.
3. Create a password for the user.

4. Create an OIDC client in realm with the following settings enabled:
o General Settings:
= Client Type: OpenlD Connect
= Client ID: Client name
o Capability Config:
* Client Authentication: On
o Authentication flow:

* Select: Standard flow and Direct access grants

5. Note three OIDC parameters:

o OIDC Provider: nttps://<keycloak-name>:<keycloak-port>/realms/<realm-

name>/.well-known/openid-configuration
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o Client-ID as configured for the OIDC client

o Client-Secret as shown for the OIDC client

Create an OIDC connection on CipherTrust
Manager

1. Log on to the CipherTrust Manager GUI as an administrator.
2. In the left pane, click Access Management > Connections.
3. In the Connections, click Add Connection.

4. Click OIDC and then click Next.

5. Provide a name for the connection and click Next.

6. Enter values for the configuration information.

Note

Refer to your Multifactor Authentication provider profile for the values:

o URL of OIDC provider:

o For KeyCloak, select the URL of the OIDC provider

o For Thales Safenet Trusted Access, select Well Known Configuration URL

o For all other providers, select the URL of the OIDC provider

o Client-ID as configured for the OIDC client

o Client-Secret as shown for the OIDC client

7. Click Next and in the Add Products window, select CTE for product.

8. Click Add Connection.
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Use Cases for MFA on CTE

When using Multifactor Authentication with CipherTrust Transparent Encryption, you
can:

» Enable Multifactor Authentication on a single GuardPoint
* Enable Multifactor Authentication on the entire Client
» Perform Multifactor Authentication

» Enable Multifactor Authentication for Client Groups

Enable Multifactor Authentication on
a Single GuardPoint

You can enable Multifactor Authentication for individual GuardPoints on clients.

1. Open CipherTrust Manager > Transparent Encryption application.
2. Select the relevant client.

3. Select the GuardPoints tab.

4. Click the settings icon.

5. Select Multifactor Authentication to enable Multifactor Authentication for the
GuardPoints.
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C 4+ Create GuardPoint )

Authentication o

Status

Policy Name
Protected Path
Type

Client Group
Enabled

LDT Progress

Multifactor Authentication

Reset OK

6. Click OK. The Multifactor Authentication column displays.

( + Create GuardPoint )

Multifactor Authentication </ o]
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7. Toggle the Multifactor Authentication switch to enable Multifactor Authentication
for the selected GuardPoints.

Note

To disable Multifactor Authentication on a GuardPoint, deselect the Multifactor
Authentication toggle switches.

Enable Multifactor Authentication on
the Entire Client

You can enable Multifactor Authentication for all of the GuardPoints on a client. When
Multifactor Authentication is enabled at the client level, CTE enforces the configuration
for all GuardPoints configured on the client. It overrides any MFA configuration set for

individual GuardPoints.

1. Open CipherTrust Manager > Transparent Encryption application.
2. Select the relevant client.

3. In the upper pane, select Multifactor Authentication.

Clients

192.171.1.2042

Live Data Transformation
Encryption Key Protection
v

In-place Data Transformation
- Device

Multifactor Authentication @

Domain Sharing

4. Select Apply. All of the Multifactor Authentication switches are toggled to the on

position.
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Multifactor Authentication </ e

5. If the MFA column doesn't display with all switches set to on, click Refresh
GuardPoints to display the Multifactor Authentication column.

GuardPoints Client Settings

Refresh GuardPoints

Note

To disable Multifactor Authentication on a GuardPoint, deselect Multifactor
Authentication in the upper pane and click Apply.

Perform Multifactor Authentication

After you enable Multifactor Authentication on a single or multiple GuardPoints, there
are multiple scenarios in which Multifactor Authentication can be authenticated for a
user accessing the MFA-enabled GuardPoints on a client.

If Multifactor Authentication is enabled for a user, the user's current shell, and the
following commands or programs running in the same shell, are allowed to access
MFA-enabled GuardPoints until the user exits the current shell.
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Note

If you only enable Multifactor Authentication on one GuardPoint, then you can only
authenticate for that one GuardPoint. If you enable Multifactor Authentication on all of
the GuardPoints on a client, you can then authenticate for all of the GuardPoints.

Note

» The CTE MFA username and password are created in Keycloak.

« Thales recommends using OTP (one-time password) to replace the static password.
The OTP configuration on KeyCloak refers to KeyCloak configuration section. On
CTE client side, the security administrator can run voradmin mfa set auth to choose
either OTP, or password, as the multifactor authentication method. If authentication
method is not set up, users need to choose a method during ssh login or voradmin
mfa login.

Selecting to run Multifactor Authentication at
SSH connection

1. A sys-admin runs the voradmin mfa ssh enable cOmmand and enables Multifactor
Authentication for all SSH connections.

voradmin mfa ssh_enable

2. Another user establishes an SSH connection to the client, and is asked if they
want to run Multifactor Authentication. They choose yes. Multifactor
Authentication runs.

Do you need CTE MFA (y/n): y

Response

CTE MFA username: <username>
CTE MFA password: <password>

You passed CTE MFA. Can access CTE MFA-enabled GuardPoints
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Note

If the security administrator has not setup an authentication method for the
user, the login command prompt displays the following:

Choose authentication method (type p for password, or o for otp, default o):

If the user chooses o, the following prompt displays:

CTE MFA one-time code:

This change also applies when running voradmin mfa login.

Selecting to run Multifactor Authentication

post login

1. A sys-admin runs the voradmin mfa ssh_enable command and enables Multifactor

Authentication for all SSH connections.

voradmin mfa ssh_enable

2. Another user establishes an SSH connection to the client, and is asked if they
want to run Multifactor Authentication. They choose no. Multifactor Authentication

does not run.

Do you need CTA MFA (y/n): n

Response

You skipped CTE MFA. You won't be able to access CTE MFA-enabled

GuardPoints.

3. When that user wants to run Multifactor Authentication, they use the command:

voradmin mfa login. Multifactor Authentication runs.
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voradmin mfa login

Response

CTE MFA username: <username>
CTE MFA password: <password>
CTE MFA authentication successful

You passed CTE MFA. Can access CTE MFA-enabled GuardPoints

Disabling Multifactor Authentication at SSH
connection

1. A sys-admin runs the voradmin mfa ssh disable command and disables Multifactor

Authentication for all SSH connections.
voradmin mfa ssh _disable

2. When a non-root user wants to run Multifactor Authentication, they use the
command: voradmin mfa login. Multifactor Authentication runs.

voradmin mfa login

Response

CTE MFA username: <username>
CTE MFA password: <password>
CTE MFA authentication successful

You passed CTE MFA. Can access CTE MFA-enabled GuardPoints

Enable Multifactor Authentication for
Client Groups

Multifactor authentication cannot be enabled at the client group level. However, you
can enable Multifactor Authentication for individual GuardPoints on client groups.
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While propagating the Multifactor Authentication-enabled GuardPoints to the member
clients, CipherTrust Transparent Encryption checks the Multifactor Authentication
capability of the member clients. If a client is Multifactor Authentication-capable, the
GuardPoints are added to the client. If a client is not Multifactor Authentication-capable,
the GuardPoints are skipped.

Exempting some users from
authentication with a Whitelist

When you activate CTE Multifactor Authentication, all users attempting to log in to the
CTE client must successfully pass through CTE Multifactor Authentication to gain entry
to the MFA-enabled GuardPoints. However, there are specific exemptions to this rule.
Users whose system services, or applications, initiate automatically during system
boot-up cannot undergo authentication though CTE Multifactor Authentication, as
Multifactor Authentication necessitates user interaction. To accommodate such cases,
exempt these users from Multifactor Authentication enforcement within the Client
Profile by including them in the user set exemption list. Typically, only system users
responsible for running system services are included in this list. However, since many
system applications operate under the root user, or even under normal application user
accounts, you must also add these system administrator/application users to the list.
These users form part of the user set, commonly referred to as a whitelist.
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Caution

Be careful when adding a user to the whitelist. The exemption applies for the
entire client. Users on this list can bypass Multifactor Authentication and
access all MFA-enabled GuardPoints. If a system service, or application,
accesses only one GuardPoint among multiple GuardPoints, Thales advises
you to leave that specific GuardPoint without Multifactor Authentication
enforcement.

Note

You cannot share the whitelist between Windows and Linux operating systems.
Each client profile must contain a unique Multifactor Authentication whitelist.
Therefore, the User Set contains different users in Windows and Linux platforms. A
CTE Windows client and a CTE Linux client cannot share the same client profile
when Multifactor Authentication is enabled.

Creating a User Set

See Creating User Sets for information on creating a User Set in a Policy Element.

Adding the User Set to the Client Profile

To add an Multifactor Authentication whitelist to the client profile:

1. Create your Client Profile if it is not already created.
2. Click on your client profile to open it.
3. Click Multifactor Authentication.

4. In the Select OIDC connection field, select the OIDC connection that you
created.

5. In the Select the MFA exempted User Set field, select the User Set that contains
the people/applications that are exempted from authorization.

6. Click Update.
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Setting up Multifactor
Authentication with a One-Time-
Password

CipherTrust Transparent Encryption Multifactor Authentication supports KeyCloak OTP
through direct grant flow. This topic explains how to configure OTP support in
KeyCloak.

Prerequisites

» Setup Keycloak

Enabling OTP Authentication in
KeyCloak

1. Log in to the KeyCloak Admin Console. See KeyCloak documentation for more
information.

2. Select Authentication from the menu for your CTE realm, e.g. cte-linux. This is
the area where you can configure the different credential types.

3. Select the Browser Flow:
a. Conditional OTP: Required
b. Condition: User configured: Required
c. OTP Form: Required

4. Modify, clone, or create a new Direct Grant flow:
Option 1:
Modify the built-in direct grant flow, or clone a direct grant flow, by clicking Action
> Duplicate.
Update the flow as the follows:
a. Username Validation: Required
b. Password: Disabled
c. Direct Grant: Conditional OTP: Required
d. Condition: User configured: Required
e. OTP: Required
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Option 2:

Create a new direct grant flow:

a. Select Create Flow

b. Fill out the Name and Description

c. Select flow type: Basic Flow

d. Select Add step

e. Select Username Validation: Required
f. Select Add step

g. Select OTP: Required

5. Bind the generated direct grant flow to the client defined for CTE Linux:
a. Choose the client setup for CTE Linux, and select Advanced
b. Select Browser Flow: Browser

c. Select Direct Grant Flow: <the new direct grant>

Configuring OTP Policy

CTE Linux Multifactor Authentication only supports time-based OTP, which is the
default KeyCloak OTP policy. To verify the policy configuration:

1. Navigate to the CTE realm > Authentication.
2. Select Policies > OTP Policy.

3. Ensure that Time-based is selected.

Note

Counter-based is NOT supported with CipherTrust Transparent Encryption.

4. Change other configurations as needed.

Note

Google authenticator only supports the algorithm: SHA1.

Setting Up User's OTP Authenticator

1. Add a user that has permissions to access CTE clients.
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2. The user must install an authenticator that is able to provide an OTP token on
their mobile phone.

Note

Thales recommends using Google Authenticator.

3. Instruct the user to login through a web browser to the CTE realm account. See
KeyCloak documentation for more information.

4. Once authenticated, the OTP token form displays.

5. The user needs to finish the setup of OTP authentication in the OTP token form.

Conclusion

After a successful setup, the local users of the CTE Linux hosts can perform OTP
authentication through voradmin mfa login OF SSH login.

Setting up Multifactor
Authentication with a Time Out

You can set Multifactor Authentication so that it times out after a specified period. The
timeout value for an MFA session is set in minutes. The default is 0, meaning no
timeout.

Note

MFA timeout only applies to new processes. Once a process, like Bash, for example,
is MFA-authenticated, it does not time out. Additionally, when a timeout value
changes, all MFA-authenticated processes remain authenticated. The timeout
change does not affect them.
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Administrator Tasks for
Multifactor Authentication

Voradmin Commands

The Multifactor Authentication command group contains the following commands:

Syntax
# voradmin mfa [ config | login | ssh enable | ssh disable |
set _auth | set timeout]

voradmin mfa config
Displays configuration information.

Syntax

# voradmin mfa config

Response

Host Mfa Enable is not set.
MFA enabled guardpath(s) (Number of paths: 2):
/home/workl/gp mfa
/home/workl/gp mfa
MFA Exempt-List: (Number of entries: 1)
uid:1001, gid:1001, user: "malfoy", group:
"wizards", domain(s): ""
OIDC configuration:
client-id : cte-client-malfoy-1
url : https://www.keycloak-sjl.org:8443/realms/cte-
linux/.well-known/openid-configuration

ssh with MFA : enabled

Note

Root user privilege required.
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voradmin mfa login

Enables Multifactor Authentication for the current shell, and commands and programs
running in that shell, so that it can access MFA-enabled GuardPoints. You must provide
a login name and password for Multifactor Authentication enablement.

Syntax

# voradmin mfa login

Response

CTE MFA username: ####4##
CTE MFA password: ######

CTE MFA authentication successful

voradmin mfa ssh enable

Enables the option to use Multifactor Authentication once a user has established an
ssh login to the current host. After running this command, user is asked if they want to
use Multifactor Authentication. Once logged in successfully, user is asked if they want
to enable Multifactor Authentication. Once you enable MFA successfully, CTE Agent
can access Multifactor Authentication-enabled GuardPoints.

Syntax

# voradmin mfa ssh enable

Note

Root user privilege required.

voradmin mfa ssh_disable

Disables the option to use Multifactor Authentication once a user has established an
ssh login to the current host.

Syntax

# voradmin mfa ssh disable
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Note

Root user privilege required.

voradmin mfa set_auth

Set up the authentication method (either OTP or password) to use during CTE multi-
factor authentication. If not setup, users have to choose a method during ssh login or
voradmin mfa login.

Syntax

# voradmin mfa set auth

Response
Choose authentication method (type p for password, or o for OTP, default 0):: 0

MFA authentication method is set.

Note

Root user privilege required.

voradmin mfa set_timeout

Set a timeout value for an MFA session. The timeout value is set in minutes. The
default is 0, meaning no timeout.

Syntax

# voradmin mfa set timeout <minutes>

Example 1

# voradmin mfa set timeout 5

Response

MFA session will expire after 5 minute(s).
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Example 2

# voradmin mfa set timeout O

Response

Disabled MFA session timeout.

Note

Root user privilege required.

Logging

This chapter contains the following sections:

» Setting CTE Agent Logging Preferences
* Audit Logs

* Analyzing Audit log entries

* File System Audit Log Effects Codes

» Concise Logging

Setting CTE Agent Logging
Preferences

You can configure the Agent process information that is entered into the Message Log.
You can configure the process information globally, in which all the Agents that are
added after the configuration change inherit the log attributes, while all current file
system configurations remain intact. Alternatively, you can configure log attributes for
individual Agent installations.

Always monitor log generation on new server and agent installations, and after
changing logging preferences and options.

A variety of logging services are available and configured in the Log tab.
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Logging Services

—— CGA (Security Administration Service)
—— CGP (Policy Evaluation Service)
— CGS (System Administration Service)

App I i (o o | ii on DXF (Data Transformation Service)
Leve | VMD (Management Service)

CTE log data may be sent to various different files such as:

* Sys log files, such as:

/var/log/messages

/var/log/syslog

Event log on
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Note

The CM domain name can include spaces. However, Syslog does not allow
spaces in header fields. Therefore, for Syslog purposes, the CTE client
replaces the spaces with an underscore. For example: My _Domain instead of

My Domain.

* CTE log files local to the agent, such as:

/var/log/vormetric/vorvmd root.log

C:\ProgramData\Vormetric\DataSecurityExpert\agent\log\vorvmd.log

(Windows)

* Uploaded to the Key Manager

» Uploaded to a Syslog server

Data Transformation log files are sent to:

/var/log/vormetric/vordxf path usr.log

Audit Logs

Example audit log:

CGP2601I: [SeckS, 0] [AUDIT] Policyl[allowAllOps fs]
User[root,uid=0,gid=0\root,bin, daemon, sys, adm, disk,wheel\] Process][/
bin/cat] Action[write app] Res[/opt/apps/appsl/doc/file2.txt]

Keylaesl1l28] Effect[PERMIT Code (1U,2U, 3R, 4M)]

Analyzing Audit log entries

The format of a File System Audit log entry is:

CGP2602I: [SeckFS, 0] Level: Policy[policyName?] User|[userID?]

Process[command?] Access[whatIsItDoing?] Res[whatIsItDoingItTo?]

Effect[allowOrDeny? Code (whatMatched?) ]
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[Parameter Description ‘

Identifier The TLA for the error message.

SECFS Indicates that the message was generated by an Agent. You can
enter secfs in the Search Message field in the Logs window to
display the Agent policy evaluation and GuardPoint activity for all

configured hosts.

Level Indicates the importance of the message. For example, AUDIT
indicates an informational message, whereas ALARM indicates a

critical failure that you should not ignore.

Policy Indicates the name of the policy that is being used to evaluate the

access attempt.

User Identifies the system user attempting to access data in the

GuardPoint. It typically displays the user name, user ID, and

group ID.
Process Indicates the command, script, or utility being executed.
Access Indicates what access is being attempted. Access may be

read_dir, remove_file, write_file_attr, write_app, create_file, etc.
These correspond to the Access methods that you configure in
the policy. Read_dir corresponds to d_rd. Remove_file

corresponds to f_rm, etc.
Res Indicates the object/resource being accessed by the Process]].

Effect Indicates the rule that matched and, based upon that rule,
whether or not theCipherTrust Manager grants access. Access

states may be either PERMIT or DENIED.

File System Audit Log Effects
Codes

Codes are provided in the audit logs that identify actions by the policy enforcement
engine. The code follows the number of the rule being processed.

Code Definition
A The Action component of a security rule failed to match.
M All security rule components match and, unless overridden, the

Effect for that security rule is applied.
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[Code Definition

P The Process component of a security rule failed to match.

R The Resource component of a security rule failed to match.

T The time specified in the When component of a security rule failed to
match.

U The User component of a security rule failed to match.

Refer to the audit log example above:

* The first and second Security Rules fail because of a mismatch in the User component (1U,
2U).

* The third Security Rule fails because of a Resource component (3R) mismatch.

* All of the rules in the fourth Security Rule match (4M), and the actions defined in the policy,

such as use an encryption key, are applied.

Concise Logging

Thales’s standard operational logging sends audit messages for each file system
operation each time a file is opened, read, updated, or written. Thales’s standard
logging can generate high volumes of log data. Most of these messages might not be
useful or required by security administrators to monitor file system activity on the
system.

Agent log data can be stored on the local host, sent to a syslog server, or uploaded to
the Management Console. On an agent system, log entries can flood the local
messages file or Event Log. Extreme logging can also affect network performance.

Concise Logging eliminates the following types of messages:

* Duplicate audit messages for each and every block read by the user or application. With

Concise Logging, CTE only sends an audit message the first time a user or application

performs a read/write activity. Subsequent read/write activity by that user or application is not

logged.

* Audit messages that read the attributes, read the basic information of file-set attributes, and

other event-based messages.

* Audit messages for directory open, read directory attributes, and directory close.
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Using Concise Logging

You can enable and disable the Concise Logging option from the CipherTrust Manager

for the following:

* All registered hosts in all domains

* A host that has registered with the CipherTrust Manager.

Considerations

» Concise Logging changes the set of log messages that are sent to Security Information and
Event Management (SIEM) software systems. If this results in loss of data required for

customer reports, then disable Concise Logging.
» Concise Logging is only supported by CTE secfs.

* Enable and disable Concise Logging on the client, in the Client Profile. CTE applies it for all
users of that Client Profile. There is no finer-grained control, such as per GuardPoint, user, or

message type.

* Do not use Learn mode with Concise Logging.

Configuring Concise Logging for CTE
Clients or Client Groups with
CipherTrust Manager

In CipherTrust Manager, when you create a Client Profile, you can select to Enable
Concise Logging. Then, you can apply that Client Profile to a specific client, or to all
clients in a Client Group. To enable Concise Logging, see the chapter Managing
Profiles in the CTE Administrator Guide.

Special Cases for CTE Policies

This section describes some CTE-specific configuration tasks related to configuring
policies in the key manager. It contains the following topics:

» Re-Enabling Automatic Signing for Host Settings

* Restricting Access Overrides from Unauthorized Identities

* Blocking ptrace system calls to prevent process injection attacks
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Compatibility

« Starting with VTE for Linux version 6.1.0, CTE is backward compatible with, and fully

supports, the existing AES-CBC mode for both new and existing datasets.

« Starting with VTE for Linux version 6.1.0, CTE fully supports AES-CBC-CS1 encryption for

LDT and offline data transformation on CTE Linux environments.

Versions of VTE prior to version 6.1.0 are not backwards compatible with AES-CBC-CS1
encryption. On these earlier versions, attempting to guard a device using a policy containing
an AES-CBC-CS1 key will fail.

* Protected hosts supporting AES-CBC-CS1 encryption can be added to host groups.

Difference between AES-CBC and
AES-CBC-CS1

The two encryption modes are completely different from a file format standpoint.

* AES-CBC-CS1 encryption only applies to file system directories; AES-CBC
encryption applies to both files and block devices.

Note

. If you attempt to use an AES-CBC-CS1 key to guard a block device or partition, the
guarding fails with an error reported on the CipherTrust Manager, similar to: Raw or
Block Device (Manual and Auto Guard) GuardPoints are incompatible with Policy
“policy-xxx" that contains a key that uses the CBC-CS1 encryption mode.”

« While AES-CBC-CS1 encryption is supported on both Linux and Windows
environments, the file formats are incompatible. An encrypted file created with a
specific AES-CBC-CS1 key on Windows cannot be read on Linux, even if that
specific key were to be used and vice versa.

* AES-CBC-CS1 uses cipher-text stealing to encrypt the last partial block of a file whose size is

not aligned with 16 bytes.

 Each file encrypted with an AES-CBC-CS1 key is associated with a unique and random base
IV.
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* AES-CBC-CS1 implements a secure algorithm to tweak the 1V used for each segment (512

bytes) of a file.

Disk Space

Files encrypted with AES-CBC-CS1 keys consume additional disk space in contrast to
files encrypted with AES-CBC keys. This is because AES-CBC-CS1 encryption requires
file IVs to be created and persistently stored in contrast to AES-CBC encrypt